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Computational Requirements for PKC

All public-key cryptographic functions, such as public-key encryption
and decryption operations, digital signature generation and
verification operations, homomorphic functions, variety of
cryptographic protocols, and post-quantum cryptographic functions,
are based on the arithmetic of number and polynomial groups, rings
and fields

Mathematical properties of these structures, efficient representations
of their elements, and algorithms for arithmetic operations need to be
well understood in order to design suitable software and hardware

This endeavor is in a way similar to the design and implementation of
error-detecting and error-correcting codes, however, in cryptography
the lengths of the elements are significantly larger
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Computational Requirements for RSA

The RSA public-key cryptographic algorithm is based on the
arithmetic of the ring Zn where n is the product of two primes p and q

The fundamental RSA operation is the exponentiation, defined as

s ← md (mod n)

Operands in RSA are in the range [0, n)

They are represented as k-bit integers, where k = log2 n

The operand ranges are usually k ∈ [1024, 4096]
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Computational Requirements for RSA

The computation of md (mod n) is accomplished by performing
multiplication and squaring operations in Zn, which require additions
and subtractions in Zn

t ← a · b (mod n)

u ← a · a (mod n)

v ← a + b (mod n)

w ← a− b (mod n)

The exponentiation operation is accomplished using addition chains

There are sophisticated algorithms for modular multiplication and
addition, for example, the Montgomery multiplication algorithm, the
Karatsuba algorithm, and the spectral methods
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Computational Requirements for RSA

Since n = p · q, the RSA operations may use the Chinese Remainder
Algorithm, which require computations in Zp and Zq

For example, the exponentiation s = md (mod n) is performed as

s ← CRT(sp, sq; p, q)

{
sp ← mdp (mod p)
sq ← mdq (mod q)

The sizes of dp and dq are half of the size of d , which are defined as

dp ← d (mod p − 1)

dq ← d (mod q − 1)

The CRT operation requires modular additions and multiplications,
and we also need the multiplicative inverse of p mod q
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Computational Requirements for ECC

Elliptic curves used in cryptography are Weierstrass and Edwards
curves over finite fields GF(p) and GF(2k)

The points on the curve are pairs of (x , y) where x and y are elements
of the finite fields GF(p) or GF(2k), satisfying the curve equation

The points on the curve with the neutral element O and the point
addition operation ⊕ form an additive group of order n denoted as E
The fundamental operation of the ECC is the point multiplication
operation for a given integer d ∈ [0, n)

Q ← [d ]P

The point multiplication operation is accomplished using addition or
addition-subtraction chains
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Computational Requirements for ECC

The point multiplication operation Q ← [d ]P is accomplished by
performing point addition, doubling, and subtraction operations

R ← P ⊕ Q

T ← P ⊕ P

U ← P 	 Q

These point operations in the elliptic curve group E requires the
computation of field additions, subtractions, multiplication, and
inversion operations in the finite fields GF(p) or GF(2k)

t ← a∓ b

u ← a · b
v ← a−1
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Computational Requirements for DH, ElGamal, and DSA

Public-key cryptographic algorithms based on the discrete logarithm
problem in the multiplicative group Zp have their fundamental
operation as the exponentiation

s ← g r (mod p)

The ranges of the prime p and the other parameters are usually
k ∈ [1024, 4096], where k = log2 p

g is a primitive element mod p

These algorithms including their ECC variants require deterministic or
true random numbers
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Computational Requirements for DH, ElGamal, and DSA

The computation of g r (mod p) is accomplished by performing
multiplication and squaring operations in Zp, which may require
additions in Zp or GF(p)

t ← a · b (mod p)

u ← a · a (mod p)

v ← a + b (mod n)

The exponentiation operation is accomplished using addition chains

There are sophisticated algorithms for modular multiplication and
addition operations, for example, the Montgomery multiplication
algorithm, the Karatsuba algorithm, and the spectral methods
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Computational Requirements of Cryptographic Protocols

Cryptographic protocols, such as coin flipping, secret sharing, and
zero knowledge require a diverse set of fundamental operations

Protocols based on the number-theoretic concepts require
multiplication, squaring, gcd and inverse computation, square roots
modulo a composite or prime number, and the CRT computation

n ← p · q
t ← u2 (mod n)

u ← gcd(n, a∓ b)

v ←
√
a (mod p)

a ← CRT(a1, a2, . . . , ak ;m1,m2, . . . ,mk)

ai ← a (mod mi )

y ← r1 · r2 (mod n)

y ← x2 (mod n)
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Representations of Polynomials

The elements of GF(2k) or various other structures used in
post-quantum cryptography use polynomials as their operands

Often the coefficients of these polynomials are in GF(2), however,
they may also be in a ring Zn

Polynomials with binary coefficients can be represented as if they are
binary integers, however, the arithmetic functions using these
operands perform appropriate arithmetic operations

Elements of GF(2k) may also be represented in a normal basis, which
in fact also uses a binary representation

The ranges of the lengths of polynomials used in ECC are generally in
[163, 571] however some post-quantum algorithms use long operands
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Representations of Integers

Integer operands in PKC range from 160 to 4096 bits

Integers as elements of Zn and GF(p) are assumed to be k bits in
binary with k ∈ [160, 4096]

In software implementations, the word size w of the computer, and
similarly, in hardware implementations, the width w of the data path
should be taken into account

An efficient way to represent large integers is to break the k-bit
number (k ≥ 160) into w -bit words

For example, a 256-bit integer a can be represented using an 8-word
vector such that each vector element Ai is w = 32 bits

A7 A6 A5 A4 A3 A2 A1 A0
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http://koclab.org


Computational Requirements of PKC RSA, ECC, DH, ElGamal, DSA, Protocols

Interplay of Finite Fields and PKC

All public-key cryptographic algorithms are based on computationally
intensive finite field and ring arithmetic

The primary operation for the PKC algorithms is the exponentiation
or point multiplication operation in the group built upon the finite
field or ring arithmetic

Cryptographic protocols aim to minimize field and ring operations for
efficiency, without sacrificing security

On the other hand, efficient finite field and ring arithmetic leads to
efficient public-key cryptography

This is an interdisciplinary research area, involving

Mathematics
Computer science
Electrical engineering
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PKC Computational Pyramid
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PKC ALU Design

The basic arithmetic operations used in PKC are addition, subtraction
and multiplication operations

These basic functions can be designed into an ALU so that they are
available for use in various cryptographic algorithms and protocols

By designing a data path and an instruction set architecture, we can
create a cryptographic processor or co-processor on a given
computational platform

More complicated functions such as modular multiplication, elliptic
curve point addition, modular exponentiation, and elliptic curve point
multiplications can use these basic functions repeatedly with the help
of finite state machines
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PKC ALU Design

The complexity of the PKC ALU design is determined by the variety
of the basic functions and the width of the data path

We need to build a computational pyramid

The processor architecture provides a
constant width data path which is the
building block of longer operands

The basic functions are the computa-
tional elements of more complicated func-
tions and cryptographic algorithms
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A design-at-once approach or short-cutting almost never works
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First RSA Chip

R. L. Rivest, A. Shamir, and L. Adleman. A method for obtaining digital
signatures and public-key cryptosystems. Communications of the ACM, vol.
21, pages 120-126, 1978.

R. L. Rivest. A Description of a Single-Chip Implementation of the RSA
Cipher. Lambda, vol. 1, no. 3, pages 14-18, Fourth Quarter 1980.
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First RSA Chip
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First RSA Chip

R. L. Rivest. A short report on the RSA Chip. Crypto, pages 327-327, 1982.
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First RSA Chip

RSA Chips (Past/Present/Future)' 

(&tended abstract) 

Ronald L. Rivest 
MIT Laboratory for Computer Science 

Cambridge, Mass. 02139 . 

Brief Abstract We review the issues involved in building a special-purpose chip for performing 
RSA encryption/decryption, and review a few of the current implementation efforts. 

Thiwrescarch was supported by NSF g r m L  MCS-8000938. 

T. Beth, N. Cot, and I. Ingemarsson (Eds.): Advances in Cryptology - EUROCRYPT '84, LNCS 209, pp. 159-165, 1985. 
0 Springer-Verlag Berlin Heidelberg 1985 

R. L. Rivest. RSA Chips (Past/Present/Future). Eurocrypt, pages 159-165,
LNCS Nr. 209, 1984.
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First RSA Chip
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First RSA Chip
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Timeline of PKC Hardware Design

Naive algorithms, 1978-1985

Classical Montgomery algorithm, 1985

Fast exponentiation and multiplication, 1990

Advanced Montgomery algorithms, 1996

Montgomery algorithm in GF (2k), 1998

Scalable arithmetic, 1999

Dual-field arithmetic, 2000

RNS arithmetic, 2000

Spectral arithmetic, 2006
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