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Abstract

Differential power analysis can be a powerful tool against the security of cryptographic implementations.
Since the introduction of such attacks, much research has been done to examine these attacks as well as
ways to thwart them. In this paper we will specifically look at attacks on implementations of elliptic curve
cryptography. We will explore what DPA attacks look like on EC Diffie-Hellman key exchange as well as
other EC implementations. We will then examine countermeasures that can be implemented to protect
against such attacks and explore several of these countermeasures including algebraic approaches as well
as varying methods of implementation.
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