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1 Abstract

The Elliptic Curve Diffie-Hellman (ECDH), a variant of the Diffie Hellman,
allows two parties that have no prior knowledge of each other to establish a
shared secret key over an insecure channel.[3] The Diffie-Hellman works over
any group as long as the DLP in the given group is a difficult problem.[2] It is
one of the first public key protocols, and it is used to secure a variety of Internet
services. However, newly research from October 2015 suggests that the security
of Diffie-Hellman key exchange is less secure than widely believed, and maybe
not strong enough to prevent very well-funded attacks.

We will first discuss the usage and the security of the ECDH specificly, and
then look into the newly published article from October 2015 [1] to see if the
discoveries that have been made also apply to the ECDH.
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