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1 Abstract

Besides Integer-Factorization schemes and Discrete Logarithm schemes, Elliptic Curve Cryptography
(ECC) is the newest member of public-key algorithms with practical relevance. It is based on the
algebraic structure of elliptic curves over finite fields. Compared to RSA and Discrete Logarithm (DL)
schemes, in many cases ECC has performance advantages with respect to fewer computations, and
bandwidth advantages due to shorter signatures and keys. In addition, ECC provides the same level
of security but with significantly shorter operands.[3] The Elliptic Curve Digital Signature Algorithm
(ECDSA) is the elliptic analogue of the Digital Signature Algorithm (DSA). It uses the advantages of
elliptic curves and was standardized in the US in 1999 by the American National Standards Institute
(ANSI).[2]

After a short introduction of ECC and the comparison in terms of security of RSA and ECC,
the main purpose of this paper is to present the ECDSA and its applications.[4, 1] Furthermore,
implementation failures like in the case of the ECDSA based code authentication of the Playstation
3 in 2010 will be analyzed.
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