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Twisted Edwards Curves Tutorial

Edwards Curves Review

o Original Form of an Edwards Curve:
X2+ y? =24 23y2
o Bernstein's and Lange's simpler form:

X2 4 y2 =14 di?y?

where d is a quadratic non-residue
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Edwards Curves Review (slide credit to Professor Kog)

o The zero (neutral) element is (0,1)
o The inverse of (x,y) is (—x,y)
o The addition law is as follows:

X1y +Xoy1 y1Yo — XiX2 )

X1, 11 ©® X2,Y2) = 5
Ca.71) © (2. y2) (1+dX1X2Y1Y2 1 — dxixay1y»

neutral = (0,1)

P = (z1,p1)
Py =g§$2,y2)
P3 = (x3,y3)
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Twisted Edwards Curves

o The Edwards Curves (ECs) we studied are a specific kind of Twisted
Edwards Curves (TECs)
o Every TEC is a twist of a corresponding EC

o An elliptic curve E over field K has an associated quadratic twist when
there is another elliptic curve which is isomorphic to E over an
algebraic closure of K
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Quadratic Twists

o Let E be an elliptic curve over a field k (char(k) # 2) of the form
y2 = x3 + 32x2 + asgx + ag
o Then, if d # 0, the quadratic twist of E is the curve E? defined as
y? = x3 4 daox® + d?asx + d3ag

o The curves E and E? are isomorphic over the field extension k(v/d)
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Derivation of TECs

o In general, a Twisted Edwards Curve in field k (char(k) # 2) of the
form

ax? 4 y? =1+ dx?y?

(where a # d are non-zero)
is a quadratic twist of the Edwards Curve

2+ y2=1+(d/a)x?

o The map (x,y) — (x,y) = (x/+/a,¥) is an isomorphism over k(1/a)
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Twisted Edwards Curves

o Note that a TEC is just an EC with a = 1:

ax® +y% =1+ dx?y? (TEC general form)
1-x*4y? =1+ dx%y? (let a = 1)
X2+ y? =1+ dx?y? (EC general form)
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Neutral Element, Inverse, Addition

o The zero (neutral) element is (0,1)
o The inverse of (x,y) is (—x,y)
o Let P =(x1,y1) and Q = (x2,y1) be two points on a TEC. Then

PeoQ= X1y +y1ixo  yiys — axixe
1+ dxaixoyrys’ 1 — dxixoyrys
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Addition Example

o Given the TEC with a=3 and d = 2:
3x% 4+ y? =1+ 2x%y?

o We can find (1,v2) @ (1, —V2):

o Jrtyve | 1 (VH1(V2) 0
IL+daxoyiys 1+42-1-1-v/2-(=V2) 1+2-(-2)

y Yiy2 — axixp V2-(=v2)-3-1-1 —-2-3 1

y = - — _

Tl-dawoyyy 1-2-1-1-v2-(v2) 1-2-(-2)

L (L,V2) @ (1,—v2) = (0,—-1)
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Doubling

o Can be derived from the addition formula
o Let P = (x1,y1) be a point on a TEC. Then

2 2 2
2P — ( 2X1y1 . % 23X1 2)
axi +yi 2—axi —yi
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Doubling Example

o Given the TEC with a=3 and d = 2:
3x% 4+ y? =1+ 2x%y2

o We can find [2](1,v/2):

2x1y1 2-1-1/2 2V/2
Tt 31247 T 5
o-ad V2P-32 1
y2_2—aX12—y12_2_3,12_\/§2_—_3_§

S 211,v2) = <¥ %)
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Montgomery Curves

o Fix a field k with char(k) # 2, and certain A, B € k. Then
By? = x3 + Ax® + x

is a Montgomery curve.

o Every TEC over k is birationally equivalent (rational function fields
are isomorphic) over k to a Montgomery curve

o Every Montgomery curve over k is birationally equivalent over k to a
TEC

o .. The set of Montgomery curves over k is equivalent to the set of
TECs over k
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Projective Coordinate System

@ In the projective coordinate system, a point (x,y) on
ax? 4 y? = 1+ dx?y? is represented by X, Y, Z satisfying

x=X/Z
y=Y/Z

o The corresponding projective TEC is of the form
(aX? +Y?)Z? = 7% 4+ dX?Y?

o We avoid inversion costs using this system
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TECs vs ECs

o Over fields F, where p =1 (mod 4), TECs cover more elliptic curves
than ECs

o Even when a curve can be expressed in EC form, expressing it in TEC
form often saves arithmetic time

o If you are free to choose the curve, you can use this to your advantage
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o Edwards-curve Digital Signature Algorithm (EdDSA) is based on
TECs

o Designed for high performance while avoiding common security
problems

o Ed25519 is a specific implementation using the TEC

121665 , ,

S22
X4y =1- ot Y

over the field defined by 22°% — 19
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Latest Research

o (Jan.) The number of rational points on a TEC can be calculated
using the Gaussian hypergeometric series

o (June) Microsoft's research group presented a new deterministic
algorithm for generating TECs

o (Aug.) Bernstein et al. presented new speed records (8.77M per bit,
on variables of size 256 bits) for arithmetic on curves with cofactor 3

o (Nov.) A special family of TECs named Optimal mixed
Montgomery-Edwards (OME) curves were introduced
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