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Recap: Last lecture

• Introduction to Differentially Private Machine 
Learning
• Problem setup and notations
• Examples
• A learning theoretic study of the problem

• Posterior sampling mechanism 
• When the loss functions are bounded
• A new analysis of the when they are not (not covered)
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Recap: Statistical Learning Jargons
/ Notations
• Data space / data points

• Hypothesis class
• Loss function, risk and empirical risk

• Goal of learning

• Realizable vs Agnostic
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Recap: Learning with differential 
privacy in theory
• Finite hypothesis class

• Continuous hypothesis class (bounded VC-dim)
• No DP algorithm gives consistent learning
• A Packing lower bound

• However, there are weak assumptions we can add
• Lipschitz loss functions
• data-distributions with bounded density
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Recap: Packing lower bound in the
problem of learning threshold function
• Assume K-data distributions with disjoint support

• Assume a DP algorithm A works on (K-1) of them
• Expected error < 0.05 => need to stay within support w.p. 0.9

• Implies that it does not work on the remaining one
using the definition of DP
• Probability of outside support > 0.9 => Expected error > 0.45
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Recap: Alternative analysis of the
exponential mechanism.
• Bayesian learning:
• Posterior sampling is private for free, if the log-likelihood

function is bounded (or clipped).
• Utility: (1+ 4B/𝜀) multiplicative factor in efficiency.

• More advanced analysis by Minami et al:
• For strongly log-concave prior
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This lecture

• Minami et al’s analysis of posterior sampling

• Differentially Private Empirical Risk Minimization
• Output perturbation
• Objective perturbation
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Optional readings

• “Differentially Private Empirical Risk Minimization”
by Chaudhuri, Monteleone, Sarwate.
• https://www.jmlr.org/papers/volume12/chaudhuri11a/c

haudhuri11a.pdf

• “Private Convex Empirical Risk Minimization and
High-dimensional regression” by Kifer, Smith and
Thakurta
• http://proceedings.mlr.press/v23/kifer12/kifer12.pdf
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Improved analysis of exponential 
mechanism with strong convexity
• Assume is μ-strongly

convex, i.e., the prior is strongly log-concave.

• Assume that the loss-function is Lipschitz

• Then
obeys if

10
Minami, K., Arai, H., Sato, I., & Nakagawa, H. (2016). Differential privacy without 
sensitivity. In Advances in Neural Information Processing Systems (pp. 956-964)

⇡(✓) = e�r(✓) where r(✓)
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p
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Idea of the proof for the improved
analysis of EM
• The privacy loss random variable is

• Apply the tail bound lemma

• The strong log-concavity + Lipschitz assumption ensures that
#𝜃 satisfies a “Log-Sobolev Inequality”
• Which ensures a subgaussian-like tail bound for all Lipschitz
functions of !𝜃

• And a bound on the KL-divergence.
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The problem of convex empirical
risk minimization
• Data

• Hypothesis class

• Loss function
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A specific class of problems of
interest: generalized Linear models
• Loss function is of a particular form

• Examples:
• Linear regression
• Logistic regression
• Support vector machine
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(Detour) Convex Optimization 101

• Convex functions

• Strongly convex functions

• Optimality condition for differentiable convex
functions
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(Detour) Convex Optimization 101

• Lipschitz constant of a function

• Smoothness constant of a function

15



Can we apply Laplace / Gaussian
mechanism?
• What is the global sensitivity for the minimizer?
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Let’s regularize and make it
strongly convex
• Regularized objective function

• Now what is the global sensitivity again?
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Output perturbation mechanism

1. Solve for the optimal solution

2. Add noise to the optimal solution

18



Utility analysis of the output
perturbation mechanism
• Let’s appeal to the smoothness of the loss function
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Objective perturbation

• Remark:
• Equivalent to adding a random synthetic data point with

linear loss
• One could also get pure DP if we choose b to be:
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Following the proof of Theorem 22, the ex-post pDP can be directly calculated as

✏(o, D, D±z) =
|Q(D) � Q(D±z)||2o � Q(D) � Q(D±z)|

2�2
.

Enter attacker z, who has auxiliary information: she knows that her own individual data is not

contained in D. After algorithm A is applied to D, attacker z receives output o = 1 and is informed

of her ex-post pDP ✏(o, D, D+z). Since Q(D+z) = Q(D) + 1 is known, attacker z can solve for

Q(D) and obtain Q(D) = o � 0.5 ± �
2
✏(o, D, D+z). With probability 1, only one of the two

possibilities is an integer
1
. Therefore, exposing ex-post pDP in this case completely reveals Q(D).

Problem statement. The lesson of Example 4 is that we cannot directly reveal the ex-post pDP
losses without potentially nullifying the algorithm’s privacy benefits. How, then, can we privately
and accurately publish the ex-post pDP losses?

The goal of this paper is to develop an algorithm that publishes a function ✏̃ : Z ! R whose output
estimates the ex-post pDP loss to an individual z of releasing the output ✓̂

P from the objective
perturbation mechanism. Any individual (not just those whose data is contained in the dataset) can
plug her own data z into this function in order to receive a high-probability bound on her ex-post pDP
loss which does not depend directly on any sensitive data except her own.

This requirement offers the same type of privacy protection as joint differential privacy (Kearns et al.,
2014), which relaxes the standard DP definition by allowing an algorithm’s output to individual z

to be sensitive only in her own private data. Our notion of privacy is slightly more general in that it
holds for individuals both in and out of the dataset. The difference lies in how the algorithm’s output
space is defined; whereas a joint DP algorithm produces a fixed-length tuple partitioning the output to
each individual in the dataset, our algorithm outputs a function whose domain includes any data point
z 2 Z . As a result, our methods are robust against collusion by arbitrary coalitions of adversaries,
allowing repeated queries by any group of individuals without invalidating the privacy guarantees
promised by the pDP losses.

2.3 Problem Setting

We consider a general family of problems known as private empirical risk minimization (ERM),
which aim to approximate the solution to an ERM problem while preserving privacy. That is, we
wish to privately solve optimization problems of the form

✓̂ = argmin
✓2⇥

L(✓; D) + r(✓),

where r(✓) is a regularizer and L(✓; D) =
Pn

i=1
`(✓; zi) a loss function. Throughout, we assume

that `(✓; z) and r(✓) are convex and twice-differentiable with respect to ✓. Dataset D is given by
D = {zi}n

i=1
, and zi = (xi, yi) for xi 2 X ✓ Rd and y 2 Y ✓ R, where ||x||2  1 and |y|  1.

We consider only unconstrained optimization over ⇥ = Rd.

2.4 Objective Perturbation

The objective perturbation algorithm solves

✓̂
P = argmin

✓2⇥

L(✓; D) + r(✓) +
�

2
||✓||2

2
+ b

T
✓, (1)

where b ⇠ N (0, �
2
Id) and parameters �, � are chosen according to a desired (✏, �)-DP guarantee.

Algorithm 1 Release ✓̂
P via Obj-Pert (Kifer et al., 2012)

Input: Dataset D, noise parameter �, regularization parameter �, loss function L(✓; D) =P
i `(✓; zi), convex and twice-differentiable regularizer r(✓), convex set ⇥.

Output: ✓̂
P , the minimizer of the perturbed objective.

Draw noise vector b ⇠ N (0, �
2
I).

Compute ✓̂
P according to (1).

1Take Q(D) = 0 and o = 0.1 as an example, the two possibilities are 0 and �0.8.
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Following the proof of Theorem 22, the ex-post pDP can be directly calculated as
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2�2
.

Enter attacker z, who has auxiliary information: she knows that her own individual data is not

contained in D. After algorithm A is applied to D, attacker z receives output o = 1 and is informed

of her ex-post pDP ✏(o, D, D+z). Since Q(D+z) = Q(D) + 1 is known, attacker z can solve for

Q(D) and obtain Q(D) = o � 0.5 ± �
2
✏(o, D, D+z). With probability 1, only one of the two

possibilities is an integer
1
. Therefore, exposing ex-post pDP in this case completely reveals Q(D).

Problem statement. The lesson of Example 4 is that we cannot directly reveal the ex-post pDP
losses without potentially nullifying the algorithm’s privacy benefits. How, then, can we privately
and accurately publish the ex-post pDP losses?

The goal of this paper is to develop an algorithm that publishes a function ✏̃ : Z ! R whose output
estimates the ex-post pDP loss to an individual z of releasing the output ✓̂

P from the objective
perturbation mechanism. Any individual (not just those whose data is contained in the dataset) can
plug her own data z into this function in order to receive a high-probability bound on her ex-post pDP
loss which does not depend directly on any sensitive data except her own.

This requirement offers the same type of privacy protection as joint differential privacy (Kearns et al.,
2014), which relaxes the standard DP definition by allowing an algorithm’s output to individual z

to be sensitive only in her own private data. Our notion of privacy is slightly more general in that it
holds for individuals both in and out of the dataset. The difference lies in how the algorithm’s output
space is defined; whereas a joint DP algorithm produces a fixed-length tuple partitioning the output to
each individual in the dataset, our algorithm outputs a function whose domain includes any data point
z 2 Z . As a result, our methods are robust against collusion by arbitrary coalitions of adversaries,
allowing repeated queries by any group of individuals without invalidating the privacy guarantees
promised by the pDP losses.

2.3 Problem Setting

We consider a general family of problems known as private empirical risk minimization (ERM),
which aim to approximate the solution to an ERM problem while preserving privacy. That is, we
wish to privately solve optimization problems of the form

✓̂ = argmin
✓2⇥

L(✓; D) + r(✓),

where r(✓) is a regularizer and L(✓; D) =
Pn

i=1
`(✓; zi) a loss function. Throughout, we assume

that `(✓; z) and r(✓) are convex and twice-differentiable with respect to ✓. Dataset D is given by
D = {zi}n

i=1
, and zi = (xi, yi) for xi 2 X ✓ Rd and y 2 Y ✓ R, where ||x||2  1 and |y|  1.

We consider only unconstrained optimization over ⇥ = Rd.

2.4 Objective Perturbation

The objective perturbation algorithm solves

✓̂
P = argmin

✓2⇥

L(✓; D) + r(✓) +
�

2
||✓||2

2
+ b

T
✓, (1)

where b ⇠ N (0, �
2
Id) and parameters �, � are chosen according to a desired (✏, �)-DP guarantee.

Algorithm 1 Release ✓̂
P via Obj-Pert (Kifer et al., 2012)

Input: Dataset D, noise parameter �, regularization parameter �, loss function L(✓; D) =P
i `(✓; zi), convex and twice-differentiable regularizer r(✓), convex set ⇥.

Output: ✓̂
P , the minimizer of the perturbed objective.

Draw noise vector b ⇠ N (0, �
2
I).

Compute ✓̂
P according to (1).

1Take Q(D) = 0 and o = 0.1 as an example, the two possibilities are 0 and �0.8.
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KKT condition of Objective
Perturbation implies a relationship
between b and the optimal solution.
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allowing repeated queries by any group of individuals without invalidating the privacy guarantees
promised by the pDP losses.

2.3 Problem Setting

We consider a general family of problems known as private empirical risk minimization (ERM),
which aim to approximate the solution to an ERM problem while preserving privacy. That is, we
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Change of variable trick:
distribution via the Jacobian

• Apply this theorem to our problem:
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Theorem: Let X, Y be random variables in and satisfying
that function is bijective (one-to-one map) and differentiable. Then
the probability density function of Y is:

Y = g(X)
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The privacy loss random variable
of the objective perturbation
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First-order conditions applied to ( 2) tell us that

b(✓̂P ; D) = �
⇣
rL̂(✓̂P ; D) + rr(✓̂P ) + �✓̂

P
⌘

. (3)

Then taking the gradient of the noise vector, we have

rb(✓̂P ; D) = �
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r2L̂(✓̂P ; D) + r2

r(✓̂P ) + �Id

⌘
. (4)

Let b ⇠ N (0, �
2
Id), and denote ⌫(·) as the probability density function of the normal distribution:

i.e., the density at b is ⌫(b; �) / e
� ||b||22

2�2 . Then since the objective function J(✓; D) is strictly convex
in ✓ (implying as in Chaudhuri et al. (2011) that the mapping between ✓̂

P and b is bijective and
monotonic), by Lemma 30 we can write
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Dealing first with the term (*), we observe that rb(✓̂P ; D±z) = rb(✓̂P ; D) ⌥ r2
`(✓̂P ; z). The

notation “⌥” means to subtract if z /2 D, and add if z 2 D. Using the eigendecomposition
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Bounding (*): the difference of
the log determinants

• Iterative application of Lemma 25

• For generalized linear models

24

Proof. Since o ⇠ Q(D) + N (0, �
2
Id), we have �T

z (o � Q(D)) ⇠ N (0, �
2k�zk2). The results of

pDP follows from the tailbound of the privacy loss random variable and Lemma 27.

For the high-probability bound of the ex post pDP, we need to bound both sides of the privacy loss
random variable. It suffices to show that the absolute value of the added noise is bounded with a
union bound on the two-sided tails, each with probability 1 � ⇢/2.

A tighter pDP bound can be obtained using the analytical Gaussian mechanism (Balle & Wang, 2018).
We choose to present the tail bound-based formula above for the interpretability of the results.

G Technical Lemmas

Lemma 24 (Sherman-Morrison-Woodbury Formula). Let A, U, C, V be matrices of compatible size.

Assuming A, C and C
�1 + V A

�1
U are all invertible, then

(A + UCV )�1 = A
�1 � A

�1
U(C�1 + V A

�1
U)�1

V A
�1

.

Lemma 25 (Determinant of Rank-1 perturbation). For invertible matrix A and vector c, d of compat-

ible dimension

det(A + cd
T ) = det(A)(1 + d

T
A

�1
c).

Lemma 26 (Gaussian tail bound). Let X ⇠ N (0, �
2). Then

P(X > �✏)  e
�✏2/2

✏
.

A convenient alternative representation (slightly weaker) is

P(X > �

p
2 log(1/�))  �,

and

P(|X| > �

p
2 log(2/�))  �.

for all � > 0.

Lemma 27 (Tail bound to (✏, �)-DP conversion). Let ✏(o) = log( p(o)

p0(o)
) where p and p

0
are densities

of ✓. If

Pp(✏(o) > ✏)  �

then for any measurable set S

Pp(✓ 2 S)  e
✏Pp0(✓ 2 S) + �.

Two useful applications of this result for DP are:

1. if Pp(✏(o) > ✏)  � for all pairs of neighboring dataset D, D
0

such that p = A(D), p0 =
A(D0) then A is (✏, �)-DP.

2. If D
0 = D±z , p = A(D), p0 = A(D±z) and that Pp(✏(o) > ✏)  � and Pp0(�✏(o) < �✏) 

�, then A satisfies (✏, �)-pDP for individual z and dataset D.

Proof. Let E be the event that |✏(✓)| > t, by definition it implies that for any Ẽ ⇢ E, Pp(✓ 2 Ẽ) 
e
tPp0(✓ 2 Ẽ). Now consider any measurable set S:

Pp(✓ 2 S) = Pp(✓ 2 S \ E
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 Pp0(✓ 2 S \ E
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The two applications follow directly from the definitions of (✏, �)-DP and pDP.

Lemma 28 (maximum of subgaussian). Let X1, ..., Xn be iid �
2
-subgaussian random variables.

P[max
i

Xi �
p

2�2(log n + t)]  e
�t

.

Proof. The proof is by standard subgaussian concentration and union bound.
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i.e., the density at b is ⌫(b; �) / e
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Dealing first with the term (*), we observe that rb(✓̂P ; D±z) = rb(✓̂P ; D) ⌥ r2
`(✓̂P ; z). The

notation “⌥” means to subtract if z /2 D, and add if z 2 D. Using the eigendecomposition
r2

`(✓̂P ; z) =
Pd

k=1
�kuku

T
k and recursively applying the matrix determinant lemma, we have

���det
�
rb(✓̂P ; D±z)

���� =
���det

⇣
rb(✓̂P ; D) ⌥ r2

`(✓̂P ; z)
⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

dX

k=1

�kuku
T
k

⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k ⌥ �dudu

T
d

⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

⌘���
⇣
1 ⌥ �du

T
d

�
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

��1
ud

⌘

= . . .

=
���det

⇣
rb(✓̂P ; D)

⌘��
dY

j=1

�
1 ⌥ µj

�
,

where µj = �ju
T
j

⇣
rb(✓̂P ; D) ⌥

Pj�1

k=1
�kuku

T
k

⌘�1

uj . Therefore,

27

First-order conditions applied to ( 2) tell us that

b(✓̂P ; D) = �
⇣
rL̂(✓̂P ; D) + rr(✓̂P ) + �✓̂

P
⌘

. (3)

Then taking the gradient of the noise vector, we have

rb(✓̂P ; D) = �
⇣
r2L̂(✓̂P ; D) + r2

r(✓̂P ) + �Id

⌘
. (4)

Let b ⇠ N (0, �
2
Id), and denote ⌫(·) as the probability density function of the normal distribution:

i.e., the density at b is ⌫(b; �) / e
� ||b||22

2�2 . Then since the objective function J(✓; D) is strictly convex
in ✓ (implying as in Chaudhuri et al. (2011) that the mapping between ✓̂

P and b is bijective and
monotonic), by Lemma 30 we can write

log
Pr
�
A(D) = ✓̂

P
�

Pr
�
A(D±z) = ✓̂P

� = log

���det
⇣
rb(✓̂P ; D)

⌘���
���det

⇣
rb(✓̂P ; D±z)

⌘���

⌫(b(✓̂P ; D); �)

⌫(b(✓̂P ; D±z); �)

= log

���det
⇣
rb(✓̂P ; D)

⌘���
���det

⇣
rb(✓̂P ; D±z)

⌘���
+ log

e
� 1

2�2 ||b(✓̂P
;D)||22

e
� 1

2�2 ||b(✓̂P ;D±z)||22

= log

���det
⇣
rb(✓̂P ; D)

⌘���
���det

⇣
rb(✓̂P ; D±z)

⌘���
| {z }

(⇤)

+
1

2�2

⇣
||b(✓̂P ; D±z)||22 � ||b(✓̂P ; D)||2

2

⌘

| {z }
(⇤⇤)

.

Dealing first with the term (*), we observe that rb(✓̂P ; D±z) = rb(✓̂P ; D) ⌥ r2
`(✓̂P ; z). The

notation “⌥” means to subtract if z /2 D, and add if z 2 D. Using the eigendecomposition
r2

`(✓̂P ; z) =
Pd

k=1
�kuku

T
k and recursively applying the matrix determinant lemma, we have

���det
�
rb(✓̂P ; D±z)

���� =
���det

⇣
rb(✓̂P ; D) ⌥ r2

`(✓̂P ; z)
⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

dX

k=1

�kuku
T
k

⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k ⌥ �dudu

T
d

⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

⌘���
⇣
1 ⌥ �du

T
d

�
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

��1
ud

⌘

= . . .

=
���det

⇣
rb(✓̂P ; D)

⌘��
dY

j=1

�
1 ⌥ µj

�
,

where µj = �ju
T
j

⇣
rb(✓̂P ; D) ⌥

Pj�1

k=1
�kuku

T
k

⌘�1

uj . Therefore,

27

First-order conditions applied to ( 2) tell us that

b(✓̂P ; D) = �
⇣
rL̂(✓̂P ; D) + rr(✓̂P ) + �✓̂

P
⌘

. (3)

Then taking the gradient of the noise vector, we have

rb(✓̂P ; D) = �
⇣
r2L̂(✓̂P ; D) + r2

r(✓̂P ) + �Id

⌘
. (4)

Let b ⇠ N (0, �
2
Id), and denote ⌫(·) as the probability density function of the normal distribution:

i.e., the density at b is ⌫(b; �) / e
� ||b||22

2�2 . Then since the objective function J(✓; D) is strictly convex
in ✓ (implying as in Chaudhuri et al. (2011) that the mapping between ✓̂

P and b is bijective and
monotonic), by Lemma 30 we can write

log
Pr
�
A(D) = ✓̂

P
�

Pr
�
A(D±z) = ✓̂P

� = log

���det
⇣
rb(✓̂P ; D)

⌘���
���det

⇣
rb(✓̂P ; D±z)

⌘���

⌫(b(✓̂P ; D); �)

⌫(b(✓̂P ; D±z); �)

= log

���det
⇣
rb(✓̂P ; D)

⌘���
���det

⇣
rb(✓̂P ; D±z)

⌘���
+ log

e
� 1

2�2 ||b(✓̂P
;D)||22

e
� 1

2�2 ||b(✓̂P ;D±z)||22

= log

���det
⇣
rb(✓̂P ; D)

⌘���
���det

⇣
rb(✓̂P ; D±z)

⌘���
| {z }

(⇤)

+
1

2�2

⇣
||b(✓̂P ; D±z)||22 � ||b(✓̂P ; D)||2

2

⌘

| {z }
(⇤⇤)

.

Dealing first with the term (*), we observe that rb(✓̂P ; D±z) = rb(✓̂P ; D) ⌥ r2
`(✓̂P ; z). The

notation “⌥” means to subtract if z /2 D, and add if z 2 D. Using the eigendecomposition
r2

`(✓̂P ; z) =
Pd

k=1
�kuku

T
k and recursively applying the matrix determinant lemma, we have

���det
�
rb(✓̂P ; D±z)

���� =
���det

⇣
rb(✓̂P ; D) ⌥ r2

`(✓̂P ; z)
⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

dX

k=1

�kuku
T
k

⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k ⌥ �dudu

T
d

⌘���

=
���det

⇣
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

⌘���
⇣
1 ⌥ �du

T
d

�
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

��1
ud

⌘

= . . .

=
���det

⇣
rb(✓̂P ; D)

⌘��
dY

j=1

�
1 ⌥ µj

�
,

where µj = �ju
T
j

⇣
rb(✓̂P ; D) ⌥

Pj�1

k=1
�kuku

T
k

⌘�1

uj . Therefore,

27

Recall:



Bounding (**)

• For generalized linear models:
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We’ll handle the second term (**) next. We have that
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.

The rest of the proof follows from adding together (*) and (**), and taking the absolute value.

Proof of Corollary 7. By restricting to generalized linear models, we can give a more interpretable
pDP result for Algorithm 1 with the main difference being a cleaner version of the generalized
leverage score. In the case of GLMs, we have that r`(·) = f

0(·)x and r2
`(·) = f

00(·)xx
T . So `(·)

has a rank-one Hessian with only one eigenvalue, and log
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= log(1 + µ(x)). Here µj is

as defined in Theorem 6 and µ is defined as in Corollary 7.
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The second equality introduces the shorthand µj(x) := �ju
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±z uj . Observe that
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r(✓̂P ) 2 Rd⇥d are positive semi-definite, since `(·) and r(✓) by assumption are

convex functions with continuous second-order partial derivatives. Since r2
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`(✓̂P ; z). The

notation “⌥” means to subtract if z /2 D, and add if z 2 D. Using the eigendecomposition
r2

`(✓̂P ; z) =
Pd

k=1
�kuku

T
k and recursively applying the matrix determinant lemma, we have
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dX
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T
k
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=
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d�1X
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T
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T
d

⌘���

=
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⇣
rb(✓̂P ; D) ⌥

d�1X
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�kuku
T
k

⌘���
⇣
1 ⌥ �du

T
d

�
rb(✓̂P ; D) ⌥

d�1X

k=1

�kuku
T
k

��1
ud

⌘

= . . .

=
���det

⇣
rb(✓̂P ; D)

⌘��
dY

j=1

�
1 ⌥ µj

�
,

where µj = �ju
T
j

⇣
rb(✓̂P ; D) ⌥

Pj�1

k=1
�kuku

T
k

⌘�1

uj . Therefore,
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Recall:



Putting everything together

• For general loss functions
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Next lecture

• Utility analysis of ObjPert

• Noisy Gradient Descent

27


