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Recap: Last lecture

• Convex empirical risk minimization

• Output perturbation

• Objective perturbation
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Recap: Convex ERM and
optimality conditions
• Data
• Convex ERM:

• Optimality condition: gradient = 0

• Assumptions: Lipschitzness, Smoothness
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(x1, y1), ..., (xn, yn) 2 X ⇥ Y = Z
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Recap: Output perturbation

• Stability of the output via regularization

• Privacy: from Gaussian mechanism
• Utility:
• Last time: under smoothness (has a small errorL)
• Let’s do it again.
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Recap: Utility of Output perturbation

• Smooth losses

• Lipschitz losses
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Recap: Objective perturbation

• Algorithm

• Privacy analysis
• For GLM

• For General smooth learning problems
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Following the proof of Theorem 22, the ex-post pDP can be directly calculated as

✏(o, D, D±z) =
|Q(D) � Q(D±z)||2o � Q(D) � Q(D±z)|

2�2
.

Enter attacker z, who has auxiliary information: she knows that her own individual data is not

contained in D. After algorithm A is applied to D, attacker z receives output o = 1 and is informed

of her ex-post pDP ✏(o, D, D+z). Since Q(D+z) = Q(D) + 1 is known, attacker z can solve for

Q(D) and obtain Q(D) = o � 0.5 ± �
2
✏(o, D, D+z). With probability 1, only one of the two

possibilities is an integer
1
. Therefore, exposing ex-post pDP in this case completely reveals Q(D).

Problem statement. The lesson of Example 4 is that we cannot directly reveal the ex-post pDP
losses without potentially nullifying the algorithm’s privacy benefits. How, then, can we privately
and accurately publish the ex-post pDP losses?

The goal of this paper is to develop an algorithm that publishes a function ✏̃ : Z ! R whose output
estimates the ex-post pDP loss to an individual z of releasing the output ✓̂

P from the objective
perturbation mechanism. Any individual (not just those whose data is contained in the dataset) can
plug her own data z into this function in order to receive a high-probability bound on her ex-post pDP
loss which does not depend directly on any sensitive data except her own.

This requirement offers the same type of privacy protection as joint differential privacy (Kearns et al.,
2014), which relaxes the standard DP definition by allowing an algorithm’s output to individual z

to be sensitive only in her own private data. Our notion of privacy is slightly more general in that it
holds for individuals both in and out of the dataset. The difference lies in how the algorithm’s output
space is defined; whereas a joint DP algorithm produces a fixed-length tuple partitioning the output to
each individual in the dataset, our algorithm outputs a function whose domain includes any data point
z 2 Z . As a result, our methods are robust against collusion by arbitrary coalitions of adversaries,
allowing repeated queries by any group of individuals without invalidating the privacy guarantees
promised by the pDP losses.

2.3 Problem Setting

We consider a general family of problems known as private empirical risk minimization (ERM),
which aim to approximate the solution to an ERM problem while preserving privacy. That is, we
wish to privately solve optimization problems of the form

✓̂ = argmin
✓2⇥

L(✓; D) + r(✓),

where r(✓) is a regularizer and L(✓; D) =
Pn

i=1
`(✓; zi) a loss function. Throughout, we assume

that `(✓; z) and r(✓) are convex and twice-differentiable with respect to ✓. Dataset D is given by
D = {zi}n

i=1
, and zi = (xi, yi) for xi 2 X ✓ Rd and y 2 Y ✓ R, where ||x||2  1 and |y|  1.

We consider only unconstrained optimization over ⇥ = Rd.

2.4 Objective Perturbation

The objective perturbation algorithm solves

✓̂
P = argmin

✓2⇥

L(✓; D) + r(✓) +
�

2
||✓||2

2
+ b

T
✓, (1)

where b ⇠ N (0, �
2
Id) and parameters �, � are chosen according to a desired (✏, �)-DP guarantee.

Algorithm 1 Release ✓̂
P via Obj-Pert (Kifer et al., 2012)

Input: Dataset D, noise parameter �, regularization parameter �, loss function L(✓; D) =P
i `(✓; zi), convex and twice-differentiable regularizer r(✓), convex set ⇥.

Output: ✓̂
P , the minimizer of the perturbed objective.

Draw noise vector b ⇠ N (0, �
2
I).

Compute ✓̂
P according to (1).

1Take Q(D) = 0 and o = 0.1 as an example, the two possibilities are 0 and �0.8.
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This lecture

• Utility analysis of objective perturbation

• Noisy Gradient Descent

• Privacy amplification by sampling and NoisySGD
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Readings

• Chaudhuri et al. / Kifer et al. (continuing)

• Bassily et al. (2014) Private empirical risk 
minimization: Efficient algorithms and tight error 
bounds. In FOCS. https://arxiv.org/abs/1405.7085
• For the NoisySGD algorithm
• For NoisyGD just refer to this lecture note.
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Utility analysis of objective
perturbation
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Checkpoint: Compare the excess
empirical risk of Output/Objective
Perturbation
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Lipschitz losses Smooth losses Smooth / Lipschitz
GLM

Output
Pert Same as left

ObjPert Not applicable

d1/4Lk✓⇤k log( 1� )
1/4

n1/2✏1/2
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• Normalized by 1/n to be consistent with prior tables.
• Non-private excess risk is on the order of
• Could be

p
d/n
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Lower order terms and dependence on β hidden.



What are not quite satisfactory?

• Require the loss to be twice differentiable
• Convex losses need not be even differentiable

• We did not handle the constrained convex ERM

• They do not handle non-convex ERM problems, e.g.,
those that arise when optimizing deep neural
networks
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Gradient Descent

• Unconstrained, differentiable optimization problem

• The algorithm:
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Gradient descent

Consider unconstrained, smooth convex optimization

min
x

f(x)

i.e., f is convex and di↵erentiable with dom(f) = Rn. Denote the
optimal criterion value by f

? = minx f(x), and a solution by x
?

Gradient descent: choose initial point x
(0) 2 Rn, repeat:

x
(k) = x

(k�1) � tk · rf(x(k�1)), k = 1, 2, 3, . . .

Stop at some point

4

Gradient descent

Consider unconstrained, smooth convex optimization

min
x

f(x)

i.e., f is convex and di↵erentiable with dom(f) = Rn. Denote the
optimal criterion value by f

? = minx f(x), and a solution by x
?

Gradient descent: choose initial point x
(0) 2 Rn, repeat:

x
(k) = x

(k�1) � tk · rf(x(k�1)), k = 1, 2, 3, . . .

Stop at some point
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Gradient descent in convex
problems vs nonconvex problems
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Extensions of Gradient Descent

• Non-differentiable case: Subgradient descent

• Constrained case: Projected gradient descent

• Non-smooth penalty function: Proximal gradient
descent

• Nonconvex cases: We give up theoretical
guarantees but in practice it works (remarkably well)
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Stochastic gradient descent

• Update rule:

• Assumptions:
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Small example with n = 10, p = 2 to show the “classic picture” for
batch versus stochastic methods:
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Batch
Random

Blue: batch steps, O(np)
Red: stochastic steps, O(p)

Rule of thumb for stochastic
methods:

• generally thrive far
from optimum

• generally struggle close
to optimum
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The convergence of GD and SGD

• GD in Smooth / convex problems

• GD in general convex problems

• SGD in general convex problems

• SGD in strongly convex problems
• Projected version
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Convergence of stochastic gradient
descent (in the smooth / nonconvex
case)
• Descent Lemma
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Convergence of stochastic gradient
descent (in the smooth / nonconvex
case)
• Descent Lemma
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Noisy Gradient Descent
Mechanism for Convex ERM
• The algorithm:

• Privacy analysis:
• A composition of T Gaussian mechanisms
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Privacy Amplification by SamplingSubsampled Randomized Algorithm

6

AlgorithmM Output

M � Sample : Data ! Output
<latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit><latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit><latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit><latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit>

20

Privacy “amplification” by subsampling

• First seen in “What can we learn privately?” (Kasiviswanathan et al., 2008)
• Subsequently used as a fundamental technical tool for learning theory with

DP:
• (Beimel et al., 2013) (Bun et al, 2015) (Wang et al., 2016)

• Most recent “tightened” revision above in:
• Borja Balle, Gilles Barthe, Marco Gaboardi (2018)

9

Subsampling Lemma: If M obeys (Ɛ,δ)-DP, then M ⚬ Subsample
obeys that (Ɛ’,δ’)-DP with

✏
0 = log(1 + �(e✏ � 1)) = O(�✏)
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�0 = ��
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Random subset sampling vs
Poisson sampling
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The Noisy Stochastic Gradient
Descent Mechanism (NoisySGD)
• Privacy analysis:
• A composition of T subsampled gaussian mechanism.

22



The Noisy Stochastic Gradient
Descent Mechanism (NoisySGD)
• Utility analysis:
• A composition of T subsampled gaussian mechanism.
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Next lecture

• Differentially private deep learning

• Knowledge transfer model of private learning
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