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Administrative notes

• Project proposal feedback in Gradescope!
• Midterm report due next week

• HW2 Q4 almost ready… stay tuned for the Piazza
announcement
• This lecture might be useful for you to see how learning

rates are chosen
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Recap: Last lecture

• Objective perturbation vs Output perturbation

• Gradient Descent and Stochastic Gradient Descent
• Convergence analysis

• NoisyGD mechanism
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Recap: Compare the excess empirical
risk of Output/Objective Perturbation

4

Lipschitz losses Smooth losses Smooth / Lipschitz
GLM

Output
Pert Same as left

ObjPert Not applicable
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Lower order terms and dependence on β hidden.



Recap: What are not quite
satisfactory?
• Require the loss to be twice differentiable
• Convex losses need not be even differentiable

• We did not handle the constrained convex ERM

• They do not handle non-convex ERM problems, e.g.,
those that arise when optimizing deep neural
networks
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Recap: Renyi Differential Privacy and 
Concentrated Differential Privacy
• We say that a mechanism satisfies (𝛼, 𝜖)-Renyi DP, if

• We say a mechanism satisfies 𝜌-zCDP, if

• Gaussian mechanism satisfies:

• Converting to approximate DP:
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is the privacy loss for x, x0 2 X n di↵ering on one entry, then

E [Z]  µ and E
h
e
(↵�1)(Z�E[Z])

i
 e(↵�1)2 1

2 ⌧
2

for all ↵ 2 R. That is, they require both a bound on the mean of the privacy loss and that
the privacy loss is tightly concentrated around its mean. To distinguish our definitions, we
refer to their definition as mean-concentrated di↵erential privacy (or mCDP).

Our definition, zCDP, is a relaxation of mCDP. In particular, a (µ, ⌧)-mCDP mechanism
is also (µ� ⌧ 2/2, ⌧ 2/2)-zCDP (which is tight for the Gaussian mechanism example), whereas
the converse is not true. (However, a partial converse holds; see Lemma 4.3.)

1.2 Results

1.2.1 Relationship between zCDP and Di↵erential Privacy

Like Dwork and Rothblum’s formulation of concentrated di↵erential privacy, zCDP can be
thought of as providing guarantees of (", �)-di↵erential privacy for all values of � > 0:

Proposition 1.3. If M provides ⇢-zCDP, then M is (⇢ + 2
p
⇢ log(1/�), �)-di↵erentially

private for any � > 0.

We also prove a slight strengthening of this result (Lemma 3.6). Moreover, there is
a partial converse, which shows that, up to a loss in parameters, zCDP is equivalent to
di↵erential privacy with this 8� > 0 quantification (see Lemma 3.7).

There is also a direct link from pure di↵erential privacy to zCDP:

Proposition 1.4. If M satisfies "-di↵erential privacy, then M satisfies (12"
2)-zCDP.

Dwork and Rothblum [DR16, Theorem 3.5] give a slightly weaker version of Proposition
1.4, which implies that "-di↵erential privacy yields (12"(e

" � 1))-zCDP; this improves on an
earlier bound [DRV10] by the factor 1

2 .
We give proofs of these and other properties using properties of Rényi divergence in

Sections 2 and 3.
Propositions 1.3 and 1.4 show that zCDP is an intermediate notion between pure dif-

ferential privacy and approximate di↵erential privacy. Indeed, many algorithms satisfying
approximate di↵erential privacy do in fact also satisfy zCDP.

1.2.2 Gaussian Mechanism

Just as with mCDP, the prototypical example of a mechanism satisfying zCDP is the Gaus-
sian mechanism, which answers a real-valued query on a database by perturbing the true
answer with Gaussian noise.

Definition 1.5 (Sensitivity). A function q : X n ! R has sensitivity � if for all x, x0 2 X n

di↵ering in a single entry, we have |q(x)� q(x0)|  �.
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M satisfies f -DP for a tradeoff function f : [0, 1] ! [0, 1] if

f(↵)  fM(↵) =: inf
D'D0

TM(D),M(D0)(↵). (1)

Note that the definition of privacy-profile and the original one in Balle and Wang [2018] differ only
in a change of variable ↵ = e

". In addition, considering all ↵ > 0 amounts to also consider negative
". Although only ↵ > 1 (or " > 0) is involved in the following Lemma 5 that relates hockey-stick
divergence and privacy profile to DP, taking ↵ 2 (0, 1) (or " < 0) into consideration in the above
definition is convenient as will be clear in Lemma 11.

In addition, Sommer et al. [2019] proposes the PLD formalism, which represents the privacy loss RV
by its density function. The PLD formalism can be viewed as another functional representation,
but it is qualitatively different from privacy profile and f -DP. We will expand further on PLD in
Section 3.

Renyi Differential Privacy and Moments Accountant. Renyi differenital privacy (RDP)
[Mironov, 2017] is another generalization of pure-DP via Renyi divergence (denoted by D↵(P ||Q)).

Definition 7 (Renyi Differential Privacy [Mironov, 2017]). We say a randomized algorithm M is
(↵, ✏(↵))-RDP with order ↵ � 1 if for neighboring datasets D,D0,

D↵(M(D)||M(D0
)) :=

1

↵� 1
log o⇠M(D0)

✓
Pr[M(D) = o]

Pr[M(D0) = o]

◆↵�
 ✏(↵).

(✏,↵)-RDP implies (✏(↵) + log(1/�)
↵�1 , �)-DP, thus by viewing RDP as a function ✏M(·), we can find

the best ✏ parameter by optimizing over ↵. Tighter conversion formula had been proposed recently
[Balle et al., 2020, Asoodeh et al., 2021], which we discuss in Appendix.

The main advantage of RDP is that it composes naturally over multiple adaptively chosen mechanisms
via a straightforward rule ✏M1⇥M2  ✏M1 + ✏M2 . It recovers the advanced composition when
converting to (✏, �)-DP and yields substantial additional savings. These properties, together with the
privacy-amplification by sampling, makes RDP the natural choice for privacy accounting in various
algorithms of differentially private deep learning. The related algorithm that keeps track of the
moment generating function of LP,Q(o) is called “moments accountant” [Abadi et al., 2016, Wang
et al., 2019].

3 Motivation of our research

In this section, we discuss a number of limitations of Renyi DP and PLD formalism that, in part,
motivated our research.

The limits of RDP. Let us first ask “is the RDP function a lossless description?” In particular,
does it capture all information in the privacy-profile? Because if it is the case, then we could use
RDP for composition, and then find the exact optimal (✏, �)-DP by converting from RDP.

The answer is unfortunately “no”. The reasons are twofolds. First, there are mechanisms with
non-trivial (✏, �)-DP where RDP parameters partially or entirely do not exist. We give two concrete
examples in Appendix A.

The second, and a more troubling, issue is that even in the cases when RDP parameters exist
everywhere and hence appears to be characterizing, it does not lead to a tight conversion to (✏, �)-
DP. Gaussian mechanism is such a candidate where its PLD is completely captured by its Renyi
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Recap: Noisy Gradient Descent
Mechanism
• The algorithm:

• Privacy analysis:
• A composition of T Gaussian mechanisms
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Today

• Utility analysis of NoisyGD
• Applying convergence of SGD from Ghadimi and Lan to

analyze NoisyGD mechanism

• NoisySGD and privacy amplification by sampling

• Application to Deep Learning with Differential
Privacy
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Readings
• Convergence of SGD

• Smooth/nonconvex and convex case: Ghadimi and Lan:
https://arxiv.org/pdf/1309.5549.pdf

• Strongly convex case: https://arxiv.org/pdf/1212.2002v2.pdf
• Convex / nonsmooth case: My handwritten notes from 292F:
https://sites.cs.ucsb.edu/~yuxiangw/classes/CS292F-
2020Spring/Lectures/notes_lecture8.pdf

• NoisySGD: Bassily et al. https://arxiv.org/abs/1405.7085

• Deep Learning with DP: Abadi et al.
https://arxiv.org/abs/1607.00133

• Amplification by sampling in RDP: https://arxiv.org/abs/1808.00087
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Convergence guarantee of NoisyGD
for nonconvex / smooth problems
• Convergence bound from last time:

• Choice of learning rate:

• Final utility bound:
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Convergence guarantee of NoisyGD
for convex /smooth problems
• Similar analysis, not covered (Read Ghadimi and
Lan)

• Choice of learning rate

• Final utility bound:
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Convergence guarantee of NoisyGD
for convex /Lipschitz problems
• Similar analysis, not covered (Read my notes from
CS292F Convex Optimization Lecture 8)

• Learning rate chosen optimally

• Final utility bound
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Convergence guarantee of NoisyGD for
strongly convex / Lipschitz problems
• Convergence is even faster!
• Learning rate:

• Learning rate:

13Lacoste-Julien, Schmidt, Bach: https://arxiv.org/pdf/1212.2002v2.pdf

⌘t =
1

�t
<latexit sha1_base64="xNCgobWDbv+x6WPfEZlN9zHjcYM=">AAACBXicbVBNS8NAFNzUr1q/qh71sFgETyURQS9C0YvHCrYWmhA2m027dLMJuy9CCbl48a948aCIV/+DN/+N2zYHbR1YGGbe8PZNkAquwba/rcrS8srqWnW9trG5tb1T393r6iRTlHVoIhLVC4hmgkvWAQ6C9VLFSBwIdh+Mrif+/QNTmifyDsYp82IykDzilICR/Pqhy4D4gC+xGylCc6fIXWHiIcFQ+PWG3bSnwIvEKUkDlWj79S83TGgWMwlUEK37jp2ClxMFnApW1NxMs5TQERmwvqGSxEx7+fSKAh8bJcRRosyTgKfq70ROYq3HcWAmYwJDPe9NxP+8fgbRhZdzmWbAJJ0tijKBIcGTSnDIFaMgxoYQqrj5K6ZDYtoAU1zNlODMn7xIuqdNx/Dbs0brqqyjig7QETpBDjpHLXSD2qiDKHpEz+gVvVlP1ov1bn3MRitWmdlHf2B9/gC60ZgT</latexit><latexit sha1_base64="xNCgobWDbv+x6WPfEZlN9zHjcYM=">AAACBXicbVBNS8NAFNzUr1q/qh71sFgETyURQS9C0YvHCrYWmhA2m027dLMJuy9CCbl48a948aCIV/+DN/+N2zYHbR1YGGbe8PZNkAquwba/rcrS8srqWnW9trG5tb1T393r6iRTlHVoIhLVC4hmgkvWAQ6C9VLFSBwIdh+Mrif+/QNTmifyDsYp82IykDzilICR/Pqhy4D4gC+xGylCc6fIXWHiIcFQ+PWG3bSnwIvEKUkDlWj79S83TGgWMwlUEK37jp2ClxMFnApW1NxMs5TQERmwvqGSxEx7+fSKAh8bJcRRosyTgKfq70ROYq3HcWAmYwJDPe9NxP+8fgbRhZdzmWbAJJ0tijKBIcGTSnDIFaMgxoYQqrj5K6ZDYtoAU1zNlODMn7xIuqdNx/Dbs0brqqyjig7QETpBDjpHLXSD2qiDKHpEz+gVvVlP1ov1bn3MRitWmdlHf2B9/gC60ZgT</latexit><latexit sha1_base64="xNCgobWDbv+x6WPfEZlN9zHjcYM=">AAACBXicbVBNS8NAFNzUr1q/qh71sFgETyURQS9C0YvHCrYWmhA2m027dLMJuy9CCbl48a948aCIV/+DN/+N2zYHbR1YGGbe8PZNkAquwba/rcrS8srqWnW9trG5tb1T393r6iRTlHVoIhLVC4hmgkvWAQ6C9VLFSBwIdh+Mrif+/QNTmifyDsYp82IykDzilICR/Pqhy4D4gC+xGylCc6fIXWHiIcFQ+PWG3bSnwIvEKUkDlWj79S83TGgWMwlUEK37jp2ClxMFnApW1NxMs5TQERmwvqGSxEx7+fSKAh8bJcRRosyTgKfq70ROYq3HcWAmYwJDPe9NxP+8fgbRhZdzmWbAJJ0tijKBIcGTSnDIFaMgxoYQqrj5K6ZDYtoAU1zNlODMn7xIuqdNx/Dbs0brqqyjig7QETpBDjpHLXSD2qiDKHpEz+gVvVlP1ov1bn3MRitWmdlHf2B9/gC60ZgT</latexit><latexit sha1_base64="xNCgobWDbv+x6WPfEZlN9zHjcYM=">AAACBXicbVBNS8NAFNzUr1q/qh71sFgETyURQS9C0YvHCrYWmhA2m027dLMJuy9CCbl48a948aCIV/+DN/+N2zYHbR1YGGbe8PZNkAquwba/rcrS8srqWnW9trG5tb1T393r6iRTlHVoIhLVC4hmgkvWAQ6C9VLFSBwIdh+Mrif+/QNTmifyDsYp82IykDzilICR/Pqhy4D4gC+xGylCc6fIXWHiIcFQ+PWG3bSnwIvEKUkDlWj79S83TGgWMwlUEK37jp2ClxMFnApW1NxMs5TQERmwvqGSxEx7+fSKAh8bJcRRosyTgKfq70ROYq3HcWAmYwJDPe9NxP+8fgbRhZdzmWbAJJ0tijKBIcGTSnDIFaMgxoYQqrj5K6ZDYtoAU1zNlODMn7xIuqdNx/Dbs0brqqyjig7QETpBDjpHLXSD2qiDKHpEz+gVvVlP1ov1bn3MRitWmdlHf2B9/gC60ZgT</latexit>

⌘t =
2

�(t+ 1)
<latexit sha1_base64="ksCKbm72gYvLVbNl3WcoOQnH/pg=">AAACCnicbVDLSsNAFJ3UV62vqEs3o0WoCCUpgm6EohuXFewDmlImk0k7dDIJMzdCCVm78VfcuFDErV/gzr9x+lho9cDA4Zx7uHOPnwiuwXG+rMLS8srqWnG9tLG5tb1j7+61dJwqypo0FrHq+EQzwSVrAgfBOoliJPIFa/uj64nfvmdK81jewThhvYgMJA85JWCkvn3oMSB9wJfYCxWhWS3PPGHiAcEVOHVP8lLfLjtVZwr8l7hzUkZzNPr2pxfENI2YBCqI1l3XSaCXEQWcCpaXvFSzhNARGbCuoZJETPey6Sk5PjZKgMNYmScBT9WfiYxEWo8j30xGBIZ60ZuI/3ndFMKLXsZlkgKTdLYoTAWGGE96wQFXjIIYG0Ko4uavmA6JqQRMe5MS3MWT/5JWreoafntWrl/N6yiiA3SEKshF56iOblADNRFFD+gJvaBX69F6tt6s99lowZpn9tEvWB/fv7qY/Q==</latexit><latexit sha1_base64="ksCKbm72gYvLVbNl3WcoOQnH/pg=">AAACCnicbVDLSsNAFJ3UV62vqEs3o0WoCCUpgm6EohuXFewDmlImk0k7dDIJMzdCCVm78VfcuFDErV/gzr9x+lho9cDA4Zx7uHOPnwiuwXG+rMLS8srqWnG9tLG5tb1j7+61dJwqypo0FrHq+EQzwSVrAgfBOoliJPIFa/uj64nfvmdK81jewThhvYgMJA85JWCkvn3oMSB9wJfYCxWhWS3PPGHiAcEVOHVP8lLfLjtVZwr8l7hzUkZzNPr2pxfENI2YBCqI1l3XSaCXEQWcCpaXvFSzhNARGbCuoZJETPey6Sk5PjZKgMNYmScBT9WfiYxEWo8j30xGBIZ60ZuI/3ndFMKLXsZlkgKTdLYoTAWGGE96wQFXjIIYG0Ko4uavmA6JqQRMe5MS3MWT/5JWreoafntWrl/N6yiiA3SEKshF56iOblADNRFFD+gJvaBX69F6tt6s99lowZpn9tEvWB/fv7qY/Q==</latexit><latexit sha1_base64="ksCKbm72gYvLVbNl3WcoOQnH/pg=">AAACCnicbVDLSsNAFJ3UV62vqEs3o0WoCCUpgm6EohuXFewDmlImk0k7dDIJMzdCCVm78VfcuFDErV/gzr9x+lho9cDA4Zx7uHOPnwiuwXG+rMLS8srqWnG9tLG5tb1j7+61dJwqypo0FrHq+EQzwSVrAgfBOoliJPIFa/uj64nfvmdK81jewThhvYgMJA85JWCkvn3oMSB9wJfYCxWhWS3PPGHiAcEVOHVP8lLfLjtVZwr8l7hzUkZzNPr2pxfENI2YBCqI1l3XSaCXEQWcCpaXvFSzhNARGbCuoZJETPey6Sk5PjZKgMNYmScBT9WfiYxEWo8j30xGBIZ60ZuI/3ndFMKLXsZlkgKTdLYoTAWGGE96wQFXjIIYG0Ko4uavmA6JqQRMe5MS3MWT/5JWreoafntWrl/N6yiiA3SEKshF56iOblADNRFFD+gJvaBX69F6tt6s99lowZpn9tEvWB/fv7qY/Q==</latexit><latexit sha1_base64="ksCKbm72gYvLVbNl3WcoOQnH/pg=">AAACCnicbVDLSsNAFJ3UV62vqEs3o0WoCCUpgm6EohuXFewDmlImk0k7dDIJMzdCCVm78VfcuFDErV/gzr9x+lho9cDA4Zx7uHOPnwiuwXG+rMLS8srqWnG9tLG5tb1j7+61dJwqypo0FrHq+EQzwSVrAgfBOoliJPIFa/uj64nfvmdK81jewThhvYgMJA85JWCkvn3oMSB9wJfYCxWhWS3PPGHiAcEVOHVP8lLfLjtVZwr8l7hzUkZzNPr2pxfENI2YBCqI1l3XSaCXEQWcCpaXvFSzhNARGbCuoZJETPey6Sk5PjZKgMNYmScBT9WfiYxEWo8j30xGBIZ60ZuI/3ndFMKLXsZlkgKTdLYoTAWGGE96wQFXjIIYG0Ko4uavmA6JqQRMe5MS3MWT/5JWreoafntWrl/N6yiiA3SEKshF56iOblADNRFFD+gJvaBX69F6tt6s99lowZpn9tEvWB/fv7qY/Q==</latexit>

E
"
f(

1

T

TX

t=1

xt)

#
� f(x⇤)  n2L2 + d�2

2�T
(1 + log T )

<latexit sha1_base64="lMqTN86SoSg7MdOXLx4P0xfGFRc="></latexit><latexit sha1_base64="lMqTN86SoSg7MdOXLx4P0xfGFRc="></latexit><latexit sha1_base64="lMqTN86SoSg7MdOXLx4P0xfGFRc="></latexit><latexit sha1_base64="lMqTN86SoSg7MdOXLx4P0xfGFRc="></latexit>

E
"
f(

2

T (T + 1)

TX

t=1

txt)

#
� f(x⇤)  4(n2L2 + d�2)

�(T + 1)
<latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit><latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit><latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit><latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit>



NoisyGD and strongly convex
problems

• Utility analysis under zCDP:

14

E
"
f(

2

T (T + 1)

TX

t=1

txt)

#
� f(x⇤)  4(n2L2 + d�2)

�(T + 1)
<latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit><latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit><latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit><latexit sha1_base64="fVy3nsN1o1WaoER+ssiODQwyUoY="></latexit>



Checkpoint: NoisyGD summary
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Lipschitz +
convex

Lipschitz + Smooth +
convex

Smooth + Lipschitz +
convex + GLM

Output
Pert Same as left

ObjPert Not applicable

NoisyGD

d1/4Lk✓⇤k log( 1� )
1/4

n1/2✏1/2
<latexit sha1_base64="4mnN3HvBHgriOF3cARZaULZiqd8="></latexit><latexit sha1_base64="4mnN3HvBHgriOF3cARZaULZiqd8="></latexit><latexit sha1_base64="4mnN3HvBHgriOF3cARZaULZiqd8="></latexit><latexit sha1_base64="4mnN3HvBHgriOF3cARZaULZiqd8="></latexit>

d1/3�1/3L2/3k✓⇤k4/3 log( 1� )
1/3

n2/3✏2/3
<latexit sha1_base64="ePJjkVwcuzLjNfl33zVtZEtjhLg="></latexit><latexit sha1_base64="ePJjkVwcuzLjNfl33zVtZEtjhLg="></latexit><latexit sha1_base64="ePJjkVwcuzLjNfl33zVtZEtjhLg="></latexit><latexit sha1_base64="ePJjkVwcuzLjNfl33zVtZEtjhLg="></latexit>

p
dLk✓⇤k

q
log( 1� )

n✏
<latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit>

dLk✓⇤k
q
log( 1� )

n✏
<latexit sha1_base64="YwQp1wbXaVa+PI7pbATSmZCiYKc="></latexit><latexit sha1_base64="YwQp1wbXaVa+PI7pbATSmZCiYKc="></latexit><latexit sha1_base64="YwQp1wbXaVa+PI7pbATSmZCiYKc="></latexit><latexit sha1_base64="YwQp1wbXaVa+PI7pbATSmZCiYKc="></latexit>

Lower order terms and dependence on β hidden.

p
dLk✓⇤k

q
log( 1� )

n✏
<latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit>

p
dLk✓⇤k

q
log( 1� )

n✏
<latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit>

p
dLk✓⇤k

q
log( 1� )

n✏
<latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit><latexit sha1_base64="Rz8/gUwLOYyxE3xMZHxzw6kUKh8="></latexit>

Lipschitz + Strongly convex Lipschitz + Smooth +
Nonconvex

NoisyGD
dL2 log(1/�)

n�✏2
<latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="P0Azaocr13VBtD+Vdhot8ZEmurs=">AAACDnicbZA7T8MwFIVveJbyCqwsFhUSLJB0gRGJhYGhSPQhNW3lODfFwrEj20Gqov4NFv4KCwMIMbLxb3AfA68jWfp0jl/3xLngxgbBp7ewuLS8slpZq65vbG5t+zsbLaMKzbDJlFC6E1ODgktsWm4FdnKNNIsFtuO7i0nevkdtuJI3dpRjL6NDyVPOqHXWwA+iVFNWJuSqXyeRUMPD8CRKUFh6NC5lJNxNCSUR5oYLJfv18cCvBcfBVOQvhHOowVyNgf8RJYoVGUrLBDWmGwa57ZVUW84EjqtRYTCn7I4OsetQ0gxNr5xONiYHzklIqrRb0pKp+/1ESTNjRlnsdmbU3prf2cT8L+sWNj3rlVzmhUXJZg+lhSBWkUlNJOEamRUjB5Rp7v5K2C11VVlXZtWVEP4e+S+06seh4+sAKrAH+3AIIZzCOVxCA5rA4AGe4AVevUfv2Xub1bXgzXvbhR/y3r8AZZSeVQ==</latexit><latexit sha1_base64="P0Azaocr13VBtD+Vdhot8ZEmurs=">AAACDnicbZA7T8MwFIVveJbyCqwsFhUSLJB0gRGJhYGhSPQhNW3lODfFwrEj20Gqov4NFv4KCwMIMbLxb3AfA68jWfp0jl/3xLngxgbBp7ewuLS8slpZq65vbG5t+zsbLaMKzbDJlFC6E1ODgktsWm4FdnKNNIsFtuO7i0nevkdtuJI3dpRjL6NDyVPOqHXWwA+iVFNWJuSqXyeRUMPD8CRKUFh6NC5lJNxNCSUR5oYLJfv18cCvBcfBVOQvhHOowVyNgf8RJYoVGUrLBDWmGwa57ZVUW84EjqtRYTCn7I4OsetQ0gxNr5xONiYHzklIqrRb0pKp+/1ESTNjRlnsdmbU3prf2cT8L+sWNj3rlVzmhUXJZg+lhSBWkUlNJOEamRUjB5Rp7v5K2C11VVlXZtWVEP4e+S+06seh4+sAKrAH+3AIIZzCOVxCA5rA4AGe4AVevUfv2Xub1bXgzXvbhR/y3r8AZZSeVQ==</latexit><latexit sha1_base64="yO28Sf5rBDVXv4dtz0DfZVb/qa0=">AAACGXicbZC7TsMwFIYdrqXcCowsFhVSWUrSBcYKFgaGItGL1LSV45y0Vh07sh2kKuprsPAqLAwgxAgTb4N7GaDllyx9+s85ts8fJJxp47rfzsrq2vrGZm4rv72zu7dfODhsaJkqCnUquVStgGjgTEDdMMOhlSggccChGQyvJ/XmAyjNpLg3owQ6MekLFjFKjLV6BdePFKFZiG+7Fexz2S95534I3JCzcSZ8bm8KCfYh0YxL0a2Me4WiW3anwsvgzaGI5qr1Cp9+KGkagzCUE63bnpuYTkaUYZTDOO+nGhJCh6QPbYuCxKA72XSzMT61TogjqewRBk/d3xMZibUexYHtjIkZ6MXaxPyv1k5NdNnJmEhSA4LOHopSjo3Ek5hwyBRQw0cWCFXM/hXTAbFRGRtm3obgLa68DI1K2bN85xarV/M4cugYnaAS8tAFqqIbVEN1RNEjekav6M15cl6cd+dj1rrizGeO0B85Xz8/up/V</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="P0Azaocr13VBtD+Vdhot8ZEmurs=">AAACDnicbZA7T8MwFIVveJbyCqwsFhUSLJB0gRGJhYGhSPQhNW3lODfFwrEj20Gqov4NFv4KCwMIMbLxb3AfA68jWfp0jl/3xLngxgbBp7ewuLS8slpZq65vbG5t+zsbLaMKzbDJlFC6E1ODgktsWm4FdnKNNIsFtuO7i0nevkdtuJI3dpRjL6NDyVPOqHXWwA+iVFNWJuSqXyeRUMPD8CRKUFh6NC5lJNxNCSUR5oYLJfv18cCvBcfBVOQvhHOowVyNgf8RJYoVGUrLBDWmGwa57ZVUW84EjqtRYTCn7I4OsetQ0gxNr5xONiYHzklIqrRb0pKp+/1ESTNjRlnsdmbU3prf2cT8L+sWNj3rlVzmhUXJZg+lhSBWkUlNJOEamRUjB5Rp7v5K2C11VVlXZtWVEP4e+S+06seh4+sAKrAH+3AIIZzCOVxCA5rA4AGe4AVevUfv2Xub1bXgzXvbhR/y3r8AZZSeVQ==</latexit><latexit sha1_base64="P0Azaocr13VBtD+Vdhot8ZEmurs=">AAACDnicbZA7T8MwFIVveJbyCqwsFhUSLJB0gRGJhYGhSPQhNW3lODfFwrEj20Gqov4NFv4KCwMIMbLxb3AfA68jWfp0jl/3xLngxgbBp7ewuLS8slpZq65vbG5t+zsbLaMKzbDJlFC6E1ODgktsWm4FdnKNNIsFtuO7i0nevkdtuJI3dpRjL6NDyVPOqHXWwA+iVFNWJuSqXyeRUMPD8CRKUFh6NC5lJNxNCSUR5oYLJfv18cCvBcfBVOQvhHOowVyNgf8RJYoVGUrLBDWmGwa57ZVUW84EjqtRYTCn7I4OsetQ0gxNr5xONiYHzklIqrRb0pKp+/1ESTNjRlnsdmbU3prf2cT8L+sWNj3rlVzmhUXJZg+lhSBWkUlNJOEamRUjB5Rp7v5K2C11VVlXZtWVEP4e+S+06seh4+sAKrAH+3AIIZzCOVxCA5rA4AGe4AVevUfv2Xub1bXgzXvbhR/y3r8AZZSeVQ==</latexit><latexit sha1_base64="yO28Sf5rBDVXv4dtz0DfZVb/qa0=">AAACGXicbZC7TsMwFIYdrqXcCowsFhVSWUrSBcYKFgaGItGL1LSV45y0Vh07sh2kKuprsPAqLAwgxAgTb4N7GaDllyx9+s85ts8fJJxp47rfzsrq2vrGZm4rv72zu7dfODhsaJkqCnUquVStgGjgTEDdMMOhlSggccChGQyvJ/XmAyjNpLg3owQ6MekLFjFKjLV6BdePFKFZiG+7Fexz2S95534I3JCzcSZ8bm8KCfYh0YxL0a2Me4WiW3anwsvgzaGI5qr1Cp9+KGkagzCUE63bnpuYTkaUYZTDOO+nGhJCh6QPbYuCxKA72XSzMT61TogjqewRBk/d3xMZibUexYHtjIkZ6MXaxPyv1k5NdNnJmEhSA4LOHopSjo3Ek5hwyBRQw0cWCFXM/hXTAbFRGRtm3obgLa68DI1K2bN85xarV/M4cugYnaAS8tAFqqIbVEN1RNEjekav6M15cl6cd+dj1rrizGeO0B85Xz8/up/V</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit><latexit sha1_base64="E52wPPdw7pBYmWm88sXd7ExSC/Q=">AAACGXicbZC9TsMwFIUdfkv5KzCyWFRIsEBSIcFYwcLAUCTaIjVt5Tg3xcKxI9tBqqK8BguvwsIAQoww8Ta4bQZoOZKlT+fea/ueIOFMG9f9dubmFxaXlksr5dW19Y3NytZ2S8tUUWhSyaW6DYgGzgQ0DTMcbhMFJA44tIP7i1G9/QBKMyluzDCBbkwGgkWMEmOtfsX1I0VoFuKrXg37XA4OvGM/BG7IYZ4Jn9ubQoJ9SDTjUvRqeb9SdY/csfAseAVUUaFGv/Lph5KmMQhDOdG647mJ6WZEGUY55GU/1ZAQek8G0LEoSAy6m403y/G+dUIcSWWPMHjs/p7ISKz1MA5sZ0zMnZ6ujcz/ap3URGfdjIkkNSDo5KEo5dhIPIoJh0wBNXxogVDF7F8xvSM2KmPDLNsQvOmVZ6FVO/IsX59U6+dFHCW0i/bQAfLQKaqjS9RATUTRI3pGr+jNeXJenHfnY9I65xQzO+iPnK8fQPqf2Q==</latexit>

Stationary point convergence

p
n�dL2(f(✓1)� f⇤) log(1/�)

n✏
<latexit sha1_base64="6Bbxij8a/V4ikC+PidttCp6l1L8="></latexit><latexit sha1_base64="6Bbxij8a/V4ikC+PidttCp6l1L8="></latexit><latexit sha1_base64="6Bbxij8a/V4ikC+PidttCp6l1L8="></latexit><latexit sha1_base64="6Bbxij8a/V4ikC+PidttCp6l1L8="></latexit>



The advantage of NoisyGD

• It is more generally applicable

• Results in stronger guarantees

• Do not require exact optimal solution

16



Computational Complexity of
NoisyGD
• General pattern: First term goes to 0, second term
dominates with large T. (How large does T need to be?)
• Convex + Lipschitz

• Convex + Smooth

• Strongly convex + Lipschitz

17
Each iteration requires n incremental gradient evaluation!



Privacy Amplification by SamplingSubsampled Randomized Algorithm

6

AlgorithmM Output

M � Sample : Data ! Output
<latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit><latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit><latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit><latexit sha1_base64="/dPLYly+PPFHFPRQtHT7KZFhhxY="></latexit>

18

Privacy “amplification” by subsampling

• First seen in “What can we learn privately?” (Kasiviswanathan et al., 2008)
• Subsequently used as a fundamental technical tool for learning theory with

DP:
• (Beimel et al., 2013) (Bun et al, 2015) (Wang et al., 2016)

• Most recent “tightened” revision above in:
• Borja Balle, Gilles Barthe, Marco Gaboardi (2018)

9

Subsampling Lemma: If M obeys (Ɛ,δ)-DP, then M ⚬ Subsample
obeys that (Ɛ’,δ’)-DP with

✏
0 = log(1 + �(e✏ � 1)) = O(�✏)

<latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit><latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit><latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit><latexit sha1_base64="7BXndnd4KaxLEC7kES6Ipo2QAqU=">AAACKnicbVDLSgMxFM34rPU16tJNsIgtosyIoBuh6sadFawVOrVk0tsazGNIMkIp/R43/oqbLpTi1g8xrSNo9UDgcM653NwTJ5wZGwRDb2p6ZnZuPreQX1xaXln119ZvjEo1hSpVXOnbmBjgTELVMsvhNtFARMyhFj+cj/zaI2jDlLy23QQagnQkazNKrJOa/mkEiWFcyR18giOuOsUQ7+KoQ4QguAh33zbeC0slF7ksZt63UWr6hWA/GAP/JWFGCihDpekPopaiqQBpKSfG1MMgsY0e0ZZRDv18lBpICH0gHag7KokA0+iNT+3jbae0cFtp96TFY/XnRI8IY7oidklB7L2Z9Ebif149te3jRo/JJLUg6deidsqxVXjUG24xDdTyriOEaub+iuk90YRa127elRBOnvyX3Bzsh45fHRbKZ1kdObSJtlARhegIldEFqqAqougJvaBX9OY9ewNv6L1/Rae8bGYD/YL38Qky1qQT</latexit>

�0 = ��
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Two different sampling schemes
for privacy amplification
• Poisson Sampling vs Sampling without Replacement
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The Renyi DP of sampled
mechanisms

20



The Noisy Stochastic Gradient
Descent Mechanism (NoisySGD)
• Privacy analysis:
• A composition of T subsampled gaussian mechanism.

• RDP simply adds up
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The Noisy Stochastic Gradient
Descent Mechanism (NoisySGD)
• Utility analysis:
• What is the gradient estimates?

• Same bounds as before, but noise gets larger

• Computational consideration
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Remainder of the lecture

• A survey of differentially private deep learning

• Reference:
• NoisySGD: Abadi et al. (2016)
• PATE: Papernot et al. (2018), PrivateKNN: Zhu et al.

(2020)

• Autodp tutorial on private deep learning:
https://github.com/yuxiangw/autodp/blob/master/tuto
rials/tutorial_private_deep_learning.ipynb
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Deep Learning with Differential
Privacy
• Main challenge: It is difficult to enforce global
sensitivity

• Abadi et al: Per-example Gradient Clipping

• Other tricks:
• Use small neural networks
• Private-PCA to reduce dimension in the original data
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What does Deep Learning with
Differential Privacy look like in autodp?
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Empirical results on MNIST

26

(1) Large noise (2) Medium noise (3) Small noise

Figure 3: Results on the accuracy for di↵erent noise levels on the MNIST dataset. In all the experiments, the

network uses 60 dimension PCA projection, 1,000 hidden units, and is trained using lot size 600 and clipping

threshold 4. The noise levels (�,�p) for training the neural network and for PCA projection are set at (8, 16),
(4, 7), and (2, 4), respectively, for the three experiments.

Figure 4: Accuracy of various (", �) privacy values

on the MNIST dataset. Each curve corresponds to

a di↵erent � value.

that must be carefully tuned for optimal performance. These
factors include the topology of the network, the number of
PCA dimensions and the number of hidden units, as well as
parameters of the training procedure such as the lot size and
the learning rate. Some parameters are specific to privacy,
such as the gradient norm clipping bound and the noise level.

To demonstrate the e↵ects of these parameters, we manip-
ulate them individually, keeping the rest constant. We set
the reference values as follows: 60 PCA dimensions, 1,000
hidden units, 600 lot size, gradient norm bound of 4, ini-
tial learning rate of 0.1 decreasing to a final learning rate
of 0.052 in 10 epochs, and noise � equal to 4 and 7 respec-
tively for training the neural network parameters and for the
PCA projection. For each combination of values, we train
until the point at which (2, 10�5)-di↵erential privacy would
be violated (so, for example, a larger � allows more epochs
of training). The results are presented in Figure 5.

PCA projection. In our experiments, the accuracy is
fairly stable as a function of the PCA dimension, with the
best results achieved for 60. (Not doing PCA reduces ac-
curacy by about 2%.) Although in principle the PCA pro-
jection layer can be replaced by an additional hidden layer,

we achieve better accuracy by training the PCA layer sep-
arately. By reducing the input size from 784 to 60, PCA
leads to an almost 10⇥ reduction in training time. The re-
sult is fairly stable over a large range of the noise levels for
the PCA projection and consistently better than the accu-
racy using random projection, which is at about 92.5% and
shown as a horizontal line in the plot.

Number of hidden units. Including more hidden units
makes it easier to fit the training set. For non-private train-
ing, it is often preferable to use more units, as long as we
employ techniques to avoid overfitting. However, for di↵er-
entially private training, it is not a priori clear if more hidden
units improve accuracy, as more hidden units increase the
sensitivity of the gradient, which leads to more noise added
at each update.
Somewhat counterintuitively, increasing the number of

hidden units does not decrease accuracy of the trained model.
One possible explanation that calls for further analysis is
that larger networks are more tolerant to noise. This prop-
erty is quite encouraging as it is common in practice to use
very large networks.

Lot size. According to Theorem 1, we can run N/L epochs
while staying within a constant privacy budget. Choosing
the lot size must balance two conflicting objectives. On the
one hand, smaller lots allow running more epochs, i.e., passes
over data, improving accuracy. On the other hand, for a
larger lot, the added noise has a smaller relative e↵ect.
Our experiments show that the lot size has a relatively

large impact on accuracy. Empirically, the best lot size is
roughly

p
N where N is the number of training examples.

Learning rate. Accuracy is stable for a learning rate in
the range of [0.01, 0.07] and peaks at 0.05, as shown in Fig-
ure 5(4). However, accuracy decreases significantly if the
learning rate is too large. Some additional experiments sug-
gest that, even for large learning rates, we can reach similar
levels of accuracy by reducing the noise level and, accord-
ingly, by training less in order to avoid exhausting the pri-
vacy budget.

Clipping bound. Limiting the gradient norm has two op-
posing e↵ects: clipping destroys the unbiasedness of the gra-
dient estimate, and if the clipping parameter is too small,
the average clipped gradient may point in a very di↵erent

Abadi et al. (2016) Deep Learning with Differential Privacy: https://arxiv.org/pdf/1607.00133.pdf



Empirical results on CIFAR10
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(1) " = 2 (2) " = 4 (3) " = 8

Figure 6: Results on accuracy for di↵erent noise levels on CIFAR-10. With � set to 10�5
, we achieve accuracy

67%, 70%, and 73%, with " being 2, 4, and 8, respectively. The first graph uses a lot size of 2,000, (2) and (3)

use a lot size of 4,000. In all cases, � is set to 6, and clipping is set to 3.

distortions are done independently. We refer the reader to
the TensorFlow tutorial [2] for additional details.

As the convolutional layers have shared parameters, com-
puting per-example gradients has a larger computational
overhead. Previous work has shown that convolutional lay-
ers are often transferable: parameters learned from one data-
set can be used on another one without retraining [30]. We
treat the CIFAR-100 dataset as a public dataset and use it
to train a network with the same architecture. We use the
convolutions learned from training this dataset. Retrain-
ing only the fully connected layers with this architecture for
about 250 epochs with a batch size of 120 gives us approxi-
mately 80% accuracy, which is our non-private baseline.

Differentially private version.

For the di↵erentially private version, we use the same ar-
chitecture. As discussed above, we use pre-trained convolu-
tional layers. The fully connected layers are initialized from
the pre-trained network as well. We train the softmax layer,
and either the top or both fully connected layers. Based on
looking at gradient norms, the softmax layer gradients are
roughly twice as large as the other two layers, and we keep
this ratio when we try clipping at a few di↵erent values be-
tween 3 and 10. The lot size is an additional knob that we
tune: we tried 600, 2,000, and 4,000. With these settings,
the per-epoch training time increases from approximately 40
seconds to 180 seconds.

In Figure 6, we show the evolution of the accuracy and
the privacy cost, as a function of the number of epochs, for
a few di↵erent parameter settings.

The various parameters influence the accuracy one gets, in
ways not too di↵erent from that in the MNIST experiments.
A lot size of 600 leads to poor results on this dataset and
we need to increase it to 2,000 or more for results reported
in Figure 6.

Compared to the MNIST dataset, where the di↵erence in
accuracy between a non-private baseline and a private model
is about 1.3%, the corresponding drop in accuracy in our
CIFAR-10 experiment is much larger (about 7%). We leave
closing this gap as an interesting test for future research in
di↵erentially private machine learning.

6. RELATED WORK
The problem of privacy-preserving data mining, or ma-

chine learning, has been a focus of active work in several
research communities since the late 90s [5, 37]. The exist-
ing literature can be broadly classified along several axes:
the class of models, the learning algorithm, and the privacy
guarantees.

Privacy guarantees. Early works on privacy-preserving
learning were done in the framework of secure function eval-
uation (SFE) and secure multi-party computations (MPC),
where the input is split between two or more parties, and
the focus is on minimizing information leaked during the
joint computation of some agreed-to functionality. In con-
trast, we assume that data is held centrally, and we are
concerned with leakage from the functionality’s output (i.e.,
the model).
Another approach, k-anonymity and closely related no-

tions [53], seeks to o↵er a degree of protection to underlying
data by generalizing and suppressing certain identifying at-
tributes. The approach has strong theoretical and empirical
limitations [4, 9] that make it all but inapplicable to de-
anonymization of high-dimensional, diverse input datasets.
Rather than pursue input sanitization, we keep the under-
lying raw records intact and perturb derived data instead.
The theory of di↵erential privacy, which provides the an-

alytical framework for our work, has been applied to a large
collection of machine learning tasks that di↵ered from ours
either in the training mechanism or in the target model.
The moments accountant is closely related to the notion of

Rényi di↵erential privacy [42], which proposes (scaled) ↵(�)
as a means of quantifying privacy guarantees. In a concur-
rent and independent work Bun and Steinke [10] introduce
a relaxation of di↵erential privacy (generalizing the work
of Dwork and Rothblum [20]) defined via a linear upper
bound on ↵(�). Taken together, these works demonstrate
that the moments accountant is a useful technique for theo-
retical and empirical analyses of complex privacy-preserving
algorithms.

Learning algorithm. A common target for learning with
privacy is a class of convex optimization problems amenable
to a wide variety of techniques [18, 11, 34]. In concurrent
work, Wu et al. achieve 83% accuracy on MNIST via con-
vex empirical risk minimization [57]. Training multi-layer
neural networks is non-convex, and typically solved by an
application of SGD, whose theoretical guarantees are poorly
understood.

Abadi et al. (2016) Deep Learning with Differential Privacy: https://arxiv.org/pdf/1607.00133.pdf



Per-Example Clipped Gradient
Descent may not converge
• Example: Two data point / linear losses
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Knowledge transfer model via the “Private
Aggregation of Teacher Ensemble” (PATE)

• Assume a large private dataset
• A small public dataset (can be unlabeled)

29
Papernot et al. (2018) Scalable private learning with PATE: https://arxiv.org/abs/1802.08908

Published as a conference paper at ICLR 2018
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Figure 2: Overview of the approach: (1) an ensemble of teachers is trained on disjoint subsets of the
sensitive data, (2) a student model is trained on public data labeled using the ensemble.

to each class, adds carefully calibrated Laplacian noise to the resulting vote histogram, and outputs
the class with the most noisy votes as the ensemble’s prediction. This mechanism is referred to as
the max-of-Laplacian mechanism, or LNMax, going forward.

For samples x and classes 1, . . . ,m, let fj(x) 2 [m] denote the j-th teacher model’s prediction and
ni denote the vote count for the i-th class (i.e., ni , |fj(x) = i|). The output of the mechanism is
A(x) , argmaxi (ni(x) + Lap (1/�)). Through a rigorous analysis of this mechanism, the PATE
framework provides a differentially private API: the privacy cost of each aggregated prediction made
by the teacher ensemble is known.

Student model: PATE’s final step involves the training of a student model by knowledge transfer
from the teacher ensemble using access to public—but unlabeled—data. To limit the privacy cost
of labeling them, queries are only made to the aggregation mechanism for a subset of public data to
train the student in a semi-supervised way using a fixed number of queries. The authors note that
every additional ensemble prediction increases the privacy cost spent and thus cannot work with
unbounded queries. Fixed queries fixes privacy costs as well as diminishes the value of attacks
analyzing model parameters to recover training data (Zhang et al., 2017). The student only sees
public data and privacy-preserving labels.

3.2 DIFFERENTIAL PRIVACY

Differential privacy (Dwork et al., 2006) requires that the sensitivity of the distribution of an algo-
rithm’s output to small perturbations of its input be limited. The following variant of the definition
captures this intuition formally:

Definition 1. A randomized mechanism M with domain D and range R satisfies (", �)-differential

privacy if for any two adjacent inputs D,D0 2 D and for any subset of outputs S ✓ R it holds that:

Pr[M(D) 2 S]  e" ·Pr[M(D0) 2 S] + �. (1)

For our application of differential privacy to ML, adjacent inputs are defined as two datasets that
only differ by one training example and the randomized mechanism M would be the model training
algorithm. The privacy parameters have the following natural interpretation: " is an upper bound on
the loss of privacy, and � is the probability with which this guarantee may not hold. Composition
theorems (Dwork & Roth, 2014) allow us to keep track of the privacy cost when we run a sequence
of mechanisms.

3.3 RÉNYI DIFFERENTIAL PRIVACY

Papernot et al. (2017) note that the natural approach to bounding PATE’s privacy loss—by bounding
the privacy cost of each label queried and using strong composition (Dwork et al., 2010) to derive
the total cost—yields loose privacy guarantees. Instead, their approach uses data-dependent privacy
analysis. This takes advantage of the fact that when the consensus among the teachers is very strong,
the plurality outcome has overwhelming likelihood leading to a very small privacy cost whenever the
consensus occurs. To capture this effect quantitatively, Papernot et al. (2017) rely on the moments
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What does PATE look like from
autodp?
• Just a composition of Gaussian mechanisms!

• Ideas / tricks that improve to PATE
• Noisy-Screening and semi-supervised learning (Papernot et al
2017/2018)

• Release only the argmax rather than voting scores? (Papernot et al
2018)

• Sparse Vector Technique (Bassily et al., 2018; Liu et al. 2020)
• Active learning (Liu et al. 2020)
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Private K-Nearest Neighbor

31
Zhu, Y., Yu, X., Chandraker, M., & Wang, Y. X. (2020). Private-KNN: Practical differential privacy for computer 
vision. In CVPR’2020
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Figure 2. The overview of the proposed framework. Given the unlabeled public data Xpublic, we query through privacy wall for pseudo
labels, where the private data and the queried public data are sent through feature extractor � and “Private-kNN” to assign pseudo labels.
Combining the public data and the pseudo labels, the feature extractor � is further updated. This procedure can be iterated for rounds to
achieve satisfied privacy-accuracy trade-off.

design an (✏, �)-DP algorithm that outputs pseudo-labels
for as much public data as possible. Then a student model
is trained via semi-supervised learning using both pseudo
labeled and unlabeled public data. Again, by the property
of “closedness to postprocessing”, the student model itself
satisfies DP assumption.

Private-kNN. Our algorithm involves four simple steps.
1. PICK K-NEAREST NEIGHBORS WITH POISSON SAM-
PLING For each query x from the public domain, we use
Poisson sampling2 to get a random subset from the entire pri-
vate dataset. Then we pick the k nearest neighbors from D�

by measuring their Euclidean distance in feature space Rd� ,
where � is a non-private feature extractor. The choice of Eu-
clidean distance is general, whereas other distance metrics
can also be applied. Our algorithm is designed into rounds
of iterations. In the first iteration, � is initialized with a
Histogram of Oriented Gradient (HOG)[9] feature extractor,
which is a popular descriptor used in the computer vision
tasks. In the next iteration, we apply a deep neural network
for the public student model (except for the last softmax
layer) to update the feature extractor �. In the experiment
section, we show how this interactive scheme iteratively
refines the feature embedding used by Private-kNN.
2. NOISY SCREENING. let fj(x) be the prediction of jth
neighbor on x, where j 2 [1, k]. The label count of class
i 2 [1, c] is

ni(x) = |{j : fj(x) = i}|

Answering all queries from public without selection leads to
running out privacy budget instantly. To be more selective,
we only answer those queries which have an overwhelming
consensus in voting, and this screening process is imple-
mented privately with Gaussian noise parameter �1, for the
query not passing the noisy screening check, we return ?,
and ignore this data in re-training a student model.

If max
i

{ni(x)}+N (0,�2
1)  T then return ?

2Possion sampling includes each data point independently with proba-
bility �. It can be efficiently implemented by first sample the size of the
subset from a Binomial distribution then find a random subset.

Figure 3. Illustration on the noisy screening and noisy aggregation
procedure.

T here is the threshold parameter for screening, we set T ⇡
0.6⇥ k in the hope of there is consensus among neighbors
upon this query. Since we pay for private screening for every
query, a larger �1 would be helpful for privacy concerns. As
we mentioned before, the same screening procedure is used
in PATE[25] and despite a larger noise, this is still the most
costly part of PATE. PATE treated this screening procedure
as a simple post-processing of the Gaussian mechanism.
We note that the output is actually drawn from a discrete
distribution of either

?

(Pass) or ? (Fail). In the next section
we derive the RDP for this procedure, which allows to benefit
from moments accountant.
3. NOISY AGGREGATION For those query x which pass the
check, we release its label

f(x) = argmax
j

{nj +N (0,�2
2)}

with a fresh random subsample of the data. The noisy screen-
ing process filters out about 50% query, which enables the
noisy aggregation process to have a smaller �2 for better-
aggregated accuracy.
4.TRAINING STUDENT MODEL Our model only answers
a selected number of queries from the public. Otherwise
the final privacy cost becomes meaningless. Taking the an-
swered queries as pseudo labeled data, together with the un-
labeled data, a student model is trained in the self-supervised
manner. We consider two popular self-supervised meth-
ods: virtual adversarial training(VAT)[21] and unsupervised

Figure 2. The overview of the proposed framework. Given the unlabeled public data Xpublic, we query through privacy wall for pseudo
labels, where the private data and the queried public data are sent through feature extractor � and “Private-kNN” to assign pseudo labels.
Combining the public data and the pseudo labels, the feature extractor � is further updated. This procedure can be iterated for rounds to
achieve satisfied privacy-accuracy trade-off.

design an (✏, �)-DP algorithm that outputs pseudo-labels
for as much public data as possible. Then a student model
is trained via semi-supervised learning using both pseudo
labeled and unlabeled public data. Again, by the property
of “closedness to postprocessing”, the student model itself
satisfies DP assumption.

Private-kNN. Our algorithm involves four simple steps.
1. PICK K-NEAREST NEIGHBORS WITH POISSON SAM-
PLING For each query x from the public domain, we use
Poisson sampling2 to get a random subset from the entire pri-
vate dataset. Then we pick the k nearest neighbors from D�

by measuring their Euclidean distance in feature space Rd� ,
where � is a non-private feature extractor. The choice of Eu-
clidean distance is general, whereas other distance metrics
can also be applied. Our algorithm is designed into rounds
of iterations. In the first iteration, � is initialized with a
Histogram of Oriented Gradient (HOG)[9] feature extractor,
which is a popular descriptor used in the computer vision
tasks. In the next iteration, we apply a deep neural network
for the public student model (except for the last softmax
layer) to update the feature extractor �. In the experiment
section, we show how this interactive scheme iteratively
refines the feature embedding used by Private-kNN.
2. NOISY SCREENING. let fj(x) be the prediction of jth
neighbor on x, where j 2 [1, k]. The label count of class
i 2 [1, c] is

ni(x) = |{j : fj(x) = i}|

Answering all queries from public without selection leads to
running out privacy budget instantly. To be more selective,
we only answer those queries which have an overwhelming
consensus in voting, and this screening process is imple-
mented privately with Gaussian noise parameter �1, for the
query not passing the noisy screening check, we return ?,
and ignore this data in re-training a student model.

If max
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{ni(x)}+N (0,�2
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2Possion sampling includes each data point independently with proba-
bility �. It can be efficiently implemented by first sample the size of the
subset from a Binomial distribution then find a random subset.

Figure 3. Illustration on the noisy screening and noisy aggregation
procedure.

T here is the threshold parameter for screening, we set T ⇡
0.6⇥ k in the hope of there is consensus among neighbors
upon this query. Since we pay for private screening for every
query, a larger �1 would be helpful for privacy concerns. As
we mentioned before, the same screening procedure is used
in PATE[25] and despite a larger noise, this is still the most
costly part of PATE. PATE treated this screening procedure
as a simple post-processing of the Gaussian mechanism.
We note that the output is actually drawn from a discrete
distribution of either

?

(Pass) or ? (Fail). In the next section
we derive the RDP for this procedure, which allows to benefit
from moments accountant.
3. NOISY AGGREGATION For those query x which pass the
check, we release its label

f(x) = argmax
j

{nj +N (0,�2
2)}

with a fresh random subsample of the data. The noisy screen-
ing process filters out about 50% query, which enables the
noisy aggregation process to have a smaller �2 for better-
aggregated accuracy.
4.TRAINING STUDENT MODEL Our model only answers
a selected number of queries from the public. Otherwise
the final privacy cost becomes meaningless. Taking the an-
swered queries as pseudo labeled data, together with the un-
labeled data, a student model is trained in the self-supervised
manner. We consider two popular self-supervised meth-
ods: virtual adversarial training(VAT)[21] and unsupervised



What does private KNN look like
from autodp?
• Just a composition of Subsampled Gaussian
mechanisms (same as NoisySGD!)

• Isn’t there a NoisyScreening step?

32



Empirical results in the Knowledge
Transfer model
• Private-KNN and PATE:
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Data Augmentation(UDA)[31]. VAT uses the virtual adver-
sarial perturbation in the noisy process and UDA exploits
advanced data augmentation instead of random augmenta-
tion. In our experiments, we find that UDA outperforms VAT
in both SVHN and CIFAR-10 tasks. As shown in Figure 2,
the student model is trained with the above mentioned self-
supervised method. On the other hand, the student model
is utilized to extract the updated feature in the private do-
main for private-kNN. This iterative feature distilling allows
private-kNN to have similar capacity as ConvNet (replace
the last softmax layer in ConvNet with kNN), and to further
improve the accuracy of answering public queries. Besides,
iterative training allows to exploit the benefits from unla-
beled public data, which does not violate the DP assumption
or incur any privacy cost, but is shown to enhance the utility
of student model under the self-supervised training.

Privacy analysis. We prove the DP guarantee in the fol-
lowing. Let M denote the mechanism of Private-kNN. Our
method can be viewed as a composition of (Ms) � Sample�
and (M�2) � Sample� . Based on composition theorem, the
privacy cost can be traced by individually calculating the
RDP of the two mechanisms and then add them up. For
the latter, we can readily apply the tight bound of the sub-
sampled Gaussian mechanism from [33]. Our main theo-
retical result is the following characterization of the noisy
screening procedure via a tight RDP analysis.

Theorem 7 (RDP of “Noisy Screening”). Let Ms be a
randomized algorithm for noisy screening procedure with
a predefined Gaussian noise scale �1 and the threshold T .
Then Ms obeys RDP with

✏Ms(↵) = max
(p,q)2S

1
↵� 1

log (p↵q1�↵ + (1� p)↵(1� q)1�↵).

where S contains the following “pairs”:
�
P[N (t,�2

1) � T ],P[N (t+ 1,�2
1)] � T ]

�
,

�
P[N (t,�2

1) � T ],P[N (t� 1,�2
1)] � T ]

�

for all integer dk/ce  t  k.

We remark that the above bound can be calculated effi-
ciently for any pairs of k, T in O(k) time and can be evalu-
ated by calculating the Gaussian cumulative density function
using the efficient implementation of the error function erfc.
A more detailed proof is provided in the appendix. Moreover,
it is more numerically stable to directly represent the log of
p and q above. By the information-processing inequality of
Rényi-divergence, this bound is strictly better than that from
the Gaussian mechanism for every ↵.

Finally, we estimate the overall privacy bound for the
end-to-end method.

Theorem 8 (Asymptotic scaling). The total privacy bound
of Private-kNN to label all m public data points with noise

Table 1. Utility and privacy of semi-supervised student model

Dataset Methods #Queries ✏ Acc. NP Acc.

MNIST
LNMAX 1000 8.03 98.1%

99.2%GNMAX 286 1.97 98.5%
Ours 735 0.47 98.8%

SVHN
LNMAX 1000 8.19 90.1%

92.8%GNMAX 3098 4.96 91.6%
Ours 2939 0.49 91.6%

CIFAR-10
GNMAX  50%

80.5%Noisy SGD 4 70%
Ours 3877 2.92 70.8%

Table 2. Ablative results of iterative training on SVHN dataset.

Iteration kNN Acc. retrain CNN #Queries ✏

1 82.5% 86.6% 1022/3000 0.492 94.41% 91.6% 1917/3000

�1,�2 is (✏, �)-DP, with any �, and

✏ = O(�
p

log(1/�)(

p
m

�1
+

p
mselected

�2
)).

The proof is in the appendix. Notice that this is only used
for illustrating the amplification effect � that is not present
in PATE. The actually numerical calculation of ✏ is tighter
using analytical moments accountant [29].

4. Experiments
In this section, we demonstrate our Private-kNN for its

data efficiency with character recognition tasks such as
MNIST [17] and SVHN [22]. We show that our model
achieves the same accuracy with only 10% of the privacy cost
used in state-of-the-art (SOTA) methods such as PATE [24].
We also leverage the general vision tasks where data split-
ting for PATE is the bottleneck. CIFAR-10 [16] as a gen-
eral object recognition task is investigated across the DP
methods. More specifically, we focus on two realistic set-
ting vision problems, namely face attribute classification
on CelebA [18] and body attribute classification on Mar-
ket1501 [32], which is the first to show that our method can
facilitate to realistic multi-label classification tasks.

4.1. MNIST and SVHN Evaluation
MNIST and SVHN are two common datasets to measure

the utility and privacy performance of differential private
models [24, 25]. We evaluate Private-kNN using the same
setup of private dataset and the model architecture as in
PATE [24, 25]. On MNIST, the training set is reserved as the
private dataset, half of the testing set acts as unlabeled stu-
dent training data, and the remaining part is for real testing.
For SVHN, the extended data, together with training data,
are regarded as private data. Among the 26k testing set, 25k
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• What do these results say:
• Sparse-Vector-Technique-based online query release helps
• Active learning helps
• Label-noise models help
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Table 1: Summary of our results: excess risk bounds for PATE algorithms.

Algorithm
PATE (Gaussian Mech.)
Papernot et al. [2017]

PATE (SVT-based) PATE (Active Learning)
This paperBassily et al. [2018a] This paper

Realizable Õ
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⌘
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d3/2✓1/2
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⌘

Agnostic
(vs h⇤)

⌦(Err(h⇤)) required.
13Err(h⇤)+

Õ

⇣
d3/5

n2/5✏2/5
_

q
d
m

⌘ ⌦(Err(h⇤)) required. ⌦(Err(h⇤)) required.

Agnostic
(vs hagg1 )

- -
Consistent under
weaker conditions.

-

• Results new to this paper are highlighted in blue.
• Teacher number hyperparameter K is chosen optimally. The number of public data points we privately label

is chosen optimally (subsampling the available public data to run PATE) to minimize the risk bound. � is
assumed to be in its typical range � < 1/poly(n) and ✏ < log(1/�). The TNC parameter ⌧ ranges between
(0, 1]. See Table 2 for a checklist of notations.

• Proofs of utility guarantees of PATE (Gaussian mechanism) can be found in Appendix A.

the realizable setting. We make no assumptions in agnostic setting, and a di↵erent center of
teacher gravity is considered. In addition, we introduce active learning [Hanneke, 2014] to
PATE and propose a new practical algorithm.

Summary of results. Our contributions are summarized as follows.

1. We show that PATE consistently learns any VC-classes under TNC with fast rates and
requires very few unlabeled public data points. When specializing to the realizable
case, we show that the sample complexity bound of the SVT-based PATE is Õ(d3/2/↵✏)
and Õ(d/↵) for the private and public datasets respectively. The best known results
[Bassily et al., 2018a] is Õ(d3/2/↵3/2

✏) (for private data) and Õ(d/↵2) (for public
data).

2. We analyze standard Gaussian mechanism-based PATE [Papernot et al., 2018a] under
TNC. In the realizable case, we obtained a sample complexity of Õ(d3/2/↵✏) and
Õ(d/↵) for the private and public datasets respectively, which matches the bound of
[Bassily et al., 2018a] with a simpler and more practical algorithm that uses fewer
public data points.

3. We show that PATE learning is inconsistent for agnostic learning in general and derive
new learning bounds that compete against a sequence of limiting majority voting
classifiers.

4. We propose a new active learning-based algorithm, PATE with Active Student Queries
(PATE-ASQ), to adaptively select which public data points to release. Under TNC,
we show that active learning with standard Gaussian mechanism is able to match the
same learning bounds of the SVT-based method for privacy aggregation (Algorithm 1),
except some additional dependence.

3



Next lecture

• Going beyond the worst case!

• Smoothed Sensitivity and the Median
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