
Lecture 3 Sparse vector technique
and linear query release

Yu-Xiang Wang

1



Recap: last lecture

• Definition of differential privacy
• Bayesian interpretation
• Effect of conditioning on side-information

• Notations and setup
• Representation of a dataset (let’s go over it again!)

• DP mechanisms and their privacy analysis
• Randomized response
• Laplace mechanism
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Recap: Mathematical notations to
represent a dataset / dataset space
• Histogram representation:
• A dataset is a histogram supported on the space of data
point

• Indicator representation:
• A bit vector on the size of the population of individuals,
each has their associated features.

• Standard data-table representation:
• Union of datasets of size d by n for all integer n.
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Recap: DP definition
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2.3. Formalizing di�erential privacy 17

We will think of databases x as being collections of records from a
universe X . It will often be convenient to represent databases by their
histograms: x œ N|X |, in which each entry xi represents the number of
elements in the database x of type i œ X (we abuse notation slightly, let-
ting the symbol N denote the set of all non-negative integers, including
zero). In this representation, a natural measure of the distance between
two databases x and y will be their ¸1 distance:

Definition 2.3 (Distance Between Databases). The ¸1 norm of a
database x is denoted ÎxÎ1 and is defined to be:

ÎxÎ1 =
|X |ÿ

i=1

|xi| .

The ¸1 distance between two databases x and y is Îx ≠ yÎ1

Note that ÎxÎ1 is a measure of the size of a database x (i.e., the
number of records it contains), and Îx ≠ yÎ1 is a measure of how many
records di�er between x and y.

Databases may also be represented by multisets of rows (elements
of X ) or even ordered lists of rows, which is a special case of a set,
where the row number becomes part of the name of the element. In this
case distance between databases is typically measured by the Hamming
distance, i.e., the number of rows on which they di�er.

However, unless otherwise noted, we will use the histogram
representation described above. (Note, however, that even when the
histogram notation is more mathematically convenient, in actual
implementations, the multiset representation will often be much more
concise).

We are now ready to formally define di�erential privacy, which intu-
itively will guarantee that a randomized algorithm behaves similarly on
similar input databases.

Definition 2.4 (Di�erential Privacy). A randomized algorithm M with
domain N|X | is (Á, ”)-di�erentially private if for all S ™ Range(M) and
for all x, y œ N|X | such that Îx ≠ yÎ1 Æ 1:

Pr[M(x) œ S] Æ exp(Á) Pr[M(y) œ S] + ”,

18 Basic Terms

where the probability space is over the coin flips of the mechanism M.
If ” = 0, we say that M is Á-di�erentially private.

Typically we are interested in values of ” that are less than the
inverse of any polynomial in the size of the database. In particular,
values of ” on the order of 1/ÎxÎ1 are very dangerous: they permit “pre-
serving privacy” by publishing the complete records of a small number
of database participants — precisely the “just a few” philosophy dis-
cussed in Section 1.

Even when ” is negligible, however, there are theoretical distinc-
tions between (Á, 0)- and (Á, ”)-di�erential privacy. Chief among these
is what amounts to a switch of quantification order. (Á, 0)-di�erential
privacy ensures that, for every run of the mechanism M(x), the out-
put observed is (almost) equally likely to be observed on every neigh-
boring database, simultaneously. In contrast (Á, ”)-di�erential privacy
says that for every pair of neighboring databases x, y, it is extremely
unlikely that, ex post facto the observed value M(x) will be much more
or much less likely to be generated when the database is x than when
the database is y. However, given an output › ≥ M(x) it may be possi-
ble to find a database y such that › is much more likely to be produced
on y than it is when the database is x. That is, the mass of › in the
distribution M(y) may be substantially larger than its mass in the
distribution M(x).

The quantity

L
(›)

M(x)ÎM(y)
= ln

3Pr[M(x) = ›]
Pr[M(y) = ›]
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is important to us; we refer to it as the privacy loss incurred by observ-
ing ›. This loss might be positive (when an event is more likely under x
than under y) or it might be negative (when an event is more likely
under y than under x). As we will see in Lemma 3.17, (Á, ”)-di�erential
privacy ensures that for all adjacent x, y, the absolute value of the pri-
vacy loss will be bounded by Á with probability at least 1≠”. As always,
the probability space is over the coins of the mechanism M.

Di�erential privacy is immune to post-processing: A data analyst,
without additional knowledge about the private database, cannot com-
pute a function of the output of a private algorithm M and make it



Recap: Randomized Response

• Space of the answer:  {0,1}

• The following choice of the parameter satisfies ε-DP.

• Unbiased estimator of the data

1. Each individual tosses an independent coin with probability p > 0.5
2. If “head”, keep your answer.
3. Otherwise, flip your answer.
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1. Each individual tosses an independent coin with probability
2. If “head”, keep your answer.
3. Otherwise, flip your answer.

e✏/(1 + e✏)
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x̂ = 0.5 +
Y � 0.5
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Recap: Laplace mechanism

• Consider the query aims at releasing real value(s)

• L1 Sensitivity of the query:

• Laplace mechanism returns
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30 Basic Techniques and Composition Theorems

behaviors. Let XYZ be such an activity. Faced with the query, “Have
you engaged in XYZ in the past week?” the respondent is instructed
to perform the following steps:

1. Flip a coin.
2. If tails, then respond truthfully.
3. If heads, then flip a second coin and respond “Yes” if heads and

“No” if tails.
The intuition behind randomized response is that it provides “plau-
sible deniability.” For example, a response of “Yes” may have been
o�ered because the first and second coin flips were both Heads, which
occurs with probability 1/4. In other words, privacy is obtained by pro-
cess, there are no “good” or “bad” responses. The process by which
the responses are obtained a�ects how they may legitimately be inter-
preted. As the next claim shows, randomized response is di�erentially
private.
Claim 3.5. The version of randomized response described above is
(ln 3, 0)-di�erentially private.
Proof. Fix a respondent. A case analysis shows that Pr[Response =
Yes|Truth = Yes] = 3/4. Specifically, when the truth is “Yes” the
outcome will be “Yes” if the first coin comes up tails (probabil-
ity 1/2) or the first and second come up heads (probability 1/4)),
while Pr[Response = Yes|Truth = No] = 1/4 (first comes up heads and
second comes up tails; probability 1/4). Applying similar reasoning to
the case of a “No” answer, we obtain:

Pr[Response = Yes|Truth = Yes]
Pr[Response = Yes|Truth = No]

= 3/4
1/4 = Pr[Response = No|Truth = No]

Pr[Response = No|Truth = Yes] = 3.

3.3 The laplace mechanism

Numeric queries, functions f : N|X |
æ Rk, are one of the most fun-

damental types of database queries. These queries map databases to k

3.3. The laplace mechanism 31

real numbers. One of the important parameters that will determine just
how accurately we can answer such queries is their ¸1 sensitivity:

Definition 3.1 (¸1-sensitivity). The ¸1-sensitivity of a function f :
N|X |

æ Rk is:
�f = max

x,yœN|X |
Îx≠yÎ1=1

Îf(x) ≠ f(y)Î1.

The ¸1 sensitivity of a function f captures the magnitude by which
a single individual’s data can change the function f in the worst case,
and therefore, intuitively, the uncertainty in the response that we must
introduce in order to hide the participation of a single individual.
Indeed, we will formalize this intuition: the sensitivity of a function
gives an upper bound on how much we must perturb its output to pre-
serve privacy. One noise distribution naturally lends itself to di�erential
privacy.

Definition 3.2 (The Laplace Distribution). The Laplace Distribution
(centered at 0) with scale b is the distribution with probability density
function:

Lap(x|b) = 1
2b

exp
3

≠
|x|

b

4
.

The variance of this distribution is ‡2 = 2b2. We will sometimes write
Lap(b) to denote the Laplace distribution with scale b, and will some-
times abuse notation and write Lap(b) simply to denote a random vari-
able X ≥ Lap(b).

The Laplace distribution is a symmetric version of the exponential
distribution.

We will now define the Laplace Mechanism. As its name suggests,
the Laplace mechanism will simply compute f , and perturb each coor-
dinate with noise drawn from the Laplace distribution. The scale of the
noise will be calibrated to the sensitivity of f (divided by Á).1

1Alternately, using Gaussian noise with variance calibrated to �f ln(1/”)/Á,
one can achieve (Á, ”)-di�erential privacy (see Appendix A). Use of the Laplace
mechanism is cleaner and the two mechanisms behave similarly under composition
(Theorem 3.20).

f(x) + Z where Zi ⇠ Lap(�f/✏) i.i.d. for i 2 [k]
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This lecture

1. Finish the utility analysis of the Laplace
mechanism

2. Apply Laplace mechanism and Randomized
Response to the problem of linear query release

3. Sparse Vector Technique

4. Using SVT to obtain stronger bounds for releasing
linear queries

7



Readings

• Dwork and Roth textbook.
• Chapter 3.6, Chapter 4.2.

• Supplementary reading:
• Lyu, M., Su, D., & Li, N. (2017). Understanding the Sparse Vector Technique 

for Differential Privacy. Proceedings of the VLDB Endowment, 10(6).
• Zhu, Y., & W. (2020). Improving Sparse Vector Technique with Renyi

Differential Privacy. Advances in Neural Information Processing Systems, 33.
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Utility of the Laplace Mechanism

• CDF of the Laplace distribution:

9

34 Basic Techniques and Composition Theorems

This fact, together with a union bound, gives us a simple bound on
the accuracy of the Laplace mechanism:

Theorem 3.8. Let f : N|X |
æ Rk, and let y = ML(x, f(·), Á). Then

’” œ (0, 1]:

Pr
5
Îf(x) ≠ yÎŒ Ø ln

3
k

”

4
·

3�f

Á

46
Æ ”

Proof. We have:

Pr
5
Îf(x) ≠ yÎŒ Ø ln

3
k

”

4
·

3�f

Á

46
= Pr

C

max
iœ[k]

|Yi| Ø ln
3

k

”

4
·

3�f

Á

4D

Æ k · Pr
5
|Yi| Ø ln

3
k

”

4
·

3�f

Á

46

= k ·

3
”

k

4

= ”

where the second to last inequality follows from the fact that each
Yi ≥ Lap(�f/Á) and Fact 3.7.

Example 3.3 (First Names). Suppose we wish to calculate which first
names, from a list of 10,000 potential names, were the most common
among participants of the 2010 census. This question can be repre-
sented as a query f : N|X |

æ R10000. This is a histogram query, and so
has sensitivity �f = 1, since every person can only have at most one
first name. Using the above theorem, we see that we can simultaneously
calculate the frequency of all 10, 000 names with (1, 0)-di�erential pri-
vacy, and with probability 95%, no estimate will be o� by more than
an additive error of ln(10000/.05) ¥ 12.2. That’s pretty low error for a
nation of more than 300, 000, 000 people!

Di�erentially Private Selection. The task in Example 3.3 is one of
di�erentially private selection: the space of outcomes is discrete and
the task is to produce a “best” answer, in this case the most populous
histogram cell.



Example applications of Laplace
mechanism. What is the L1 sensitivity?
• Linear query (from the last lecture)

• Histograms: distribution of grades in a class

• Demographics statistics over map:
• Number of people living in different zip code by race and
gender

• COVID’19 Hospitalization Data:
• Number of active patients in the ICU of each hospital

10



Example: “OnTheMap” by US Census --- the
first large-scale deployment of DP from 2008.

11

Check it out yourself: https://onthemap.ces.census.gov/
The paper: Machanavajjahala et al. “Privacy: Theory meets Practice on the Map”



Apply Laplace mechanism to
answer many linear queries
1. Set privacy budget, and number of queries

2. Decide how much noise to add

3. Work out the error bound

4. Error bound => sample complexity

12



Apply randomized response to
answer linear queries
• Answering a single linear query

13

LECTURE NOTES 6

1 Hoe↵ding’s inequality

The main drawback was that Mill’s inequality only applies to Gaussian random variables.
Another commonly useful exponential concentration inequality applies to bounded random
variables. This is called Hoe↵ding’s inequality.

Hoe↵ding’s inequality: Suppose thatX1, . . . , Xn are independent and that, ai  Xi  bi,
and E[Xi] = µ. Then for any t > 0,

P
���X � µ

�� � t
�
 2 exp

✓
� 2n2t2Pn

i=1(bi � ai)2

◆

where Xn = n�1
P

i Xi. When a  Xi  b this becomes

P
���X � µ

�� � t
�
 2 exp

✓
� 2nt2

(b� a)2

◆
.

We will not prove this but the proof is in the book.

Hoe↵ding’s inequality looks a bit di↵erent from the other inequalities we have seen yesterday,
but let us rearrange it a bit. Equivalently,

P
 �����

1

n

nX

i=1

Xi

����� � t

rPn
i=1(bi � ai)2

n2

!
 2 exp

�
�2t2

�
.

This is more like the earlier inequalities, but notice that we don’t really have the standard
deviation any more. That said, if ai  Xi  bi then Var(Xi)  (bi � ai)2.

Exercise: Prove the above fact.

So that:

Var

 
1

n

nX

i=1

Xi

!

Pn

i=1(bi � ai)2

n2
,

and this will allow us to interpret Hoe↵ding’s inequality in a more familiar way. Roughly, it
says that the probability that the sample average is more than t standard deviations from
its expectation is at most exp(�2t2).

Let us now use Hoe↵ding’s inequality in our case study example of coin tosses. There each
random variable is between �1 and 1 so we have that by Hoe↵ding’s inequality:

P
���X � µ

�� � t
�
 2 exp

�
�2nt2

�
.

Observe once again this inequality is similar to Chebyshev’s but is much tighter.
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x̂ = 0.5 +
Y � 0.5

2p� 1
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Apply randomized response to
answer linear queries
• Answering many linear query

• Question: does it cost any additional privacy?
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Comparing randomized response and
Laplace mechanism in answering
linear queries.
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Back to the table for releasing
linear queries

Target accuracy k = O(2^n) linear
queries

k = O(n) linear
queries

k << n linear
queries

α = O(1)
(any non-trivial

error)

Blatantly non-
private ? ?

α = O(1/sqrt(n))
(statistical error)

Blatantly non-
private

Blatantly non-
private DP / Laplace mech

α = o(1/sqrt(n))
(<< statistical error)

Blatantly non-
private

Blatantly non-
private DP / Laplace mech

16

Multiply error with with n if unnormalized.



Let’s generalizing the definition of
linear query a little bit.
• Statistical query

• In the “histogram” representation
• This is a linear function with

17

q 2 [0, 1]|X |
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Alternative way of applying Laplace
mechanism to release the entire dataset

• For each , using Laplace mechanism to
release

• What is the L1-sensitivity?
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x 2 X
<latexit sha1_base64="BPlKRN2IfieoVEvuUpn5WOM9rJg=">AAAB+XicbVDLSgMxFL3js9bXqEs3wSK4KjMi6LLoxmUF+4DOUDJppg3NJEOSKZahf+LGhSJu/RN3/o2ZdhbaeiBwOOde7smJUs608bxvZ219Y3Nru7JT3d3bPzh0j47bWmaK0BaRXKpuhDXlTNCWYYbTbqooTiJOO9H4rvA7E6o0k+LRTFMaJngoWMwINlbqu+5TwAQKEmxGBPO8O+u7Na/uzYFWiV+SGpRo9t2vYCBJllBhCMda93wvNWGOlWGE01k1yDRNMRnjIe1ZKnBCdZjPk8/QuVUGKJbKPmHQXP29keNE62kS2ckiol72CvE/r5eZ+CbMmUgzQwVZHIozjoxERQ1owBQlhk8twUQxmxWREVaYGFtW1ZbgL395lbQv677lD1e1xm1ZRwVO4QwuwIdraMA9NKEFBCbwDK/w5uTOi/PufCxG15xy5wT+wPn8AZPYk5w=</latexit><latexit sha1_base64="BPlKRN2IfieoVEvuUpn5WOM9rJg=">AAAB+XicbVDLSgMxFL3js9bXqEs3wSK4KjMi6LLoxmUF+4DOUDJppg3NJEOSKZahf+LGhSJu/RN3/o2ZdhbaeiBwOOde7smJUs608bxvZ219Y3Nru7JT3d3bPzh0j47bWmaK0BaRXKpuhDXlTNCWYYbTbqooTiJOO9H4rvA7E6o0k+LRTFMaJngoWMwINlbqu+5TwAQKEmxGBPO8O+u7Na/uzYFWiV+SGpRo9t2vYCBJllBhCMda93wvNWGOlWGE01k1yDRNMRnjIe1ZKnBCdZjPk8/QuVUGKJbKPmHQXP29keNE62kS2ckiol72CvE/r5eZ+CbMmUgzQwVZHIozjoxERQ1owBQlhk8twUQxmxWREVaYGFtW1ZbgL395lbQv677lD1e1xm1ZRwVO4QwuwIdraMA9NKEFBCbwDK/w5uTOi/PufCxG15xy5wT+wPn8AZPYk5w=</latexit><latexit sha1_base64="BPlKRN2IfieoVEvuUpn5WOM9rJg=">AAAB+XicbVDLSgMxFL3js9bXqEs3wSK4KjMi6LLoxmUF+4DOUDJppg3NJEOSKZahf+LGhSJu/RN3/o2ZdhbaeiBwOOde7smJUs608bxvZ219Y3Nru7JT3d3bPzh0j47bWmaK0BaRXKpuhDXlTNCWYYbTbqooTiJOO9H4rvA7E6o0k+LRTFMaJngoWMwINlbqu+5TwAQKEmxGBPO8O+u7Na/uzYFWiV+SGpRo9t2vYCBJllBhCMda93wvNWGOlWGE01k1yDRNMRnjIe1ZKnBCdZjPk8/QuVUGKJbKPmHQXP29keNE62kS2ckiol72CvE/r5eZ+CbMmUgzQwVZHIozjoxERQ1owBQlhk8twUQxmxWREVaYGFtW1ZbgL395lbQv677lD1e1xm1ZRwVO4QwuwIdraMA9NKEFBCbwDK/w5uTOi/PufCxG15xy5wT+wPn8AZPYk5w=</latexit><latexit sha1_base64="BPlKRN2IfieoVEvuUpn5WOM9rJg=">AAAB+XicbVDLSgMxFL3js9bXqEs3wSK4KjMi6LLoxmUF+4DOUDJppg3NJEOSKZahf+LGhSJu/RN3/o2ZdhbaeiBwOOde7smJUs608bxvZ219Y3Nru7JT3d3bPzh0j47bWmaK0BaRXKpuhDXlTNCWYYbTbqooTiJOO9H4rvA7E6o0k+LRTFMaJngoWMwINlbqu+5TwAQKEmxGBPO8O+u7Na/uzYFWiV+SGpRo9t2vYCBJllBhCMda93wvNWGOlWGE01k1yDRNMRnjIe1ZKnBCdZjPk8/QuVUGKJbKPmHQXP29keNE62kS2ckiol72CvE/r5eZ+CbMmUgzQwVZHIozjoxERQ1owBQlhk8twUQxmxWREVaYGFtW1ZbgL395lbQv677lD1e1xm1ZRwVO4QwuwIdraMA9NKEFBCbwDK/w5uTOi/PufCxG15xy5wT+wPn8AZPYk5w=</latexit>

nX

i=1

1(�i = x) = hex,Hist([�1, ...,�n])i
<latexit sha1_base64="KVtSCDCRTGJKVDtC5obxsGwcoc0="></latexit><latexit sha1_base64="KVtSCDCRTGJKVDtC5obxsGwcoc0="></latexit><latexit sha1_base64="KVtSCDCRTGJKVDtC5obxsGwcoc0="></latexit><latexit sha1_base64="KVtSCDCRTGJKVDtC5obxsGwcoc0="></latexit>



Checkpoint

• Laplace mechanism to release queries directly
• Each query is O(|Q| log |Q| / ε) accurate.

• Randomized response to release data
• Error is O(log N/ ε) per coordinate.
• For answering |Q| linear queries, the error is O(sqrt(N)log N log |Q| / ε)

• Laplace mechanism to release contingency table
• Error is O(log |X| / ε) per coordinate.
• For answering |Q| linear queries, the error is O(sqrt(|X|)log |X| log |Q| / ε)

• Is there an algorithm that can achieve O( polylog(|X|,|Q|)) error
in answering linear queries for a constant ε?

19

(under a more restrictive model)



When there is a large number of queries,
but only a few that are interesting

• Example 1: Anomaly detection in a time series.
• Most queries have small values, we do not wish to know
the exact numbers.

• Example 2: Exploiting additional information
• When we have access to a data-independent oracle, e.g.,
a ML model, that is often right.
• We query the private dataset for answers only if the
answer differs substantially with the oracle.

20

Can we get away with paying only for those interesting ones?



AboveThreshold mechanism
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3.6. The sparse vector technique 57

Algorithm 1 Input is a private database D, an adaptively chosen
stream of sensitivity 1 queries f1, . . ., and a threshold T . Output is a
stream of responses a1, . . .

AboveThreshold(D, {fi}, T, ‘)
Let T̂ = T + Lap

1
2

‘

2
.

for Each query i do
Let ‹i = Lap(4

‘
)

if fi(D) + ‹i Ø T̂ then
Output ai = €.
Halt.

else
Output ai = ‹.

end if
end for

Theorem 3.23. AboveThreshold is (‘, 0)-di�erentially private.

Proof. Fix any two neighboring databases D and DÕ. Let A denote
the random variable representing the output of AboveThresh-
old(D, {fi}, T, ‘) and let AÕ denote the random variable representing
the output of AboveThreshold(DÕ, {fi}, T, ‘). The output of the algo-
rithm is some realization of these random variables, a œ {€, ‹}

k and
has the form that for all i < k, ai = ‹ and ak = €. There are two
types of random variables internal to the algorithm: the noisy thresh-
old T̂ and the perturbations to each of the k queries, {‹i}

k
i=1

. For the
following analysis, we will fix the (arbitrary) values of ‹1, . . . , ‹k≠1 and
take probabilities over the randomness of ‹k and T̂ . Define the fol-
lowing quantity representing the maximum noisy value of any query
f1, . . . , fk≠1 evaluated on D:

g(D) = max
i<k

(fi(D) + ‹i)

In the following, we will abuse notation and write Pr[T̂ = t] as short-
hand for the pdf of T̂ evaluated at t (similarly for ‹k), and write 1[x]
to denote the indicator function of event x. Note that fixing the values



SparseVector mechanism

1. Start with a budget of ε, and a maximum number of
“discoveries” c

2. Split ε into c equal parts and run AboveThreshold for up
to c times, each with a privacy budget of ε/c.

3. Stop when either the stream of queries are exhausted or
if all c discoveries are made.

22



SVT is notoriously tricky to analyze.
Many authors got it wrong.

23
Lyu, Min, Dong Su, and Ninghui Li. "Understanding the Sparse Vector Technique for 
Differential Privacy." Proceedings of the VLDB Endowment 10.6 (2017).



Slight generalization of
AboveThreshold mechanism
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3.6. The sparse vector technique 57

Algorithm 1 Input is a private database D, an adaptively chosen
stream of sensitivity 1 queries f1, . . ., and a threshold T . Output is a
stream of responses a1, . . .

AboveThreshold(D, {fi}, T, ‘)
Let T̂ = T + Lap

1
2

‘

2
.

for Each query i do
Let ‹i = Lap(4

‘
)

if fi(D) + ‹i Ø T̂ then
Output ai = €.
Halt.

else
Output ai = ‹.

end if
end for

Theorem 3.23. AboveThreshold is (‘, 0)-di�erentially private.

Proof. Fix any two neighboring databases D and DÕ. Let A denote
the random variable representing the output of AboveThresh-
old(D, {fi}, T, ‘) and let AÕ denote the random variable representing
the output of AboveThreshold(DÕ, {fi}, T, ‘). The output of the algo-
rithm is some realization of these random variables, a œ {€, ‹}

k and
has the form that for all i < k, ai = ‹ and ak = €. There are two
types of random variables internal to the algorithm: the noisy thresh-
old T̂ and the perturbations to each of the k queries, {‹i}

k
i=1

. For the
following analysis, we will fix the (arbitrary) values of ‹1, . . . , ‹k≠1 and
take probabilities over the randomness of ‹k and T̂ . Define the fol-
lowing quantity representing the maximum noisy value of any query
f1, . . . , fk≠1 evaluated on D:

g(D) = max
i<k

(fi(D) + ‹i)

In the following, we will abuse notation and write Pr[T̂ = t] as short-
hand for the pdf of T̂ evaluated at t (similarly for ‹k), and write 1[x]
to denote the indicator function of event x. Note that fixing the values



The privacy guarantee of
AboveThreshold
• We will prove something slightly stronger.

• Any noise-adding mechanism M1 satisfying ε/2-DP for queries with
sensitivity 1.

• Any noise-adding mechanism M2 satisfying ε/2-DP for queries with
sensitivity 2.

• The above generalized AboveThreshold satisfies ε-DP
• Thus by the composition theorem, SVT satisfies cε-DP

• A few notations:
• The threshold noise R.V., denoted by
• The query noise R.V. denoted by
• Denote the queries by
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z
<latexit sha1_base64="ZxpkeWP7OiuYrtNqeUSJ8s3zMA0=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfsBbSib7aRdu9mE3Y1QQ3+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5EpXks780kQT+iQ8lDzqixVuOpX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5D86L8+58LFoLTj5zDH/kfP4A6UOM/g==</latexit><latexit sha1_base64="ZxpkeWP7OiuYrtNqeUSJ8s3zMA0=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfsBbSib7aRdu9mE3Y1QQ3+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5EpXks780kQT+iQ8lDzqixVuOpX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5D86L8+58LFoLTj5zDH/kfP4A6UOM/g==</latexit><latexit sha1_base64="ZxpkeWP7OiuYrtNqeUSJ8s3zMA0=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfsBbSib7aRdu9mE3Y1QQ3+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5EpXks780kQT+iQ8lDzqixVuOpX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5D86L8+58LFoLTj5zDH/kfP4A6UOM/g==</latexit><latexit sha1_base64="ZxpkeWP7OiuYrtNqeUSJ8s3zMA0=">AAAB6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY9OKxBfsBbSib7aRdu9mE3Y1QQ3+BFw+KePUnefPfuG1z0NYXFh7emWFn3iARXBvX/XYKa+sbm1vF7dLO7t7+QfnwqKXjVDFssljEqhNQjYJLbBpuBHYShTQKBLaD8e2s3n5EpXks780kQT+iQ8lDzqixVuOpX664VXcusgpeDhXIVe+Xv3qDmKURSsME1brruYnxM6oMZwKnpV6qMaFsTIfYtShphNrP5otOyZl1BiSMlX3SkLn7eyKjkdaTKLCdETUjvVybmf/VuqkJr/2MyyQ1KNniozAVxMRkdjUZcIXMiIkFyhS3uxI2oooyY7Mp2RC85ZNXoXVR9Sw3Liu1mzyOIpzAKZyDB1dQgzuoQxMYIDzDK7w5D86L8+58LFoLTj5zDH/kfP4A6UOM/g==</latexit>

⌫1, ⌫2, ..., ⌫k, ⌫k+1, ...
<latexit sha1_base64="NJp4BQbcH22Q7pruGKv54ADYVWo=">AAACDHicbZDNSsNAEMcnftb6VfXoZbEIgiUkRdBj0YvHCvYD2lA22027dLMJuxuhhD6AF1/FiwdFvPoA3nwbN2kO2jqww4//zDA7fz/mTGnH+bZWVtfWNzZLW+Xtnd29/crBYVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uQmq3ceqFQsEvd6GlMvxCPBAkawNtKgUu2LZODWslyv2bad0yTP6eTcnWWa6XJsJw+0DG4BVSiiOah89YcRSUIqNOFYqZ7rxNpLsdSMcDor9xNFY0wmeER7BgUOqfLS/JgZOjXKEAWRNE9olKu/J1IcKjUNfdMZYj1Wi7VM/K/WS3Rw5aVMxImmgswXBQlHOkKZM2jIJCWaTw1gIpn5KyJjLDHRxr+yMcFdPHkZ2nXbNXx3UW1cF3aU4BhO4AxcuIQG3EITWkDgEZ7hFd6sJ+vFerc+5q0rVjFzBH/C+vwB8oCY/g==</latexit><latexit sha1_base64="NJp4BQbcH22Q7pruGKv54ADYVWo=">AAACDHicbZDNSsNAEMcnftb6VfXoZbEIgiUkRdBj0YvHCvYD2lA22027dLMJuxuhhD6AF1/FiwdFvPoA3nwbN2kO2jqww4//zDA7fz/mTGnH+bZWVtfWNzZLW+Xtnd29/crBYVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uQmq3ceqFQsEvd6GlMvxCPBAkawNtKgUu2LZODWslyv2bad0yTP6eTcnWWa6XJsJw+0DG4BVSiiOah89YcRSUIqNOFYqZ7rxNpLsdSMcDor9xNFY0wmeER7BgUOqfLS/JgZOjXKEAWRNE9olKu/J1IcKjUNfdMZYj1Wi7VM/K/WS3Rw5aVMxImmgswXBQlHOkKZM2jIJCWaTw1gIpn5KyJjLDHRxr+yMcFdPHkZ2nXbNXx3UW1cF3aU4BhO4AxcuIQG3EITWkDgEZ7hFd6sJ+vFerc+5q0rVjFzBH/C+vwB8oCY/g==</latexit><latexit sha1_base64="NJp4BQbcH22Q7pruGKv54ADYVWo=">AAACDHicbZDNSsNAEMcnftb6VfXoZbEIgiUkRdBj0YvHCvYD2lA22027dLMJuxuhhD6AF1/FiwdFvPoA3nwbN2kO2jqww4//zDA7fz/mTGnH+bZWVtfWNzZLW+Xtnd29/crBYVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uQmq3ceqFQsEvd6GlMvxCPBAkawNtKgUu2LZODWslyv2bad0yTP6eTcnWWa6XJsJw+0DG4BVSiiOah89YcRSUIqNOFYqZ7rxNpLsdSMcDor9xNFY0wmeER7BgUOqfLS/JgZOjXKEAWRNE9olKu/J1IcKjUNfdMZYj1Wi7VM/K/WS3Rw5aVMxImmgswXBQlHOkKZM2jIJCWaTw1gIpn5KyJjLDHRxr+yMcFdPHkZ2nXbNXx3UW1cF3aU4BhO4AxcuIQG3EITWkDgEZ7hFd6sJ+vFerc+5q0rVjFzBH/C+vwB8oCY/g==</latexit><latexit sha1_base64="NJp4BQbcH22Q7pruGKv54ADYVWo=">AAACDHicbZDNSsNAEMcnftb6VfXoZbEIgiUkRdBj0YvHCvYD2lA22027dLMJuxuhhD6AF1/FiwdFvPoA3nwbN2kO2jqww4//zDA7fz/mTGnH+bZWVtfWNzZLW+Xtnd29/crBYVtFiSS0RSIeya6PFeVM0JZmmtNuLCkOfU47/uQmq3ceqFQsEvd6GlMvxCPBAkawNtKgUu2LZODWslyv2bad0yTP6eTcnWWa6XJsJw+0DG4BVSiiOah89YcRSUIqNOFYqZ7rxNpLsdSMcDor9xNFY0wmeER7BgUOqfLS/JgZOjXKEAWRNE9olKu/J1IcKjUNfdMZYj1Wi7VM/K/WS3Rw5aVMxImmgswXBQlHOkKZM2jIJCWaTw1gIpn5KyJjLDHRxr+yMcFdPHkZ2nXbNXx3UW1cF3aU4BhO4AxcuIQG3EITWkDgEZ7hFd6sJ+vFerc+5q0rVjFzBH/C+vwB8oCY/g==</latexit>

q1, q2, ..., qk, qk+1, ...
<latexit sha1_base64="aeLYvlRVhquAEACm0qPtQ8tNh80=">AAACBHicbVBNS8MwGE7n15xfVY+7BIcgOEo7BD0OvXic4D5gKyXN0i00TbskFUbZwYt/xYsHRbz6I7z5b0y3HnTzgZc8eZ73JXkfP2FUKtv+Nkpr6xubW+Xtys7u3v6BeXjUkXEqMGnjmMWi5yNJGOWkrahipJcIgiKfka4f3uR+94EISWN+r6YJcSM04jSgGCkteWZ14jn1ideoW5alz1BXFp47s/zumTXbsueAq8QpSA0UaHnm12AY4zQiXGGGpOw7dqLcDAlFMSOzyiCVJEE4RCPS15SjiEg3my8xg6daGcIgFrq4gnP190SGIimnka87I6TGctnLxf+8fqqCKzejPEkV4XjxUJAyqGKYJwKHVBCs2FQThAXVf4V4jATCSudW0SE4yyuvkk7DcjS/u6g1r4s4yqAKTsAZcMAlaIJb0AJtgMEjeAav4M14Ml6Md+Nj0Voyiplj8AfG5w+NupV2</latexit><latexit sha1_base64="aeLYvlRVhquAEACm0qPtQ8tNh80=">AAACBHicbVBNS8MwGE7n15xfVY+7BIcgOEo7BD0OvXic4D5gKyXN0i00TbskFUbZwYt/xYsHRbz6I7z5b0y3HnTzgZc8eZ73JXkfP2FUKtv+Nkpr6xubW+Xtys7u3v6BeXjUkXEqMGnjmMWi5yNJGOWkrahipJcIgiKfka4f3uR+94EISWN+r6YJcSM04jSgGCkteWZ14jn1ideoW5alz1BXFp47s/zumTXbsueAq8QpSA0UaHnm12AY4zQiXGGGpOw7dqLcDAlFMSOzyiCVJEE4RCPS15SjiEg3my8xg6daGcIgFrq4gnP190SGIimnka87I6TGctnLxf+8fqqCKzejPEkV4XjxUJAyqGKYJwKHVBCs2FQThAXVf4V4jATCSudW0SE4yyuvkk7DcjS/u6g1r4s4yqAKTsAZcMAlaIJb0AJtgMEjeAav4M14Ml6Md+Nj0Voyiplj8AfG5w+NupV2</latexit><latexit sha1_base64="aeLYvlRVhquAEACm0qPtQ8tNh80=">AAACBHicbVBNS8MwGE7n15xfVY+7BIcgOEo7BD0OvXic4D5gKyXN0i00TbskFUbZwYt/xYsHRbz6I7z5b0y3HnTzgZc8eZ73JXkfP2FUKtv+Nkpr6xubW+Xtys7u3v6BeXjUkXEqMGnjmMWi5yNJGOWkrahipJcIgiKfka4f3uR+94EISWN+r6YJcSM04jSgGCkteWZ14jn1ideoW5alz1BXFp47s/zumTXbsueAq8QpSA0UaHnm12AY4zQiXGGGpOw7dqLcDAlFMSOzyiCVJEE4RCPS15SjiEg3my8xg6daGcIgFrq4gnP190SGIimnka87I6TGctnLxf+8fqqCKzejPEkV4XjxUJAyqGKYJwKHVBCs2FQThAXVf4V4jATCSudW0SE4yyuvkk7DcjS/u6g1r4s4yqAKTsAZcMAlaIJb0AJtgMEjeAav4M14Ml6Md+Nj0Voyiplj8AfG5w+NupV2</latexit><latexit sha1_base64="aeLYvlRVhquAEACm0qPtQ8tNh80=">AAACBHicbVBNS8MwGE7n15xfVY+7BIcgOEo7BD0OvXic4D5gKyXN0i00TbskFUbZwYt/xYsHRbz6I7z5b0y3HnTzgZc8eZ73JXkfP2FUKtv+Nkpr6xubW+Xtys7u3v6BeXjUkXEqMGnjmMWi5yNJGOWkrahipJcIgiKfka4f3uR+94EISWN+r6YJcSM04jSgGCkteWZ14jn1ideoW5alz1BXFp47s/zumTXbsueAq8QpSA0UaHnm12AY4zQiXGGGpOw7dqLcDAlFMSOzyiCVJEE4RCPS15SjiEg3my8xg6daGcIgFrq4gnP190SGIimnka87I6TGctnLxf+8fqqCKzejPEkV4XjxUJAyqGKYJwKHVBCs2FQThAXVf4V4jATCSudW0SE4yyuvkk7DcjS/u6g1r4s4yqAKTsAZcMAlaIJb0AJtgMEjeAav4M14Ml6Md+Nj0Voyiplj8AfG5w+NupV2</latexit>



Let’s parse the elements of the proof,
and make a few observations
1. The output space of the algorithm

• The output can be completely described by a random
integer k

2. w.l.o.g., we can assume T = 0 (why?)
3. The probability of outputting k is
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A Other properties of differential privacy and RDP

RDP inherits and generalizes the information-theoretic properties of DP.
Lemma 15 (Selected Properties of RDP [Mironov, 2017]). If M obey ✏M(·)-RDP, then

1. [Indistinguishability] For any measurable set S ⇢ Range(M), and any neighboring D,D
0

e
�✏(↵)Pr[M(D0) 2 S]

↵
↵�1  Pr[M(D) 2 S]  e

✏(↵)Pr[M(D0) 2 S]
↵�1
↵ .

2. [Post-processing] For all function f , ✏f�M(·)  ✏M(·).

3. [Composition] ✏(M1,M2)(·) = ✏M1(·) + ✏M2(·).

This composition rule, together with Lemma 3, often allows for tighter calculations of (✏, �)-DP for
the composed mechanism than directly invoking the strong composition theorem below.
Lemma 16 (Strong composition [Kairouz et al., 2015]). For all ✏, �, �0 � 0, the (adaptive) composi-
tion of k (✏, �)-DP mechanisms obey (✏0, �0 + k�)-DP for ✏0 =

p
2k log(1/�0)✏+ k✏

e✏�1
e✏+1 .

B Proof of Theorem 8 — RDP of the Generalized SVT for c = 1

For unbounded sequences, the output space of the algorithm is {?k >|k = 0, 1, ...,1}. In the case
when kmax < +1, the output space is {?k >|k = 0, 1, ..., kmax � 1} [ {?kmax}. For notation
convenience, we replace ?kmax with ?kmax >, which can be thought of fixing a dummy query at
time kmax + 1 which always outputs +1 regardless of inputs. In both cases, we can completely
describe the output distribution the SVT with a positive random integer K. As a result, we will write
K ⇠ M(D) and K ⇠ M(D0) without loss of generality.

Also w.l.o.g., we assume thresholds Ti are all zero. There are two types of random variables in the
algorithm: the threshold noise ⇢ and the query noise ⌫i to each of the i queries, {⌫i}k+1

i=1 . We will use
p⇢(z) to denote the probability density of ⇢, evaluated at z, and we will use p(⌫i) as the pdf of ⌫i.

The probability of outputting o (or K = k + 1), can be written explicitly as follows:

Pr[M(D0) = o] =
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p⇢(z)
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ik

Z z�qi(D
0)

�1
p(⌫i)d⌫i

◆
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Z 1
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p(⌫k+1)d⌫k+1dz.

Our goal of is to bound Eo⇠M(D0)

✓
Pr[M(D)=o]
Pr[M(D0)=o]

◆↵�
using the RDP functions of M⇢ and M⌫ .

The key of the analysis relies on a sequence of fictitious queries q̃1, q̃2, ... which mirrors the actual
sequence of queries q1, q2, ... that are adaptively selected. These fictitious queries satisfy for all
i = 1, 2, 3, ...

q̃i(x) =

⇢
qi(D) +4, when x = D

qi(D0) otherwise (4)

The following lemma establishes that we can decompose the problem into one that involves the
Renyi-divergence between a distribution induced by these fictitious queries and another distribution
induced of the actual queries.
Lemma 17. Consider Algorithm 2 with c = 1, i.e., the output sequence o 2 {?k >|k = 0, 1, ...,1},
then we have
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3

777775

(5)

where K is a random variable, denotes the number of ? plus 1 when the algorithm stops, and the
explicit conditioning on Q̃ indicates that the probability is evaluated by hypothetically running the
algorithm on the fictitious queries q̃1, q̃2, ... 2 Q̃.
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The analysis of AboveThreshold
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Proof of Lemma 17. From the definition of Renyi DP, we have

o⇠D0
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(6)

Without loss of generality, we will replace o with k which measures the number of ?s in o. By law
of total expectation, we can condition on ⇢ = z
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where in the last line, we rename the variable u back to z.

Substituting the above expression to the definition of RDP and apply Jensen’s inequality
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The inequality applies Jensen’s inequality to bivariate function f(x, y) = x

↵
y
1�↵, which is jointly

convex on R2
+ for ↵ 2 (1,+1).

Exchange the order of integral variable z and k in (7), we get
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Proof of Lemma 17. From the definition of Renyi DP, we have
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where in the last line, we rename the variable u back to z.
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Bounding the third term via a
fictitious query

29



Utility of SparseVector

• Idea is to simply bound the magnitude of the noise
• (All true discoveries.) With high probability, we do not
wrongly reject interesting queries.

• (No-false discovery). With high probability, we also do
not wrongly identify queries that are not interesting as
interesting.

• Union bound over all of them.

30



We are outputting only the selections,
but not numerical values?
• This is trivial to fix with twice the privacy budget.
• Compose the following:
• AboveThresh1, LapMech1, AboveThresh2, LapMech2,…

• Each one of the mechanism is adaptively chosen
based on realized previous outcomes.
• How does LapMech_j depends on the output of
AboveThresh_j?

• How does the AboveThresh_j depends on all previous
outputs?

31



Let’s apply the above SVT method
for online query release.
• Problem setup:
• A adaptive online sequence of linear queries.
• The curator has to answer them as they arrive.

• Baseline:
• Laplace mechanism for releasing queries O(|Q|/ ε)
• Laplace mechanism for releasing contingency table
O(\sqrt{|X|} log |Q| / ε).

• Question: Is it possible to get O(polylog (|Q|,|X|))
error?

32



Idea: Use correlated noise by
learning a synthetic dataset
• We will be using sparse vector technique!
• For an online sequence of queries
• Continue to run ”AboveThreshold”, if error below a noise
threshold
• Return what the synthetic data set returns

• else: Release the query using Laplace Mechanism
• Update the synthetic data
• Restart “AboveThreshold”

33



Detour: No-regret online learning
from expert advice

• N experts, each give advices on stock choices
• After each day, their losses are revealed
• Can I come up with a strategy that does as well as

the best expert with (asymptotically) no regret?
• Define “Regret”:

34



Multiplicative Weights Algorithm
(i.e., the Hedge algorithm)
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16 Introduction

Algorithm 1 Hedge
1: Initialize: ’i œ [N ], W1(i) = 1
2: for t = 1 to T do

3: Pick it ≥R Wt, i.e., it = i with probability xt(i) = Wt(i)q
j

Wt(j)

4: Incur loss ¸t(it).
5: Update weights Wt+1(i) = Wt(i)e≠Á¸t(i)

6: end for

Historically, this was observed by a di�erent and closely related
algorithm called Hedge, whose total loss bound will be of interest to us
later on in the book.

Henceforth, denote in vector notation the expected loss of the al-
gorithm by

E[¸t(it)] =
Nÿ

i=1
xt(i)¸t(i) = x

€

t ¸t

Theorem 1.5. Let ¸2
t denote the N -dimensional vector of square losses,

i.e., ¸2
t (i) = ¸t(i)2, let Á > 0, and assume all losses to be non-negative.

The Hedge algorithm satisfies for any expert iı œ [N ]:
Tÿ

t=1
x

€

t ¸t Æ
Tÿ

t=1
¸t(iı) + Á

Tÿ

t=1
x

€

t ¸2
t + log N

Á

Proof. As before, let �t =
qN

i=1 Wt(i) for all t œ [T ], and note that
�1 = N .

Inspecting the sum of weights:

�t+1 =
q

i Wt(i)e≠Á¸t(i)

= �t
q

i xt(i)e≠Á¸t(i)
xt(i) = Wt(i)q

j
Wt(j)

Æ �t
q

i xt(i)(1 ≠ Á¸t(i) + Á2¸t(i)2)) for x Ø 0,
e≠x Æ 1 ≠ x + x2

= �t(1 ≠ Áx
€
t ¸t + Á2

x
€
t ¸2

t )
Æ �te≠Áx€

t ¸t+Á2x€
t ¸2

t . 1 + x Æ ex

On the other hand, by definition, for expert iı we have that

WT (iı) = e≠Á
qT

t=1 ¸t(iı)
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(From the Online Convex Optimization book by Elad Hazan)



Corollary: we can also compete with
the best probability distribution!

• Why?

36

16 Introduction

Algorithm 1 Hedge
1: Initialize: ’i œ [N ], W1(i) = 1
2: for t = 1 to T do

3: Pick it ≥R Wt, i.e., it = i with probability xt(i) = Wt(i)q
j

Wt(j)

4: Incur loss ¸t(it).
5: Update weights Wt+1(i) = Wt(i)e≠Á¸t(i)

6: end for

Historically, this was observed by a di�erent and closely related
algorithm called Hedge, whose total loss bound will be of interest to us
later on in the book.

Henceforth, denote in vector notation the expected loss of the al-
gorithm by

E[¸t(it)] =
Nÿ

i=1
xt(i)¸t(i) = x

€

t ¸t

Theorem 1.5. Let ¸2
t denote the N -dimensional vector of square losses,

i.e., ¸2
t (i) = ¸t(i)2, let Á > 0, and assume all losses to be non-negative.

The Hedge algorithm satisfies for any expert iı œ [N ]:
Tÿ

t=1
x

€

t ¸t Æ
Tÿ

t=1
¸t(iı) + Á

Tÿ

t=1
x

€

t ¸2
t + log N

Á

Proof. As before, let �t =
qN

i=1 Wt(i) for all t œ [T ], and note that
�1 = N .

Inspecting the sum of weights:

�t+1 =
q

i Wt(i)e≠Á¸t(i)

= �t
q

i xt(i)e≠Á¸t(i)
xt(i) = Wt(i)q

j
Wt(j)

Æ �t
q

i xt(i)(1 ≠ Á¸t(i) + Á2¸t(i)2)) for x Ø 0,
e≠x Æ 1 ≠ x + x2

= �t(1 ≠ Áx
€
t ¸t + Á2

x
€
t ¸2

t )
Æ �te≠Áx€

t ¸t+Á2x€
t ¸2

t . 1 + x Æ ex

On the other hand, by definition, for expert iı we have that

WT (iı) = e≠Á
qT

t=1 ¸t(iı)



How does MW applies to the
problem of linear query release?
• Let’s consider the problem without privacy.
• True data , initial synthetic data
• Adversary selects an online sequence of queries
• If

• Set the loss vector to be
• Update
• Increment t, i.e., t = t + 1
• Output

• Else: output
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p̃t+1 = Normalizen
�
p̃t · exp(�⌘`t)

�
<latexit sha1_base64="DFi3vjXa8sVSrIP/2lpzVmSWb+E="></latexit><latexit sha1_base64="DFi3vjXa8sVSrIP/2lpzVmSWb+E="></latexit><latexit sha1_base64="DFi3vjXa8sVSrIP/2lpzVmSWb+E="></latexit><latexit sha1_base64="DFi3vjXa8sVSrIP/2lpzVmSWb+E="></latexit>

`t := sign(qT p̃t � qT p) · q
<latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit>

|qT p̃t � qT p| � ↵

n
<latexit sha1_base64="odkg4iZYJ/RBwoMf0BMxPmQjFBQ=">AAACFnicbZBNSwMxEIazflu/Vj16CRbBi2VXBD2KXjwqWBW6tWTT2TY0m02TWaGs+yu8+Fe8eFDEq3jz35jWHvx6IfDwzgyTeWMthcUg+PAmJqemZ2bn5isLi0vLK/7q2oXNcsOhzjOZmauYWZBCQR0FSrjSBlgaS7iMe8fD+uUNGCsydY4DDc2UdZRIBGforJa/c9u/Po9QyDYUumwh3aHO0Lc06kCfRolhvIiY1F1WFqps+dWgFoxE/0I4hioZ67Tlv0ftjOcpKOSSWdsIA43NghkUXEJZiXILmvEe60DDoWIp2GYxOqukW85p0yQz7imkI/f7RMFSawdp7DpThl37uzY0/6s1ckwOmoVQOkdQ/GtRkkuKGR1mRNvCAEc5cMC4Ee6vlHeZiwJdkhUXQvj75L9wsVsLHZ/tVQ+PxnHMkQ2ySbZJSPbJITkhp6ROOLkjD+SJPHv33qP34r1+tU5445l18kPe2yfIt5/C</latexit><latexit sha1_base64="odkg4iZYJ/RBwoMf0BMxPmQjFBQ=">AAACFnicbZBNSwMxEIazflu/Vj16CRbBi2VXBD2KXjwqWBW6tWTT2TY0m02TWaGs+yu8+Fe8eFDEq3jz35jWHvx6IfDwzgyTeWMthcUg+PAmJqemZ2bn5isLi0vLK/7q2oXNcsOhzjOZmauYWZBCQR0FSrjSBlgaS7iMe8fD+uUNGCsydY4DDc2UdZRIBGforJa/c9u/Po9QyDYUumwh3aHO0Lc06kCfRolhvIiY1F1WFqps+dWgFoxE/0I4hioZ67Tlv0ftjOcpKOSSWdsIA43NghkUXEJZiXILmvEe60DDoWIp2GYxOqukW85p0yQz7imkI/f7RMFSawdp7DpThl37uzY0/6s1ckwOmoVQOkdQ/GtRkkuKGR1mRNvCAEc5cMC4Ee6vlHeZiwJdkhUXQvj75L9wsVsLHZ/tVQ+PxnHMkQ2ySbZJSPbJITkhp6ROOLkjD+SJPHv33qP34r1+tU5445l18kPe2yfIt5/C</latexit><latexit sha1_base64="odkg4iZYJ/RBwoMf0BMxPmQjFBQ=">AAACFnicbZBNSwMxEIazflu/Vj16CRbBi2VXBD2KXjwqWBW6tWTT2TY0m02TWaGs+yu8+Fe8eFDEq3jz35jWHvx6IfDwzgyTeWMthcUg+PAmJqemZ2bn5isLi0vLK/7q2oXNcsOhzjOZmauYWZBCQR0FSrjSBlgaS7iMe8fD+uUNGCsydY4DDc2UdZRIBGforJa/c9u/Po9QyDYUumwh3aHO0Lc06kCfRolhvIiY1F1WFqps+dWgFoxE/0I4hioZ67Tlv0ftjOcpKOSSWdsIA43NghkUXEJZiXILmvEe60DDoWIp2GYxOqukW85p0yQz7imkI/f7RMFSawdp7DpThl37uzY0/6s1ckwOmoVQOkdQ/GtRkkuKGR1mRNvCAEc5cMC4Ee6vlHeZiwJdkhUXQvj75L9wsVsLHZ/tVQ+PxnHMkQ2ySbZJSPbJITkhp6ROOLkjD+SJPHv33qP34r1+tU5445l18kPe2yfIt5/C</latexit><latexit sha1_base64="odkg4iZYJ/RBwoMf0BMxPmQjFBQ=">AAACFnicbZBNSwMxEIazflu/Vj16CRbBi2VXBD2KXjwqWBW6tWTT2TY0m02TWaGs+yu8+Fe8eFDEq3jz35jWHvx6IfDwzgyTeWMthcUg+PAmJqemZ2bn5isLi0vLK/7q2oXNcsOhzjOZmauYWZBCQR0FSrjSBlgaS7iMe8fD+uUNGCsydY4DDc2UdZRIBGforJa/c9u/Po9QyDYUumwh3aHO0Lc06kCfRolhvIiY1F1WFqps+dWgFoxE/0I4hioZ67Tlv0ftjOcpKOSSWdsIA43NghkUXEJZiXILmvEe60DDoWIp2GYxOqukW85p0yQz7imkI/f7RMFSawdp7DpThl37uzY0/6s1ckwOmoVQOkdQ/GtRkkuKGR1mRNvCAEc5cMC4Ee6vlHeZiwJdkhUXQvj75L9wsVsLHZ/tVQ+PxnHMkQ2ySbZJSPbJITkhp6ROOLkjD+SJPHv33qP34r1+tU5445l18kPe2yfIt5/C</latexit>

p = x/n
<latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit>

p̃1 = 1/|X |
<latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit>



The regret bound of MW implies that
the number of iterations of the MW
algorithm is small!
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Next lecture

• Private Multiplicative Weight:
• How to combine SVT and Hedge to obtain an error of
O(polylog (|Q|,|X|)) while satisfying pure-DP

• The problem of private selection
• Exponential mechanism
• Report noisy (arg)max
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