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Recap: last lecture

• Generalizing the problem of linear query release

• Apply Laplace mechanism to this problem
• Releasing queries
• Releasing data (i.e., contingency table)

• Sparse vector technique
• Privately selecting an sparse number of queries that are
interesting among possibly infinitely many queries
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Recap: (Generalized)
AboveThreshold mechanism

3

3.6. The sparse vector technique 57

Algorithm 1 Input is a private database D, an adaptively chosen
stream of sensitivity 1 queries f1, . . ., and a threshold T . Output is a
stream of responses a1, . . .

AboveThreshold(D, {fi}, T, ‘)
Let T̂ = T + Lap

1
2

‘

2
.

for Each query i do
Let ‹i = Lap(4

‘
)

if fi(D) + ‹i Ø T̂ then
Output ai = €.
Halt.

else
Output ai = ‹.

end if
end for

Theorem 3.23. AboveThreshold is (‘, 0)-di�erentially private.

Proof. Fix any two neighboring databases D and DÕ. Let A denote
the random variable representing the output of AboveThresh-
old(D, {fi}, T, ‘) and let AÕ denote the random variable representing
the output of AboveThreshold(DÕ, {fi}, T, ‘). The output of the algo-
rithm is some realization of these random variables, a œ {€, ‹}

k and
has the form that for all i < k, ai = ‹ and ak = €. There are two
types of random variables internal to the algorithm: the noisy thresh-
old T̂ and the perturbations to each of the k queries, {‹i}

k
i=1

. For the
following analysis, we will fix the (arbitrary) values of ‹1, . . . , ‹k≠1 and
take probabilities over the randomness of ‹k and T̂ . Define the fol-
lowing quantity representing the maximum noisy value of any query
f1, . . . , fk≠1 evaluated on D:

g(D) = max
i<k

(fi(D) + ‹i)

In the following, we will abuse notation and write Pr[T̂ = t] as short-
hand for the pdf of T̂ evaluated at t (similarly for ‹k), and write 1[x]
to denote the indicator function of event x. Note that fixing the values

Any noise-adding mechanism M1
satisfying ε/2-DP for queries with
sensitivity 1.

Any noise-adding mechanism M2
satisfying ε/2-DP for queries with
sensitivity 2.



Recap: SparseVector mechanism

1. Start with a budget of ε, and a maximum number of
“discoveries” c

2. Split ε into c equal parts and run AboveThreshold for up
to c times, each with a privacy budget of ε/c.

3. Stop when either the stream of queries are exhausted or
if all c discoveries are made.
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Recap: the analysis of AboveThreshold

1. The output space of the algorithm

• The output can be completely described by a random
integer k

2. w.l.o.g., we can assume T = 0 (why?)
3. The probability of outputting k is

5

A Other properties of differential privacy and RDP

RDP inherits and generalizes the information-theoretic properties of DP.
Lemma 15 (Selected Properties of RDP [Mironov, 2017]). If M obey ✏M(·)-RDP, then

1. [Indistinguishability] For any measurable set S ⇢ Range(M), and any neighboring D,D
0

e
�✏(↵)Pr[M(D0) 2 S]

↵
↵�1  Pr[M(D) 2 S]  e

✏(↵)Pr[M(D0) 2 S]
↵�1
↵ .

2. [Post-processing] For all function f , ✏f�M(·)  ✏M(·).

3. [Composition] ✏(M1,M2)(·) = ✏M1(·) + ✏M2(·).

This composition rule, together with Lemma 3, often allows for tighter calculations of (✏, �)-DP for
the composed mechanism than directly invoking the strong composition theorem below.
Lemma 16 (Strong composition [Kairouz et al., 2015]). For all ✏, �, �0 � 0, the (adaptive) composi-
tion of k (✏, �)-DP mechanisms obey (✏0, �0 + k�)-DP for ✏0 =

p
2k log(1/�0)✏+ k✏

e✏�1
e✏+1 .

B Proof of Theorem 8 — RDP of the Generalized SVT for c = 1

For unbounded sequences, the output space of the algorithm is {?k >|k = 0, 1, ...,1}. In the case
when kmax < +1, the output space is {?k >|k = 0, 1, ..., kmax � 1} [ {?kmax}. For notation
convenience, we replace ?kmax with ?kmax >, which can be thought of fixing a dummy query at
time kmax + 1 which always outputs +1 regardless of inputs. In both cases, we can completely
describe the output distribution the SVT with a positive random integer K. As a result, we will write
K ⇠ M(D) and K ⇠ M(D0) without loss of generality.

Also w.l.o.g., we assume thresholds Ti are all zero. There are two types of random variables in the
algorithm: the threshold noise ⇢ and the query noise ⌫i to each of the i queries, {⌫i}k+1

i=1 . We will use
p⇢(z) to denote the probability density of ⇢, evaluated at z, and we will use p(⌫i) as the pdf of ⌫i.

The probability of outputting o (or K = k + 1), can be written explicitly as follows:

Pr[M(D0) = o] =

Z +1

�1
p⇢(z)

✓Y

ik

Z z�qi(D
0)

�1
p(⌫i)d⌫i

◆
·
Z 1

z+qk+1(D0)
p(⌫k+1)d⌫k+1dz.

Our goal of is to bound Eo⇠M(D0)

✓
Pr[M(D)=o]
Pr[M(D0)=o]

◆↵�
using the RDP functions of M⇢ and M⌫ .

The key of the analysis relies on a sequence of fictitious queries q̃1, q̃2, ... which mirrors the actual
sequence of queries q1, q2, ... that are adaptively selected. These fictitious queries satisfy for all
i = 1, 2, 3, ...

q̃i(x) =

⇢
qi(D) +4, when x = D

qi(D0) otherwise (4)

The following lemma establishes that we can decompose the problem into one that involves the
Renyi-divergence between a distribution induced by these fictitious queries and another distribution
induced of the actual queries.
Lemma 17. Consider Algorithm 2 with c = 1, i.e., the output sequence o 2 {?k >|k = 0, 1, ...,1},
then we have

Eo⇠M(D0)

✓
Pr[M(D) = o]
Pr[M(D0) = o]

◆↵�
 Ez⇠p⇢

2

666664

✓
p⇢(z �4)

p⇢(z)

◆↵

EK⇠M(D0)

2

4

⇣
Pr[M(D) = K|z, Q̃]

⌘↵

(Pr[M(D0) = K|z])↵

������
z

3

5

| {z }
denoted by (⇤)

3

777775

(5)

where K is a random variable, denotes the number of ? plus 1 when the algorithm stops, and the
explicit conditioning on Q̃ indicates that the probability is evaluated by hypothetically running the
algorithm on the fictitious queries q̃1, q̃2, ... 2 Q̃.
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Proof of Lemma 17. From the definition of Renyi DP, we have

o⇠D0


Pr[M(D) = o]↵

Pr[M(D0) = o]↵

�
=

1X

k=0

Pr[M(D) =?k >]↵

Pr[M(D0) =?k >]↵�1
(6)

Without loss of generality, we will replace o with k which measures the number of ?s in o. By law
of total expectation, we can condition on ⇢ = z

Pr[M(D) = k] = Ez⇠p⇢ [Pr[M(D) = k|z]]

=Ez⇠p⇢ [
Y

ik

Pr[qi(D) + ⌫i < z|z]Pr[qk+1(D) + ⌫i � z|z]]

=

Z +1

�1
p⇢(z)

✓Y

ik

Z z�qi(D)

�1
p(⌫i)d⌫i

◆
·
Z 1

z�qk+1(D)
p(⌫k+1)d⌫k+1dz

u:=z+4
#
=

Z +1

�1
p⇢(u�4)

✓Y

ik

Z u�4�qi(D)

�1
p(⌫i)d⌫i

◆
·
Z 1

u�4�qk+1(D)
p(⌫k+1)d⌫k+1du

=

Z +1

�1
p⇢(u)

✓
p⇢(u�4)

p⇢(u)

◆✓Y

ik

Z u�4�qi(D)

�1
p(⌫i)d⌫i

◆
·
Z 1

u�4�qk+1(D)
p(⌫k+1)d⌫k+1du

=Ez⇠p⇢

2

4
✓
p⇢(z �4)

p⇢(z)

◆✓Y

ik

Z z�4�qi(D)

�1
p(⌫i)d⌫i

◆
·
Z 1

z�4�qk+1(D)
p(⌫k+1)d⌫k+1

3

5

where in the last line, we rename the variable u back to z.

Substituting the above expression to the definition of RDP and apply Jensen’s inequality

(6) =
1X

k=0

Ez⇠p⇢

⇣
p⇢(z�4)
p⇢(z)

⌘✓Q
ik

R z�4�qi(D)
�1 p(⌫i)d⌫i

◆
·
R1
z�4�qk+1(D) p(⌫k+1)d⌫k+1

�↵

Ez⇠p⇢

✓Q
ik

R z�qi(D0)
�1 p(⌫i)d⌫i

◆
·
R1
z��qk+1(D0) p(⌫k+1)d⌫k+1

�↵�1


1X

k=0

z⇠p⇢

✓
p⇢(z�4)
p⇢(z)

(
Q

ik

R z�4�qi(D)
�1 p(⌫i)d⌫i)

R1
z�4�qk+1(D) p(⌫k+1)d⌫k+1

◆↵

✓
(
Q

ik

R z�qi(D0)
�1 p(⌫i)d⌫i)

R1
z�qk+1(D0) p(⌫k+1)d⌫k+1

◆↵�1

(7)
The inequality applies Jensen’s inequality to bivariate function f(x, y) = x

↵
y
1�↵, which is jointly

convex on R2
+ for ↵ 2 (1,+1).

Exchange the order of integral variable z and k in (7), we get

(7) =Ez⇠p⇢

2

6664

✓
p⇢(z �4)

p⇢(z)

◆↵ 1X

k=0

✓
(
Q

ik

R z�4�qi(D)
�1 p(⌫i)d⌫i)

R1
z�4�qk+1(D) p(⌫k+1)d⌫k+1

◆↵

✓
(
Q

ik

R z�qi(D0)
�1 p(⌫i)d⌫i)

R1
z�qk+1(D0) p(⌫k+1)d⌫k+1

◆↵�1

3

7775

=Ez⇠p⇢

2

4
✓
p⇢(z �4)

p⇢(z)

◆↵ 1X

k=0

⇣Qk
i=1 Pr[qi(D) +4+ ⌫i < z|z]Pr[qk+1(D) +4+ ⌫k+1 � z|z]

⌘↵

�
PrM(D0)[K = k + 1|z]

�↵�1

3

5

(8)

=Ez⇠p⇢

2

4
✓
p⇢(z �4)

p⇢(z)

◆↵

EK⇠M(D0)

2

4

⇣QK�1
i=1 Pr[q̃i(D) + ⌫i < z|z]Pr[q̃K(D) + ⌫K � z|z]

⌘↵

(Pr[M(D0) = K|z])↵

������
z

3

5

3

5

=Ez⇠p⇢

2

4
✓
p⇢(z �4)

p⇢(z)

◆↵

EK⇠M(D0)

2

4

⇣
Pr[M(D) = K|z, Q̃]

⌘↵

(Pr[M(D0) = K|z])↵

������
z

3

5

3

5 (9)
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Recap: The analysis of AboveThreshold
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Proof of Lemma 17. From the definition of Renyi DP, we have

o⇠D0


Pr[M(D) = o]↵

Pr[M(D0) = o]↵

�
=

1X

k=0

Pr[M(D) =?k >]↵

Pr[M(D0) =?k >]↵�1
(6)

Without loss of generality, we will replace o with k which measures the number of ?s in o. By law
of total expectation, we can condition on ⇢ = z

Pr[M(D) = k] = Ez⇠p⇢ [Pr[M(D) = k|z]]

=Ez⇠p⇢ [
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3
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where in the last line, we rename the variable u back to z.

Substituting the above expression to the definition of RDP and apply Jensen’s inequality

(6) =
1X

k=0

Ez⇠p⇢

⇣
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p⇢(z)
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✓
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(7)
The inequality applies Jensen’s inequality to bivariate function f(x, y) = x

↵
y
1�↵, which is jointly

convex on R2
+ for ↵ 2 (1,+1).

Exchange the order of integral variable z and k in (7), we get
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Proof of Lemma 17. From the definition of Renyi DP, we have
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Without loss of generality, we will replace o with k which measures the number of ?s in o. By law
of total expectation, we can condition on ⇢ = z
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where in the last line, we rename the variable u back to z.

Substituting the above expression to the definition of RDP and apply Jensen’s inequality
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The inequality applies Jensen’s inequality to bivariate function f(x, y) = x
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Exchange the order of integral variable z and k in (7), we get
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Key trick: a change of variable that shifts noisy-threshold by Δ



Recap: Bounding the third term
via a fictitious query

• Define:

• What is the sensitivity of ?

7

Proof of Lemma 17. From the definition of Renyi DP, we have
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where in the last line, we rename the variable u back to z.

Substituting the above expression to the definition of RDP and apply Jensen’s inequality
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This lecture

• Finish the topic on SVT

• Apply SVT for answering many linear queries
• Private-Multiplicative Weight

• Differentially private selection
• Exponential mechanism
• Report Noisy Max

8



Readings

• For private multiplicative weights algorithm
• Dwork and Roth, Section 4.2.
• Alternatively, Vadhan: Section 4.2

• For a proof of the multiplicative weight / hedge
• Online Convex Optimization book (Hazan), Section 1.3
• Or watch my video from Convex Optimization (taught in 2020
Spring, will post the link on Piazza)

• For private selection, read:
• Dwork and Roth Section 3.3 and 3.4
• [Advanced reading] Dong’s blog on exponential mechanism
https://dongjs.github.io/2020/02/10/ExpMech.html

9

https://sites.google.com/view/intro-oco/
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https://dongjs.github.io/2020/02/10/ExpMech.html


Utility of SparseVector

• Idea is to simply bound the magnitude of the noise
• (All true discoveries.) With high probability, we do not
wrongly reject interesting queries.

• (No-false discovery). With high probability, we also do
not wrongly identify queries that are not interesting as
interesting.

• Union bound over all of them.
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We are outputting only the selections,
but not numerical values? NumericSparse!

• This is trivial to fix with twice the privacy budget.
• Compose the following:

• AboveThresh1, LapMech1, AboveThresh2, LapMech2,…

• Each one of the mechanism is adaptively chosen based on
realized previous outcomes.
• How does LapMech_j depend on the output of AboveThresh_j?

• How does the AboveThresh_j depend on all previous outputs?
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Let’s apply the above SVT method
for online query release.
• Problem setup:
• A adaptive online sequence of linear queries.
• The curator has to answer them as they arrive.

• Baseline:
• Laplace mechanism for releasing queries O(|Q|/ ε)
• Laplace mechanism for releasing contingency table
O(\sqrt{|X|} log |Q| / ε).

• Question: Is it possible to get O(polylog (|Q|,|X|))
error?
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Idea: Use correlated noise by
learning a synthetic dataset
• We will be using sparse vector technique!
• For an online sequence of queries
• Continue to run ”AboveThreshold”, if error is below a
noise threshold
• Return what the synthetic data set returns

• else: Release the query using Laplace Mechanism
• Update the synthetic data
• Restart “AboveThreshold”
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Detour: No-regret online learning
from expert advice

• N experts, each give advices on stock choices
• After each day, their losses are revealed
• Can I come up with a strategy that does as well as
the best expert with (asymptotically) no regret?
• Define “Regret”:
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Multiplicative Weights Algorithm
(i.e., the Hedge algorithm)

15

16 Introduction

Algorithm 1 Hedge
1: Initialize: ’i œ [N ], W1(i) = 1
2: for t = 1 to T do

3: Pick it ≥R Wt, i.e., it = i with probability xt(i) = Wt(i)q
j

Wt(j)

4: Incur loss ¸t(it).
5: Update weights Wt+1(i) = Wt(i)e≠Á¸t(i)

6: end for

Historically, this was observed by a di�erent and closely related
algorithm called Hedge, whose total loss bound will be of interest to us
later on in the book.

Henceforth, denote in vector notation the expected loss of the al-
gorithm by

E[¸t(it)] =
Nÿ

i=1
xt(i)¸t(i) = x

€

t ¸t

Theorem 1.5. Let ¸2
t denote the N -dimensional vector of square losses,

i.e., ¸2
t (i) = ¸t(i)2, let Á > 0, and assume all losses to be non-negative.

The Hedge algorithm satisfies for any expert iı œ [N ]:
Tÿ

t=1
x

€

t ¸t Æ
Tÿ

t=1
¸t(iı) + Á

Tÿ

t=1
x

€

t ¸2
t + log N

Á

Proof. As before, let �t =
qN

i=1 Wt(i) for all t œ [T ], and note that
�1 = N .

Inspecting the sum of weights:

�t+1 =
q

i Wt(i)e≠Á¸t(i)

= �t
q

i xt(i)e≠Á¸t(i)
xt(i) = Wt(i)q

j
Wt(j)

Æ �t
q

i xt(i)(1 ≠ Á¸t(i) + Á2¸t(i)2)) for x Ø 0,
e≠x Æ 1 ≠ x + x2

= �t(1 ≠ Áx
€
t ¸t + Á2

x
€
t ¸2

t )
Æ �te≠Áx€

t ¸t+Á2x€
t ¸2

t . 1 + x Æ ex

On the other hand, by definition, for expert iı we have that

WT (iı) = e≠Á
qT

t=1 ¸t(iı)
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(From the Online Convex Optimization book by Elad Hazan)



Corollary: we can also compete with
the best probability distribution!

• Why?
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How does MW applies to the
problem of linear query release?
Online query release without privacy
1. True data , initial synthetic data
2. Adversary selects an online sequence of queries
• If

1. Output
2. Set the loss vector to be
3. Update
4. Increment t, i.e., t = t + 1

• Else: output
17
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<latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit>

p = x/n
<latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit>

p̃1 = 1/|X |
<latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit>

qT p
<latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit><latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit><latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit><latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit>

qT p̃t
<latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit>

|qT p̃t � qT p| � ↵
<latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit><latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit><latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit><latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit>

p̃t+1 = Normalize
�
p̃t · exp(�⌘`t)

�
<latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit><latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit><latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit><latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit>



The regret bound of MW implies that
the number of iterations of the MW
algorithm is small!
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16 Introduction

Algorithm 1 Hedge
1: Initialize: ’i œ [N ], W1(i) = 1
2: for t = 1 to T do

3: Pick it ≥R Wt, i.e., it = i with probability xt(i) = Wt(i)q
j

Wt(j)

4: Incur loss ¸t(it).
5: Update weights Wt+1(i) = Wt(i)e≠Á¸t(i)

6: end for

Historically, this was observed by a di�erent and closely related
algorithm called Hedge, whose total loss bound will be of interest to us
later on in the book.

Henceforth, denote in vector notation the expected loss of the al-
gorithm by

E[¸t(it)] =
Nÿ

i=1
xt(i)¸t(i) = x

€

t ¸t

Theorem 1.5. Let ¸2
t denote the N -dimensional vector of square losses,

i.e., ¸2
t (i) = ¸t(i)2, let Á > 0, and assume all losses to be non-negative.

The Hedge algorithm satisfies for any expert iı œ [N ]:
Tÿ

t=1
x

€

t ¸t Æ
Tÿ

t=1
¸t(iı) + Á

Tÿ

t=1
x

€

t ¸2
t + log N

Á

Proof. As before, let �t =
qN

i=1 Wt(i) for all t œ [T ], and note that
�1 = N .

Inspecting the sum of weights:

�t+1 =
q

i Wt(i)e≠Á¸t(i)

= �t
q

i xt(i)e≠Á¸t(i)
xt(i) = Wt(i)q

j
Wt(j)

Æ �t
q

i xt(i)(1 ≠ Á¸t(i) + Á2¸t(i)2)) for x Ø 0,
e≠x Æ 1 ≠ x + x2

= �t(1 ≠ Áx
€
t ¸t + Á2

x
€
t ¸2

t )
Æ �te≠Áx€

t ¸t+Á2x€
t ¸2

t . 1 + x Æ ex

On the other hand, by definition, for expert iı we have that

WT (iı) = e≠Á
qT

t=1 ¸t(iı)



Private MW for online query
release using NumericSparse
Online query release with differential privacy
1. True data , initial synthetic data
2. Adversary selects an online sequence of queries
• If

1. Output
2. Set the loss vector to be
3. Update
4. Increment t, i.e., t = t + 1

• Else: output
19

`t := sign(qT p̃t � qT p) · q
<latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit><latexit sha1_base64="fsnQt/p8+D0x1bvL1N6uCUhcNcI=">AAACIXicbVBNSwMxFMz6WevXqkcvwSLUg2VXBEUQRC8eK1gVurVks69taDa7Td4KZelf8eJf8eJBEW/inzGtPWjrQGCYmcfLmzCVwqDnfTozs3PzC4uFpeLyyurauruxeWOSTHOo8UQm+i5kBqRQUEOBEu5SDSwOJdyG3Yuhf/sA2ohEXWM/hUbM2kq0BGdopaZ7HICUTaQnpzSIGXZ0nBvRVoNy7/6aBihkBHk6sIF9apV0jwY8SpD2aNMteRVvBDpN/DEpkTGqTfcjiBKexaCQS2ZM3fdSbORMo+ASBsUgM5Ay3mVtqFuqWAymkY8uHNBdq0S0lWj7FNKR+nsiZ7Ex/Ti0yeEVZtIbiv959Qxbx41cqDRDUPxnUSuTFBM6rItGQgNH2beEcS3sXynvMM042lKLtgR/8uRpcnNQ8S2/OiydnY/rKJBtskPKxCdH5IxckiqpEU4eyTN5JW/Ok/PivDsfP9EZZzyzRf7A+foGzXaioA==</latexit>

p = x/n
<latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit>

p̃1 = 1/|X |
<latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit>

qT p
<latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit><latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit><latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit><latexit sha1_base64="mFDPhU/RSEplkKR8uPnuO/DWaxc=">AAAB7HicbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCt220K4lm862odnsmmSFUvobvHhQxKs/yJv/xrTdg7a+EHh4Z4bMvGEquDau++0U1tY3NreK26Wd3b39g/LhUVMnmWLos0Qkqh1SjYJL9A03AtupQhqHAlvh6HZWbz2h0jyRDTNOMYjpQPKIM2qs5T8+NEjaK1fcqjsXWQUvhwrkqvfKX91+wrIYpWGCat3x3NQEE6oMZwKnpW6mMaVsRAfYsShpjDqYzJedkjPr9EmUKPukIXP398SExlqP49B2xtQM9XJtZv5X62Qmug4mXKaZQckWH0WZICYhs8tJnytkRowtUKa43ZWwIVWUGZtPyYbgLZ+8Cs2Lqmf5/rJSu8njKMIJnMI5eHAFNbiDOvjAgMMzvMKbI50X5935WLQWnHzmGP7I+fwBWxaOXw==</latexit>

qT p̃t
<latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit>

Use AboveThresh for this

Use Laplace mechanism

|qT p̃t � qT p| � ↵
<latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit><latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit><latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit><latexit sha1_base64="pPqLxfDlhHC2kKzcUwAbplQXDIo=">AAACDXicbZC7SgNBFIZnvcZ4i1raDEbBxrArgpaijWWE3CAbw+zkJBkyuzvOnBXCJi9g46vYWChia2/n2zi5FJr4w8DHf87hzPkDJYVB1/12FhaXlldWM2vZ9Y3Nre3czm7FxInmUOaxjHUtYAakiKCMAiXUlAYWBhKqQe96VK8+gDYijkrYV9AIWScSbcEZWquZOxzc35V8FLIFqRo2kZ5Qa6gB9TtwT30mVZdlm7m8W3DHovPgTSFPpio2c19+K+ZJCBFyyYype67CRso0Ci5hmPUTA4rxHutA3WLEQjCNdHzNkB5Zp0XbsbYvQjp2f0+kLDSmHwa2M2TYNbO1kflfrZ5g+6KRikglCBGfLGonkmJMR9HQltDAUfYtMK6F/SvlXaYZRxvgKARv9uR5qJwWPMu3Z/nLq2kcGbJPDsgx8cg5uSQ3pEjKhJNH8kxeyZvz5Lw4787HpHXBmc7skT9yPn8AbVObHA==</latexit>

p̃t+1 = Normalize
�
p̃t · exp(�⌘`t)

�
<latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit><latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit><latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit><latexit sha1_base64="CgVE4KmzvvVUjzSaOf3xtEgLq9I="></latexit>



Private MW for online query
release using NumericSparse
Online query release with differential privacy
1. True data , initial synthetic data
2. Adversary selects an online sequence of queries

• If

1. Privately release
2. Set the loss vector to be
3. Update
4. Increment t, i.e., t = t + 1. Break if t > N
5. Refresh threshold noise:

• Else: output
20

p = x/n
<latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit><latexit sha1_base64="vkwMzAQ1ywEvKpr7Ns/61hu3pFQ=">AAAB7nicbZDLSgMxFIbP1Futt6pLN8EiuKozIuhGKLpxWcFeoB1KJs20oZkkJBmxDH0INy4UcevzuPNtTNtZaOsPgY//nEPO+SPFmbG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdPIVBPaIJJL3Y6woZwJ2rDMctpWmuIk4rQVjW6n9dYj1YZJ8WDHioYJHggWM4Kts1oKXaOnM9ErV/yqPxNahiCHCuSq98pf3b4kaUKFJRwb0wl8ZcMMa8sIp5NSNzVUYTLCA9pxKHBCTZjN1p2gE+f0USy1e8Kimft7IsOJMeMkcp0JtkOzWJua/9U6qY2vwowJlVoqyPyjOOXISjS9HfWZpsTysQNMNHO7IjLEGhPrEiq5EILFk5eheV4NHN9fVGo3eRxFOIJjOIUALqEGd1CHBhAYwTO8wpunvBfv3fuYtxa8fOYQ/sj7/AEeyI7C</latexit>

p̃1 = 1/|X |
<latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit><latexit sha1_base64="Bc09KqpaSghNAZ56R0j/bRTwAjA=">AAACBnicbZDLSsNAFIYn9VbrLepShMEiuKqJCLoRim5cVrAXaEKYTCbt0MkkzEyEkmblxldx40IRtz6DO9/GSZuFtv4w8PGfc5hzfj9hVCrL+jYqS8srq2vV9drG5tb2jrm715FxKjBp45jFoucjSRjlpK2oYqSXCIIin5GuP7op6t0HIiSN+b0aJ8SN0IDTkGKktOWZh46iLCBZkns2vIL26cSJkBpixLJePvHMutWwpoKLYJdQB6VanvnlBDFOI8IVZkjKvm0lys2QUBQzktecVJIE4REakL5GjiIi3Wx6Rg6PtRPAMBb6cQWn7u+JDEVSjiNfdxY7yvlaYf5X66cqvHQzypNUEY5nH4UpgyqGRSYwoIJgxcYaEBZU7wrxEAmElU6upkOw509ehM5Zw9Z8d15vXpdxVMEBOAInwAYXoAluQQu0AQaP4Bm8gjfjyXgx3o2PWWvFKGf2wR8Znz+WrJiO</latexit>

qT p̃t
<latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit><latexit sha1_base64="ynJ/LB7qHOtusGowoix+udO3UEI=">AAAB+HicbZDLSsNAFIYn9VbrpVGXbgaL4KokIuiy6MZlhd6gjWEymbRDJ5M4cyLU0Cdx40IRtz6KO9/GaZuFtv4w8PGfczhn/iAVXIPjfFultfWNza3ydmVnd2+/ah8cdnSSKcraNBGJ6gVEM8ElawMHwXqpYiQOBOsG45tZvfvIlOaJbMEkZV5MhpJHnBIwlm9XH+5beABchCxPpz74ds2pO3PhVXALqKFCTd/+GoQJzWImgQqidd91UvByooBTwaaVQaZZSuiYDFnfoCQx014+P3yKT40T4ihR5knAc/f3RE5irSdxYDpjAiO9XJuZ/9X6GURXXs5lmgGTdLEoygSGBM9SwCFXjIKYGCBUcXMrpiOiCAWTVcWE4C5/eRU653XX8N1FrXFdxFFGx+gEnSEXXaIGukVN1EYUZegZvaI368l6sd6tj0VrySpmjtAfWZ8/zqWTLQ==</latexit>
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Privacy analysis is straightforward.

• The algorithm runs AboveThresh + Laplace
Mechanism for at most N times.
• Total privacy loss bounded by 2N𝜀0

• We could choose 2N𝜀0 = 𝜀budget

• Note unique. How to choose N,𝜀0?
• We need to choose 𝜀0 s.t. the accuracy criteria is met.
• We need to guess (and bound) the number of iterations
the Hedge algorithms will need to run.
• Choose one pair of N,𝜀0 that works.
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Utility analysis of the private MW
Mechanism
1. Bound all Laplace random variables (how many are they?)

2. All that are not selected are getting accurate answers

3. All that are selected are also getting accurate answers

4. From the regret bound of MW, the number of iterations is small
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Summarize the result into a
theorem statement
• Choose these parameters
• 𝜀0 =
• N =
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Theorem (Utility of Private MW):With probability at least 1- 𝛿, The private MW
algorithm calibrated to achieve with 𝜀-DP is able to answer any online sequence of |Q|
linear queries and a max error of:



Remainder of today’s lecture

• Introducing the problem of private selection

• Exponential mechanism

• The privacy analysis of exponential mechanism
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Private selection

• A (large) set of items, and a utility function.

• Example 1 (Most popular movie)

• Example 2 (Learning a classifier)

• Example 3 (Auction)
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Exponential mechanism

• Global sensitivity of the utility function

• The exponential mechanism samples an output
from a “Gibbs distribution”:
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38 Basic Techniques and Composition Theorems

range argument:

�u © max
rœR

max
x,y:Îx≠yÎ1Æ1

|u(x, r) ≠ u(y, r)|.

The intuition behind the exponential mechanism is to output each pos-
sible r œ R with probability proportional to exp(Áu(x, r)/�u) and so
the privacy loss is approximately:

ln
3exp(Áu(x, r)/�u)

exp(Áu(y, r)/�u)

4
= Á[u(x, r) ≠ u(y, r)]/�u) Æ Á.

This intuitive view overlooks some e�ects of a normalization term which
arises when an additional person in the database causes the utilities of
some elements r œ R to decrease and others to increase. The actual
mechanism, defined next, reserves half the privacy budget for changes
in the normalization term.

Definition 3.4 (The Exponential Mechanism). The exponential mech-
anism ME(x, u, R) selects and outputs an element r œ R with
probability proportional to exp( Áu(x,r)

2�u
).

The exponential mechanism can define a complex distribution over
a large arbitrary domain, and so it may not be possible to implement
the exponential mechanism e�ciently when the range of u is super-
polynomially large in the natural parameters of the problem.

Returning to the pumpkin example, utility for a price p on database
x is simply the profit obtained when the price is p and the demand curve
is as described by x. It is important that the range of potential prices
is independent of the actual bids. Otherwise there would exist a price
with non-zero weight in one dataset and zero weight in a neighboring
set, violating di�erential privacy.

Theorem 3.10. The exponential mechanism preserves (Á, 0)-
di�erential privacy.

Proof. For clarity, we assume the range R of the exponential mecha-
nism is finite, but this is not necessary. As in all di�erential privacy
proofs, we consider the ratio of the probability that an instantiation
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Privacy Analysis of Exponential
Mechanism

27



Randomized response and Laplace
mechanism are instances of
exponential mechanisms!
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Next lecture

• Utility analysis of exponential mechanism

• Report Noisy Max

• Privacy loss random variable and advanced
composition
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