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A few logistic notes

• Time to think about your course project
• I shared a list of ideas on Piazza
• Form your own team (up to 3 people), or do an 

independent project.
• Discuss your idea with me (piazza / email / in-person)!

• Scribing:
• Scribes for lecture 1 and 2 now available.
• Send me the latex file when you are done.
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Recap: last lecture

• Sparse Vector
• Everything in the proof works for general low-sensitivity 

queries (possibly non-linear queries)

• The problem of linear query release

• Private multiplicative weights
• Use sparse vector (“NumericSparse”)
• A cute application of a no-regret online learning method
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Recap:  Private Multiplicative 
Weight
• Learn a synthetic dataset while answering queries.

• Use SVT to check if  the error of the synthetic data 
is large.

• Show that the number of rounds is 1/alpha^2 by 
the regret bound, thus after that many rounds of 
queries, the synthetic dataset will take over.

4



Summary of the problem of 
private query release

Laplace 
(release query)

Laplace (release 
data / 
contingency 
table)

Private Multiplicative 
Weights

Error (normalized 
query)

Computational 
complexity
(per query)
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<latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit><latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit><latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit><latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit>

O(|X |)
<latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit>

O(n)
<latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit><latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit><latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit><latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit>

O(max{|X |, n})
<latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit>



Recap: Exponential mechanism

• Global sensitivity of the utility function

• The exponential mechanism samples an output
from a “Gibbs distribution”:

6
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range argument:

�u © max
rœR

max
x,y:Îx≠yÎ1Æ1

|u(x, r) ≠ u(y, r)|.

The intuition behind the exponential mechanism is to output each pos-
sible r œ R with probability proportional to exp(Áu(x, r)/�u) and so
the privacy loss is approximately:

ln
3exp(Áu(x, r)/�u)

exp(Áu(y, r)/�u)

4
= Á[u(x, r) ≠ u(y, r)]/�u) Æ Á.

This intuitive view overlooks some e�ects of a normalization term which
arises when an additional person in the database causes the utilities of
some elements r œ R to decrease and others to increase. The actual
mechanism, defined next, reserves half the privacy budget for changes
in the normalization term.

Definition 3.4 (The Exponential Mechanism). The exponential mech-
anism ME(x, u, R) selects and outputs an element r œ R with
probability proportional to exp( Áu(x,r)

2�u
).

The exponential mechanism can define a complex distribution over
a large arbitrary domain, and so it may not be possible to implement
the exponential mechanism e�ciently when the range of u is super-
polynomially large in the natural parameters of the problem.

Returning to the pumpkin example, utility for a price p on database
x is simply the profit obtained when the price is p and the demand curve
is as described by x. It is important that the range of potential prices
is independent of the actual bids. Otherwise there would exist a price
with non-zero weight in one dataset and zero weight in a neighboring
set, violating di�erential privacy.

Theorem 3.10. The exponential mechanism preserves (Á, 0)-
di�erential privacy.

Proof. For clarity, we assume the range R of the exponential mecha-
nism is finite, but this is not necessary. As in all di�erential privacy
proofs, we consider the ratio of the probability that an instantiation
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Proof: 1. Bound the ratio of the above exponentiated utility function (up to scale). 
2. Bound the ratio of the normalization constant. 



This lecture

• Privacy selection (Part II)
• Utility of Exponential mechanism.
• Application: SmallDB
• ReportNoisyMax

• Advanced Composition
• Privacy loss random variable
• Advanced composition for pure-DP
• Linear Query Release under Approximate DP
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Readings:

• Report Noisy Max / Exponential mechanism
• Dwork and Roth 3.3 – 3.4

• SmallDB
• Dwork and Roth 4.1

• Advanced Composition for pure-DP
• Vadhan 2.2. (Specifically, Lemma 2.4)
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Randomized response and Laplace
mechanism are instances of
exponential mechanisms!
• Randomized Response

• Laplace mechanism

9



Detour: Applying the results of 
exponential mechanism to these two.

10



Detour: What is really happening? 
There are two different types of 
“exponential mechanism”

• Type I (“exponential mechanism” with insensitive 
utility function)

• Type II (“exponential mechanism” with insensitive 
log-probabilities)

11

M(x) ⇠ p(r|x) / exp(
"u(x, r)

2�u
)
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M(x) ⇠ p(r|x) = exp(
"ũ(x, r)

2�ũ
)
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Recommended further reading: Dong’s blog on exponential mechanism 
https://dongjs.github.io/2020/02/10/ExpMech.html
Also, Durfee and Rogers (2019): https://arxiv.org/abs/1905.04273

https://dongjs.github.io/2020/02/10/ExpMech.html
https://arxiv.org/abs/1905.04273


Utility of exponential mechanism

Proof:

12

3.4. The exponential mechanism 39

of the exponential mechanism outputs some element r œ R on two
neighboring databases x œ N|X | and y œ N|X | (i.e., Îx ≠ yÎ1 Æ 1).

Pr[ME(x, u, R) = r]
Pr[ME(y, u, R) = r] =

A
exp(

Áu(x,r)
2�u )q

rÕœR exp(
Áu(x,rÕ)

2�u )

B

A
exp(

Áu(y,r)
2�u )q

rÕœR exp(
Áu(y,rÕ)

2�u )

B

=
A

exp( Áu(x,r)

2�u
)

exp( Áu(y,r)

2�u
)

B

·

Q

a
q

rÕœR exp( Áu(y,r
Õ
)

2�u
)

q
rÕœR exp( Áu(x,rÕ)

2�u
)

R

b

= exp
3

Á(u(x, rÕ) ≠ u(y, rÕ))
2�u

4

·

Q

a
q

rÕœR exp( Áu(y,r
Õ
)

2�u
)

q
rÕœR exp( Áu(x,rÕ)

2�u
)

R

b

Æ exp
3

Á

2

4
· exp

3
Á

2

4
·

Q

a
q

rÕœR exp( Áu(x,r
Õ
)

2�u
)

q
rÕœR exp( Áu(x,rÕ)

2�u
)

R

b

= exp(Á).

Similarly, Pr[ME(y,u)=r]

Pr[ME(x,u)=r]
Ø exp(≠Á) by symmetry.

The exponential mechanism can often give strong utility guarantees,
because it discounts outcomes exponentially quickly as their quality
score falls o�. For a given database x and a given utility measure u :
N|X |

◊ R æ R, let OPTu(x) = maxrœR u(x, r) denote the maximum
utility score of any element r œ R with respect to database x. We will
bound the probability that the exponential mechanism returns a “good”
element of R, where good will be measured in terms of OPTu(x). The
result is that it will be highly unlikely that the returned element r has
a utility score that is inferior to OPTu(x) by more than an additive
factor of O((�u/Á) log |R|).

Theorem 3.11. Fixing a database x, let ROPT = {r œ R : u(x, r) =
OPTu(x)} denote the set of elements in R which attain utility score
40 Basic Techniques and Composition Theorems

OPTu(x). Then:

Pr
5
u(ME(x, u, R)) Æ OPTu(x) ≠

2�u

Á

3
ln

3
|R|

|ROPT|

4
+ t

46
Æ e≠t

Proof.

Pr[u(ME(x, u, R)) Æ c] Æ
|R| exp(Ác/2�u)

|ROPT| exp(ÁOPTu(x)/2�u)

= |R|

|ROPT|
exp

3
Á(c ≠ OPTu(x))

2�u

4
.

The inequality follows from the observation that each r œ R

with u(x, r) Æ c has un-normalized probability mass at most
exp(Ác/2�u), and hence the entire set of such “bad” elements r has
total un-normalized probability mass at most |R| exp(Ác/2�u). In
contrast, we know that there exist at least |ROPT| Ø 1 elements
with u(x, r) = OPTu(x), and hence un-normalized probability mass
exp(ÁOPTu(x)/2�u), and so this is a lower bound on the normalization
term.

The theorem follows from plugging in the appropriate value
for c.

Since we always have |ROPT| Ø 1, we can more commonly make
use of the following simple corollary:

Corollary 3.12. Fixing a database x, we have:

Pr
5
u(ME(x, u, R)) Æ OPTu(x) ≠

2�u

Á
(ln (|R|) + t)

6
Æ e≠t

As seen in the proofs of Theorem 3.11 and Corollary 3.12, the Expo-
nential Mechanism can be particularly easy to analyze.

Example 3.6 (Best of Two). Consider the simple question of determin-
ing which of exactly two medical conditions A and B is more common.
Let the two true counts be 0 for condition A and c > 0 for condition B.
Our notion of utility will be tied to the actual counts, so that conditions
with bigger counts have higher utility and �u = 1. Thus, the utility
of A is 0 and the utility of B is c. Using the Exponential Mechanism



Applying Exponential Mechanism 
to (offline) Linear Query Release
• Given a fixed set of queries of size k
• Run exponential mechanism to select a dataset 

most consistent with the answers to these queries

13

70 Releasing Linear Queries with Correlated Error

This large and useful class of queries is just one example of the sorts
of queries that can be accurately answered by the algorithms given
in this section. (Note that if we wish to also allow (non-monotone)
conjunctions which ask about negated attributes, we can do that as
well — simply double the feature space from d to 2d, and set zd+i =
1 ≠ zi for all i œ {1, . . . , d}.)

4.1 An o�ine algorithm: SmallDB

In this section, we give an algorithm based on the idea of sampling a
small database using the exponential mechanism. What we will show
is that, for counting queries, it su�ces to consider databases that are
small: their size will only be a function of the query class, and our
desired approximation accuracy –, and crucially not on ÎxÎ1, the size
of the private database. This is important because it will allow us to
simultaneously guarantee, for all su�ciently large databases, that there
is at least one database in the range of the exponential mechanism that
well approximates x on queries in Q, and that there are not too many
databases in the range to dissipate the probability mass placed on this
“good” database.

Algorithm 4 The Small Database Mechanism
SmallDB(x, Q, Á, –)

Let R Ω {y œ N|X | : ÎyÎ1 = log |Q|

–2 }

Let u : N|X |
◊ R æ R be defined to be:

u(x, y) = ≠ max
fœQ

|f(x) ≠ f(y)|

Sample And Output y œ R with the exponential mechanism
ME(x, u, R)

We first observe that the Small Database mechanism preserves
Á-di�erential privacy.

Proposition 4.1. The Small Database mechanism is (Á, 0) di�erentially
private.



Analyzing the smallDB mechanism

• Privacy guarantee follows from that of the 
exponential mechanism

• Analyzing the sensitivity 
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Utility of the SmallDB in 
answering linear queries
• Notice that we are restricting the sample size
• If log |Q|/ 𝛼2 < n,  we need to work out the optimal 

solution (even if we output argmin in the clear)

• Claim: There always exists a smallDB that is 𝛼
accurate.
• Idea: randomly sample the dataset (with replacement).
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Apply the utility theorem of 
exponential mechanism
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Checkpoint:  SmallDB vs Private 
Multiplicative Weights
• Both achieve the same asymptotic error

• MW also works for an online sequence of 
adaptively chosen query

• Neither is computationally efficient
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Alternative algorithm for private 
selection: ReportNoisyMax
• For each 

• Output 

18
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û(r, x) = u(r, x) + Lap(2�u/✏)
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argmax
r2R

û(r, x)
<latexit sha1_base64="S7bIKv6UFoNmkWcdZlW1sNFR/Rg=">AAACEXicbZDLSsNAFIYnXmu9VV26GSxCBSmJCLosunFZxV6gCeFkOm2HTiZhZiItIa/gxldx40IRt+7c+TZO2i609YeBj/+cw5zzBzFnStv2t7W0vLK6tl7YKG5ube/slvb2mypKJKENEvFItgNQlDNBG5ppTtuxpBAGnLaC4XVebz1QqVgk7vU4pl4IfcF6jIA2ll+quCD7bggjP5UuE4b0gABP77IMuwPQaZJV5OnopOiXynbVnggvgjODMpqp7pe+3G5EkpAKTTgo1XHsWHspSM0Ip1nRTRSNgQyhTzsGBYRUeenkogwfG6eLe5E0T2g8cX9PpBAqNQ4D05lvrOZruflfrZPo3qWXMhEnmgoy/aiXcKwjnMeDu0xSovnYABDJzK6YDEAC0SbEPARn/uRFaJ5VHcO35+Xa1SyOAjpER6iCHHSBaugG1VEDEfSIntErerOerBfr3fqYti5Zs5kD9EfW5w+48J2G</latexit><latexit sha1_base64="S7bIKv6UFoNmkWcdZlW1sNFR/Rg=">AAACEXicbZDLSsNAFIYnXmu9VV26GSxCBSmJCLosunFZxV6gCeFkOm2HTiZhZiItIa/gxldx40IRt+7c+TZO2i609YeBj/+cw5zzBzFnStv2t7W0vLK6tl7YKG5ube/slvb2mypKJKENEvFItgNQlDNBG5ppTtuxpBAGnLaC4XVebz1QqVgk7vU4pl4IfcF6jIA2ll+quCD7bggjP5UuE4b0gABP77IMuwPQaZJV5OnopOiXynbVnggvgjODMpqp7pe+3G5EkpAKTTgo1XHsWHspSM0Ip1nRTRSNgQyhTzsGBYRUeenkogwfG6eLe5E0T2g8cX9PpBAqNQ4D05lvrOZruflfrZPo3qWXMhEnmgoy/aiXcKwjnMeDu0xSovnYABDJzK6YDEAC0SbEPARn/uRFaJ5VHcO35+Xa1SyOAjpER6iCHHSBaugG1VEDEfSIntErerOerBfr3fqYti5Zs5kD9EfW5w+48J2G</latexit><latexit sha1_base64="S7bIKv6UFoNmkWcdZlW1sNFR/Rg=">AAACEXicbZDLSsNAFIYnXmu9VV26GSxCBSmJCLosunFZxV6gCeFkOm2HTiZhZiItIa/gxldx40IRt+7c+TZO2i609YeBj/+cw5zzBzFnStv2t7W0vLK6tl7YKG5ube/slvb2mypKJKENEvFItgNQlDNBG5ppTtuxpBAGnLaC4XVebz1QqVgk7vU4pl4IfcF6jIA2ll+quCD7bggjP5UuE4b0gABP77IMuwPQaZJV5OnopOiXynbVnggvgjODMpqp7pe+3G5EkpAKTTgo1XHsWHspSM0Ip1nRTRSNgQyhTzsGBYRUeenkogwfG6eLe5E0T2g8cX9PpBAqNQ4D05lvrOZruflfrZPo3qWXMhEnmgoy/aiXcKwjnMeDu0xSovnYABDJzK6YDEAC0SbEPARn/uRFaJ5VHcO35+Xa1SyOAjpER6iCHHSBaugG1VEDEfSIntErerOerBfr3fqYti5Zs5kD9EfW5w+48J2G</latexit><latexit sha1_base64="S7bIKv6UFoNmkWcdZlW1sNFR/Rg=">AAACEXicbZDLSsNAFIYnXmu9VV26GSxCBSmJCLosunFZxV6gCeFkOm2HTiZhZiItIa/gxldx40IRt+7c+TZO2i609YeBj/+cw5zzBzFnStv2t7W0vLK6tl7YKG5ube/slvb2mypKJKENEvFItgNQlDNBG5ppTtuxpBAGnLaC4XVebz1QqVgk7vU4pl4IfcF6jIA2ll+quCD7bggjP5UuE4b0gABP77IMuwPQaZJV5OnopOiXynbVnggvgjODMpqp7pe+3G5EkpAKTTgo1XHsWHspSM0Ip1nRTRSNgQyhTzsGBYRUeenkogwfG6eLe5E0T2g8cX9PpBAqNQ4D05lvrOZruflfrZPo3qWXMhEnmgoy/aiXcKwjnMeDu0xSovnYABDJzK6YDEAC0SbEPARn/uRFaJ5VHcO35+Xa1SyOAjpER6iCHHSBaugG1VEDEfSIntErerOerBfr3fqYti5Zs5kD9EfW5w+48J2G</latexit>



Privacy analysis is similar to that 
of SVT
• What is the output space?

• When does the algorithm output r?

• The same trick of change of variable applies.
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Remarks about RNM
1. If u(x,r) is a count for each r, then you can 

improve RNM by a factor of 2
• More generally, it applies when u(x,r) is monotonic.
• Similar proof.

2. You can also add other noise
• Add (one sided) exponential noise 
• Add Gumbel noise

20



Application: Private voting (One 
vote per person)
• One vote one person

• Two ways of releasing the results
• Privately publish the histogram with Laplace mechanism

• Privately publish the winner with ReportNoisyMax
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Application: Private voting (Vote 
for as many people as you like!)
• Two ways of releasing the results
• Privately publish the histogram with Laplace mechanism

• Privately publish the winner with ReportNoisyMax

22



Remainder of today’s lecture

• Advanced composition 
• Privacy loss random variable
• Prove advanced composition for pure-DP
• Linear Query Release under Approximate DP

23



Recall: Summary of the problem 
of private query release

Laplace 
(release query)

Laplace (release 
data / 
contingency 
table)

Private Multiplicative 
Weights

Error (normalized 
query)

Computational 
complexity
(per query)
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k log(k/�)

n✏
<latexit sha1_base64="Jh0ELoXgmii9VBSiwCCwFibqj3Y=">AAACC3icbZDLSgMxFIYzXmu9VV26CS1C3dQZEXRZdOOygr1AZyiZ9EwbmkmGJCOUYfZufBU3LhRx6wu4821MLwtt/SHw8Z9zODl/mHCmjet+Oyura+sbm4Wt4vbO7t5+6eCwpWWqKDSp5FJ1QqKBMwFNwwyHTqKAxCGHdji6mdTbD6A0k+LejBMIYjIQLGKUGGv1SmU/UoRmI+xzOaiOzvw+cENO80z4kGjGpch7pYpbc6fCy+DNoYLmavRKX35f0jQGYSgnWnc9NzFBRpRhlENe9FMNCaEjMoCuRUFi0EE2vSXHJ9bp40gq+4TBU/f3REZircdxaDtjYoZ6sTYx/6t1UxNdBRkTSWpA0NmiKOXYSDwJBveZAmr42AKhitm/YjokNhxj4yvaELzFk5ehdV7zLN9dVOrX8zgK6BiVURV56BLV0S1qoCai6BE9o1f05jw5L8678zFrXXHmM0foj5zPHzC9myU=</latexit><latexit sha1_base64="Jh0ELoXgmii9VBSiwCCwFibqj3Y=">AAACC3icbZDLSgMxFIYzXmu9VV26CS1C3dQZEXRZdOOygr1AZyiZ9EwbmkmGJCOUYfZufBU3LhRx6wu4821MLwtt/SHw8Z9zODl/mHCmjet+Oyura+sbm4Wt4vbO7t5+6eCwpWWqKDSp5FJ1QqKBMwFNwwyHTqKAxCGHdji6mdTbD6A0k+LejBMIYjIQLGKUGGv1SmU/UoRmI+xzOaiOzvw+cENO80z4kGjGpch7pYpbc6fCy+DNoYLmavRKX35f0jQGYSgnWnc9NzFBRpRhlENe9FMNCaEjMoCuRUFi0EE2vSXHJ9bp40gq+4TBU/f3REZircdxaDtjYoZ6sTYx/6t1UxNdBRkTSWpA0NmiKOXYSDwJBveZAmr42AKhitm/YjokNhxj4yvaELzFk5ehdV7zLN9dVOrX8zgK6BiVURV56BLV0S1qoCai6BE9o1f05jw5L8678zFrXXHmM0foj5zPHzC9myU=</latexit><latexit sha1_base64="Jh0ELoXgmii9VBSiwCCwFibqj3Y=">AAACC3icbZDLSgMxFIYzXmu9VV26CS1C3dQZEXRZdOOygr1AZyiZ9EwbmkmGJCOUYfZufBU3LhRx6wu4821MLwtt/SHw8Z9zODl/mHCmjet+Oyura+sbm4Wt4vbO7t5+6eCwpWWqKDSp5FJ1QqKBMwFNwwyHTqKAxCGHdji6mdTbD6A0k+LejBMIYjIQLGKUGGv1SmU/UoRmI+xzOaiOzvw+cENO80z4kGjGpch7pYpbc6fCy+DNoYLmavRKX35f0jQGYSgnWnc9NzFBRpRhlENe9FMNCaEjMoCuRUFi0EE2vSXHJ9bp40gq+4TBU/f3REZircdxaDtjYoZ6sTYx/6t1UxNdBRkTSWpA0NmiKOXYSDwJBveZAmr42AKhitm/YjokNhxj4yvaELzFk5ehdV7zLN9dVOrX8zgK6BiVURV56BLV0S1qoCai6BE9o1f05jw5L8678zFrXXHmM0foj5zPHzC9myU=</latexit><latexit sha1_base64="Jh0ELoXgmii9VBSiwCCwFibqj3Y=">AAACC3icbZDLSgMxFIYzXmu9VV26CS1C3dQZEXRZdOOygr1AZyiZ9EwbmkmGJCOUYfZufBU3LhRx6wu4821MLwtt/SHw8Z9zODl/mHCmjet+Oyura+sbm4Wt4vbO7t5+6eCwpWWqKDSp5FJ1QqKBMwFNwwyHTqKAxCGHdji6mdTbD6A0k+LejBMIYjIQLGKUGGv1SmU/UoRmI+xzOaiOzvw+cENO80z4kGjGpch7pYpbc6fCy+DNoYLmavRKX35f0jQGYSgnWnc9NzFBRpRhlENe9FMNCaEjMoCuRUFi0EE2vSXHJ9bp40gq+4TBU/f3REZircdxaDtjYoZ6sTYx/6t1UxNdBRkTSWpA0NmiKOXYSDwJBveZAmr42AKhitm/YjokNhxj4yvaELzFk5ehdV7zLN9dVOrX8zgK6BiVURV56BLV0S1qoCai6BE9o1f05jw5L8678zFrXXHmM0foj5zPHzC9myU=</latexit>

p
|X | log(k/�)

n✏
<latexit sha1_base64="ELyO1Myo1J9LBpmwz0lF/68tVik=">AAACHnicbZBNSwMxEIazflu/qh69BIugF90VRY+iF48VbC10S8mmszU0m6zJrFC2+0u8+Fe8eFBE8KT/xrT24NcLgYd3ZsjMG6VSWPT9D29icmp6ZnZuvrSwuLS8Ul5dq1udGQ41rqU2jYhZkEJBDQVKaKQGWBJJuIp6Z8P61S0YK7S6xH4KrYR1lYgFZ+isdvkwjA3jeWhvDOaDMGF4zZnMG8WgoKHU3e3eXtgBiWynyFUIqRVSq6Jdrvi7/kj0LwRjqJCxqu3yW9jRPEtAIZfM2mbgp9jKmUHBJRSlMLOQMt5jXWg6VCwB28pH5xV0yzkdGmvjnkI6cr9P5Cyxtp9ErnO4v/1dG5r/1ZoZxsetXKg0Q1D866M4kxQ1HWZFO8IAR9l3wLgRblfKr5nLC12iJRdC8Pvkv1Df3w0cXxxUTk7HccyRDbJJtklAjsgJOSdVUiOc3JEH8kSevXvv0XvxXr9aJ7zxzDr5Ie/9E74VpBQ=</latexit><latexit sha1_base64="ELyO1Myo1J9LBpmwz0lF/68tVik=">AAACHnicbZBNSwMxEIazflu/qh69BIugF90VRY+iF48VbC10S8mmszU0m6zJrFC2+0u8+Fe8eFBE8KT/xrT24NcLgYd3ZsjMG6VSWPT9D29icmp6ZnZuvrSwuLS8Ul5dq1udGQ41rqU2jYhZkEJBDQVKaKQGWBJJuIp6Z8P61S0YK7S6xH4KrYR1lYgFZ+isdvkwjA3jeWhvDOaDMGF4zZnMG8WgoKHU3e3eXtgBiWynyFUIqRVSq6Jdrvi7/kj0LwRjqJCxqu3yW9jRPEtAIZfM2mbgp9jKmUHBJRSlMLOQMt5jXWg6VCwB28pH5xV0yzkdGmvjnkI6cr9P5Cyxtp9ErnO4v/1dG5r/1ZoZxsetXKg0Q1D866M4kxQ1HWZFO8IAR9l3wLgRblfKr5nLC12iJRdC8Pvkv1Df3w0cXxxUTk7HccyRDbJJtklAjsgJOSdVUiOc3JEH8kSevXvv0XvxXr9aJ7zxzDr5Ie/9E74VpBQ=</latexit><latexit sha1_base64="ELyO1Myo1J9LBpmwz0lF/68tVik=">AAACHnicbZBNSwMxEIazflu/qh69BIugF90VRY+iF48VbC10S8mmszU0m6zJrFC2+0u8+Fe8eFBE8KT/xrT24NcLgYd3ZsjMG6VSWPT9D29icmp6ZnZuvrSwuLS8Ul5dq1udGQ41rqU2jYhZkEJBDQVKaKQGWBJJuIp6Z8P61S0YK7S6xH4KrYR1lYgFZ+isdvkwjA3jeWhvDOaDMGF4zZnMG8WgoKHU3e3eXtgBiWynyFUIqRVSq6Jdrvi7/kj0LwRjqJCxqu3yW9jRPEtAIZfM2mbgp9jKmUHBJRSlMLOQMt5jXWg6VCwB28pH5xV0yzkdGmvjnkI6cr9P5Cyxtp9ErnO4v/1dG5r/1ZoZxsetXKg0Q1D866M4kxQ1HWZFO8IAR9l3wLgRblfKr5nLC12iJRdC8Pvkv1Df3w0cXxxUTk7HccyRDbJJtklAjsgJOSdVUiOc3JEH8kSevXvv0XvxXr9aJ7zxzDr5Ie/9E74VpBQ=</latexit><latexit sha1_base64="ELyO1Myo1J9LBpmwz0lF/68tVik=">AAACHnicbZBNSwMxEIazflu/qh69BIugF90VRY+iF48VbC10S8mmszU0m6zJrFC2+0u8+Fe8eFBE8KT/xrT24NcLgYd3ZsjMG6VSWPT9D29icmp6ZnZuvrSwuLS8Ul5dq1udGQ41rqU2jYhZkEJBDQVKaKQGWBJJuIp6Z8P61S0YK7S6xH4KrYR1lYgFZ+isdvkwjA3jeWhvDOaDMGF4zZnMG8WgoKHU3e3eXtgBiWynyFUIqRVSq6Jdrvi7/kj0LwRjqJCxqu3yW9jRPEtAIZfM2mbgp9jKmUHBJRSlMLOQMt5jXWg6VCwB28pH5xV0yzkdGmvjnkI6cr9P5Cyxtp9ErnO4v/1dG5r/1ZoZxsetXKg0Q1D866M4kxQ1HWZFO8IAR9l3wLgRblfKr5nLC12iJRdC8Pvkv1Df3w0cXxxUTk7HccyRDbJJtklAjsgJOSdVUiOc3JEH8kSevXvv0XvxXr9aJ7zxzDr5Ie/9E74VpBQ=</latexit>

✓
log(|X |) log(k/�)

n✏

◆1/3

<latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit><latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit><latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit><latexit sha1_base64="4l6NpeydaFiLk+ZBcaSPl2F1H6k="></latexit>

O(|X |)
<latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit>

O(n)
<latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit><latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit><latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit><latexit sha1_base64="+kJpV8bVniCAa0s6XuWgzjcRyPE=">AAAB63icbZDLSgMxFIbP1Futt6pLN8Ei1E2ZEUGXRTfurGAv0A4lk2ba0CQzJBmhDH0FNy4UcesLufNtzExnoa0/BD7+cw455w9izrRx3W+ntLa+sblV3q7s7O7tH1QPjzo6ShShbRLxSPUCrClnkrYNM5z2YkWxCDjtBtPbrN59okqzSD6aWUx9gceShYxgk1n3dXk+rNbchpsLrYJXQA0KtYbVr8EoIomg0hCOte57bmz8FCvDCKfzyiDRNMZkise0b1FiQbWf5rvO0Zl1RiiMlH3SoNz9PZFiofVMBLZTYDPRy7XM/K/WT0x47adMxomhkiw+ChOOTISyw9GIKUoMn1nARDG7KyITrDAxNp6KDcFbPnkVOhcNz/LDZa15U8RRhhM4hTp4cAVNuIMWtIHABJ7hFd4c4bw4787HorXkFDPH8EfO5w86Do2w</latexit>

O(max{|X |, n})
<latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit>

Can we do better under (𝜀,𝛿)-DP?



Recap: Approximate DP
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2.3. Formalizing di�erential privacy 17

We will think of databases x as being collections of records from a
universe X . It will often be convenient to represent databases by their
histograms: x œ N|X |, in which each entry xi represents the number of
elements in the database x of type i œ X (we abuse notation slightly, let-
ting the symbol N denote the set of all non-negative integers, including
zero). In this representation, a natural measure of the distance between
two databases x and y will be their ¸1 distance:

Definition 2.3 (Distance Between Databases). The ¸1 norm of a
database x is denoted ÎxÎ1 and is defined to be:

ÎxÎ1 =
|X |ÿ

i=1

|xi| .

The ¸1 distance between two databases x and y is Îx ≠ yÎ1

Note that ÎxÎ1 is a measure of the size of a database x (i.e., the
number of records it contains), and Îx ≠ yÎ1 is a measure of how many
records di�er between x and y.

Databases may also be represented by multisets of rows (elements
of X ) or even ordered lists of rows, which is a special case of a set,
where the row number becomes part of the name of the element. In this
case distance between databases is typically measured by the Hamming
distance, i.e., the number of rows on which they di�er.

However, unless otherwise noted, we will use the histogram
representation described above. (Note, however, that even when the
histogram notation is more mathematically convenient, in actual
implementations, the multiset representation will often be much more
concise).

We are now ready to formally define di�erential privacy, which intu-
itively will guarantee that a randomized algorithm behaves similarly on
similar input databases.

Definition 2.4 (Di�erential Privacy). A randomized algorithm M with
domain N|X | is (Á, ”)-di�erentially private if for all S ™ Range(M) and
for all x, y œ N|X | such that Îx ≠ yÎ1 Æ 1:

Pr[M(x) œ S] Æ exp(Á) Pr[M(y) œ S] + ”,

18 Basic Terms

where the probability space is over the coin flips of the mechanism M.
If ” = 0, we say that M is Á-di�erentially private.

Typically we are interested in values of ” that are less than the
inverse of any polynomial in the size of the database. In particular,
values of ” on the order of 1/ÎxÎ1 are very dangerous: they permit “pre-
serving privacy” by publishing the complete records of a small number
of database participants — precisely the “just a few” philosophy dis-
cussed in Section 1.

Even when ” is negligible, however, there are theoretical distinc-
tions between (Á, 0)- and (Á, ”)-di�erential privacy. Chief among these
is what amounts to a switch of quantification order. (Á, 0)-di�erential
privacy ensures that, for every run of the mechanism M(x), the out-
put observed is (almost) equally likely to be observed on every neigh-
boring database, simultaneously. In contrast (Á, ”)-di�erential privacy
says that for every pair of neighboring databases x, y, it is extremely
unlikely that, ex post facto the observed value M(x) will be much more
or much less likely to be generated when the database is x than when
the database is y. However, given an output › ≥ M(x) it may be possi-
ble to find a database y such that › is much more likely to be produced
on y than it is when the database is x. That is, the mass of › in the
distribution M(y) may be substantially larger than its mass in the
distribution M(x).

The quantity

L
(›)

M(x)ÎM(y)
= ln

3Pr[M(x) = ›]
Pr[M(y) = ›]

4

is important to us; we refer to it as the privacy loss incurred by observ-
ing ›. This loss might be positive (when an event is more likely under x
than under y) or it might be negative (when an event is more likely
under y than under x). As we will see in Lemma 3.17, (Á, ”)-di�erential
privacy ensures that for all adjacent x, y, the absolute value of the pri-
vacy loss will be bounded by Á with probability at least 1≠”. As always,
the probability space is over the coins of the mechanism M.

Di�erential privacy is immune to post-processing: A data analyst,
without additional knowledge about the private database, cannot com-
pute a function of the output of a private algorithm M and make it



Advanced Composition

Theorem: The adaptive composition of k  (𝜀,𝛿)-DP 
mechanisms satisfies where

for any
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("̃, �̃)�DP
<latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit><latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit><latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit><latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit>

�̃ = k� + �0
<latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit><latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit><latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit><latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit>

", � � 0, �0 > 0
<latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit><latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit><latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit><latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit>

"̃ = "
p

2k log(1/�0) + 2k"2,
<latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit>



Application to linear query release

• Laplace mechanism for release queries?

• Laplace mechanism for releasing data?

• Private multiplicative weights?
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Privacy loss random variable

• PLRV is the log probability ratio as a random 
variable

• Tail bound of privacy loss r.v. implies DP

28

(d) (5 pts) Prove that Laplace mechanism satisfies ✏-DP.

(e) (5 pts) Prove that exponential mechanism satisfies ✏-DP.

2 Adversary’s point of view [20 Pts]

(a) (5 pts) Consider the randomized response mechanism that satisfy ✏-DP. You output y ⇠ M(x)
where you data x 2 {1 : Heart-desease, 0 : no-heart-desease}. Consider an adversary who
wants to make an inference about your data i.e., this adversary is a binary classifier. Let’s
say that this classifier outputs x̂ = 1 if y = 1 and (̂x) = 0 if y = 0. Show that this adversary’s
rule is the one that maximizes the likelihood.

(b) (5 pts) What is the classification error of the specific adversary above on your data?

(c) (5 pts) Show (using the definition of di↵erential privacy) that no-adversary can have a smaller
classification error on all possible inputs at the same time, i.e., show that the above strategy
of the adversary is optimal.

(Hint: if an adversary predicts more accurately in the world when x = 0, what does it mean
for the adversary when x = 1? Notice that the classifier needs to output the same thing, or
sample x̂ from the same probability distribution if y is the same.).

(d) (5 pts) Now let’s consider a general ✏-DP mechanism with y ⇠ M(x) . Y can be space as
long as we can define the probability distribution induced by M(x) and M(x0). Consider an
adversary who have two candidate datasets x, x0 that are neighbors. Show that (using the
definition of di↵erential privacy) that the classification error of any such adversary must be
larger than 1

e✏+1 . Can you explicitly construct the optimal attack?

(Hint: consider the event of the adversary is correct under M(x), that does the event imply
under M(x0)?)

3 Privacy loss random variables [20 Pts + 5 Bonus point]

A central concept in DP analysis is the so-called privacy loss random variable ". Let randomized
algorithm M : X⇤ ! Y, where X⇤ is the space of the datasets and Y is the space of the outputs.
The privacy loss random variable is defined for a fixed pair of neighboring datasets x, x0 2 X⇤ as
follows.

"x,x
0

M = log(
p(y)

p0(y)
) where random variable y ⇠ M(x).

In the above, p, p0 are the probability density function (or probability mass function if Y is discrete)
of M(x) and M(x0) respectively. For simplicity, you may ignore measure theoretic-considerations
and just consider a finite discrete output space.

(a) (5 pts) Show that for all neighboring pair x, x0 P("x,x
0

M > ✏) = 0 if and only if M satisfies
✏-DP.

(b) (5 pts) Prove the following useful lemma.

2

Lemma 1 (Tail bound to (✏, �)-DP conversion). Let "x,x
0

M be the privacy loss RV defined
above. If

P("x,x
0

M > ✏)  �

for all pair of neighboring x, x0 then M satisfies (✏, �)-DP.

(Hint: For any set of the output space S, consider both S and its complement Sc. Follow the
definition of DP.)

(c) (5 pts) (non-adaptive composition) Use the above to show that for two fixed mechanisms
M1,M2. Let’s say M1,M2 satisfies that for any pair of neighboring input x, x0,

P("x,x
0

M1
> ✏)  �

and
P("x,x

0

M2
> ✏)  �

show that the composition M = (M1,M2) satisfies that (2✏, 2�)-DP.

(d) (5 pts) (Adaptive composition) Let’s say that M2 depends on the realized output of M1, but

for each potential output y1 2 Y1, M2 satisfies P("x,x
0

M2
> ✏)  � for any pair of neighboring

input x, x0, . Show that the composition M = (M1,M2) satisfies (2✏, 2�)-DP.

(e) (5 pts) (Bonus Question) Let M1, ...,Mk be a sequence of randomized algorithms, Mi may
depend on the realized output of M1, ...,Mi�1. Assume that for all i, Mi satisfies that

P("x,x
0

M1
> ✏)  0 show (using Azuma-Hoe↵ding’s inequality) that the composition (M1, ...,Mk)

satisfies (✏0, �)-DP with
✏0 = k✏(e✏ � 1) +

p
2k log(1/�)✏.

(Hint: The challenge is in bounding the expected value of the privacy loss RV with ✏(e✏ � 1).
Notice that the expected value of the privacy loss random variable is the KL-divergence,
which is always larger than 0.)

4 Implement di↵erential private data release for COVID’19 data
/ an introduction to autodp [35 Pts]

Set up your favorite Python programming environment. Install “numpy, scipy, pandas”. Also
install “autodp” by following instructions here https://github.com/yuxiangw/autodp.

Read the notebook here (thanks EricThomson for making it available) for https://github.

com/EricThomson/covid-mapping/blob/master/covid_map.ipynb, modify it so that you are plot-
ting the state-level daily COVD cases (normalized by the popular of each state) for 09/30/2021.

In this question we will implement how to di↵erential-privately release and visualize this dataset.
Answer the following questions using Jupyter notebook and save the notebook as a pdf file (combine
with the rest of your written answers), then submit through Gradescope. Please also submit your
code separately.

(a) (5 pts) Formulate the problem as a numerical query where f takes the dataset x of indi-
viduals and output the daily COVID case count by states on 09/30/2021. Write down the

3

(You are to prove this in HW1.)



Two more properties of privacy 
loss r.v.
• Expected value of a privacy loss is KL-divergence

• PLRV under composition
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Proof Idea of Advanced 
Composition
• Observation 1:   sometimes PLRV is positive, other 

times negative.  They cancel with each other

• Observation 2: as k gets larger, the sum of PLRV 
concentrates around its mean.

• Observation 3: the adaptivity means that the PLRV 
will depend on the past
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Martingale

• We say that a sequence of r.v. X1,…,Xn,… is a 
Martingale if for any n

• Example:  
• Random-walk: Total number of heads minus tails in n 

coin tosses
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Azuma-Hoeffding’s inequality

• Azuma-Hoeffding’s inequality:  Assume X1, …, Xn
are Martingale differences  

• Apply Azuma-Hoeffding’s inequality to our problem

32

P [Sn � ✏]  e
� 2✏2Pn

i=1(bi�ai)
2
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Sn = X1 + ...+Xn
<latexit sha1_base64="cFE8SO7LrW0REG9nlGFeenDdHK8=">AAAB/nicbZBPS8MwGMbfzn9z/puKJy/BIQhCaUXQizD04nGi2wpbKWmWbmFpWpJUGGXgV/HiQRGvfg5vfhuzrQfdfCHhx/O8L3nzhClnSjvOt1VaWl5ZXSuvVzY2t7Z3qrt7LZVkktAmSXgivRArypmgTc00p14qKY5DTtvh8Gbitx+pVCwRD3qUUj/GfcEiRrA2UlA9uA8EukJe4KJTZNu2ub3A6DXHdqaFFsEtoAZFNYLqV7eXkCymQhOOleq4Tqr9HEvNCKfjSjdTNMVkiPu0Y1DgmCo/n64/RsdG6aEokeYIjabq74kcx0qN4tB0xlgP1Lw3Ef/zOpmOLv2ciTTTVJDZQ1HGkU7QJAvUY5ISzUcGMJHM7IrIAEtMtEmsYkJw57+8CK0z2zV8d16rXxdxlOEQjuAEXLiAOtxCA5pAIIdneIU368l6sd6tj1lrySpm9uFPWZ8/Y5aShw==</latexit><latexit sha1_base64="cFE8SO7LrW0REG9nlGFeenDdHK8=">AAAB/nicbZBPS8MwGMbfzn9z/puKJy/BIQhCaUXQizD04nGi2wpbKWmWbmFpWpJUGGXgV/HiQRGvfg5vfhuzrQfdfCHhx/O8L3nzhClnSjvOt1VaWl5ZXSuvVzY2t7Z3qrt7LZVkktAmSXgivRArypmgTc00p14qKY5DTtvh8Gbitx+pVCwRD3qUUj/GfcEiRrA2UlA9uA8EukJe4KJTZNu2ub3A6DXHdqaFFsEtoAZFNYLqV7eXkCymQhOOleq4Tqr9HEvNCKfjSjdTNMVkiPu0Y1DgmCo/n64/RsdG6aEokeYIjabq74kcx0qN4tB0xlgP1Lw3Ef/zOpmOLv2ciTTTVJDZQ1HGkU7QJAvUY5ISzUcGMJHM7IrIAEtMtEmsYkJw57+8CK0z2zV8d16rXxdxlOEQjuAEXLiAOtxCA5pAIIdneIU368l6sd6tj1lrySpm9uFPWZ8/Y5aShw==</latexit><latexit sha1_base64="cFE8SO7LrW0REG9nlGFeenDdHK8=">AAAB/nicbZBPS8MwGMbfzn9z/puKJy/BIQhCaUXQizD04nGi2wpbKWmWbmFpWpJUGGXgV/HiQRGvfg5vfhuzrQfdfCHhx/O8L3nzhClnSjvOt1VaWl5ZXSuvVzY2t7Z3qrt7LZVkktAmSXgivRArypmgTc00p14qKY5DTtvh8Gbitx+pVCwRD3qUUj/GfcEiRrA2UlA9uA8EukJe4KJTZNu2ub3A6DXHdqaFFsEtoAZFNYLqV7eXkCymQhOOleq4Tqr9HEvNCKfjSjdTNMVkiPu0Y1DgmCo/n64/RsdG6aEokeYIjabq74kcx0qN4tB0xlgP1Lw3Ef/zOpmOLv2ciTTTVJDZQ1HGkU7QJAvUY5ISzUcGMJHM7IrIAEtMtEmsYkJw57+8CK0z2zV8d16rXxdxlOEQjuAEXLiAOtxCA5pAIIdneIU368l6sd6tj1lrySpm9uFPWZ8/Y5aShw==</latexit><latexit sha1_base64="cFE8SO7LrW0REG9nlGFeenDdHK8=">AAAB/nicbZBPS8MwGMbfzn9z/puKJy/BIQhCaUXQizD04nGi2wpbKWmWbmFpWpJUGGXgV/HiQRGvfg5vfhuzrQfdfCHhx/O8L3nzhClnSjvOt1VaWl5ZXSuvVzY2t7Z3qrt7LZVkktAmSXgivRArypmgTc00p14qKY5DTtvh8Gbitx+pVCwRD3qUUj/GfcEiRrA2UlA9uA8EukJe4KJTZNu2ub3A6DXHdqaFFsEtoAZFNYLqV7eXkCymQhOOleq4Tqr9HEvNCKfjSjdTNMVkiPu0Y1DgmCo/n64/RsdG6aEokeYIjabq74kcx0qN4tB0xlgP1Lw3Ef/zOpmOLv2ciTTTVJDZQ1HGkU7QJAvUY5ISzUcGMJHM7IrIAEtMtEmsYkJw57+8CK0z2zV8d16rXxdxlOEQjuAEXLiAOtxCA5pAIIdneIU368l6sd6tj1lrySpm9uFPWZ8/Y5aShw==</latexit>



Proof for the advanced composition 
for pure DP mechanisms
• Fix x, x’,  apply Azuma-Hoeffding’s inequality
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Bounding the KL-divergence

• Lemma (Pinsker’s inequality)

• Corollary: KL-divergence is nonnegative.
• Now’s let’s bound the expected value of PLRV:
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kP �Qk1 
p

2DKL(PkQ)
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Next lecture

• Gaussian mechanism

• CDP and Renyi DP

• Composition of Gaussian mechanism
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