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Recap: last lecture

• Private selection
• Exponential mechanism
• Report-Noisy-Max

• Application of Exponential mechanism
• SmallDB algorithm

• Advanced Composition
• Apply to linear query release
• Privacy loss random variable
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Recap: Utility of Exponential 
Mechanism and small DB
• Utility of Exp-Mech

• Approximation error of a SmallDB

• Guarantee of SmallDB
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Recap: Advanced Composition

Theorem: The adaptive composition of k  (𝜀,𝛿)-DP 
mechanisms satisfies where

for any
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"̃ = "
p

2k log(1/�0) + 2k"2,
<latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit>

Slightly different, also not the tightest;
but among the cleanest with a simple 
proof.

TLDR: For reasonable ranges of privacy parameter, total privacy loss scales as sqrt(k).  

We will prove the version of this theorem for 𝛿 = 0 today. 



Recap: Application of Advanced 
composition to linear query release.
• Advanced composition of Laplace mechanisms
• For k times.

• Advanced composition of AboveThresh and Laplace 
Mechanism
• For N times where N is the number of times to update 

the synthetic data
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Summary of the problem of 
private query release

Laplace 
(release 
query)

Laplace 
(release 

data)

Private Multiplicative 
Weights

(Adaptive queries)

SmallDB
(Fixed queries)

Error under 
Pure-DP

Error under 
approx-DP Same as 

above Same as above

Computati
onal 
complexity
(per query)
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<latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit>
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O(max{|X |, n})
<latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit><latexit sha1_base64="zosPnl4lyJ6Plr6thauW0NwR5TE=">AAACA3icbVDLSsNAFL2pr1pfUXe6CRahgpREBF0W3bizgn1AE8pkOmmHTiZhZiKWNODGX3HjQhG3/oQ7/8ZJ24VWDwxzOOde7r3HjxmVyra/jMLC4tLySnG1tLa+sbllbu80ZZQITBo4YpFo+0gSRjlpKKoYaceCoNBnpOUPL3O/dUeEpBG/VaOYeCHqcxpQjJSWuubedcUN0b2bjvWnBhixtJ2Nj7mbHXXNsl21J7D+EmdGyjBDvWt+ur0IJyHhCjMkZcexY+WlSCiKGclKbiJJjPAQ9UlHU45CIr10ckNmHWqlZwWR0I8ra6L+7EhRKOUo9HVlvqic93LxP6+TqODcSymPE0U4ng4KEmapyMoDsXpUEKzYSBOEBdW7WniABMJKx1bSITjzJ/8lzZOqo/nNabl2MYujCPtwABVw4AxqcAV1aACGB3iCF3g1Ho1n4814n5YWjFnPLvyC8fEN+z+XuQ==</latexit>

k log(k/�)

n✏
<latexit sha1_base64="5gxOSvqLV6vJVRdJqWU+iCvhnqI=">AAACCXicbZDLSgMxFIYz9VbrrerSTbAIdVNnRNBl0Y3LCvYCnaFk0jNtmEwyJBmhDN268VXcuFDErW/gzrcxvSy09YfAx3/O4eT8YcqZNq777RRWVtfWN4qbpa3tnd298v5BS8tMUWhSyaXqhEQDZwKahhkOnVQBSUIO7TC+mdTbD6A0k+LejFIIEjIQLGKUGGv1ytiPFKF57HM5qMZnfgiGnI5z4UOqGZdi3CtX3Jo7FV4Gbw4VNFejV/7y+5JmCQhDOdG667mpCXKiDKMcxiU/05ASGpMBdC0KkoAO8uklY3xinT6OpLJPGDx1f0/kJNF6lIS2MyFmqBdrE/O/Wjcz0VWQM5FmBgSdLYoyjo3Ek1hwnymgho8sEKqY/SumQ2KjMTa8kg3BWzx5GVrnNc/y3UWlfj2Po4iO0DGqIg9dojq6RQ3URBQ9omf0it6cJ+fFeXc+Zq0FZz5ziP7I+fwB++6agw==</latexit><latexit sha1_base64="5gxOSvqLV6vJVRdJqWU+iCvhnqI=">AAACCXicbZDLSgMxFIYz9VbrrerSTbAIdVNnRNBl0Y3LCvYCnaFk0jNtmEwyJBmhDN268VXcuFDErW/gzrcxvSy09YfAx3/O4eT8YcqZNq777RRWVtfWN4qbpa3tnd298v5BS8tMUWhSyaXqhEQDZwKahhkOnVQBSUIO7TC+mdTbD6A0k+LejFIIEjIQLGKUGGv1ytiPFKF57HM5qMZnfgiGnI5z4UOqGZdi3CtX3Jo7FV4Gbw4VNFejV/7y+5JmCQhDOdG667mpCXKiDKMcxiU/05ASGpMBdC0KkoAO8uklY3xinT6OpLJPGDx1f0/kJNF6lIS2MyFmqBdrE/O/Wjcz0VWQM5FmBgSdLYoyjo3Ek1hwnymgho8sEKqY/SumQ2KjMTa8kg3BWzx5GVrnNc/y3UWlfj2Po4iO0DGqIg9dojq6RQ3URBQ9omf0it6cJ+fFeXc+Zq0FZz5ziP7I+fwB++6agw==</latexit><latexit sha1_base64="5gxOSvqLV6vJVRdJqWU+iCvhnqI=">AAACCXicbZDLSgMxFIYz9VbrrerSTbAIdVNnRNBl0Y3LCvYCnaFk0jNtmEwyJBmhDN268VXcuFDErW/gzrcxvSy09YfAx3/O4eT8YcqZNq777RRWVtfWN4qbpa3tnd298v5BS8tMUWhSyaXqhEQDZwKahhkOnVQBSUIO7TC+mdTbD6A0k+LejFIIEjIQLGKUGGv1ytiPFKF57HM5qMZnfgiGnI5z4UOqGZdi3CtX3Jo7FV4Gbw4VNFejV/7y+5JmCQhDOdG667mpCXKiDKMcxiU/05ASGpMBdC0KkoAO8uklY3xinT6OpLJPGDx1f0/kJNF6lIS2MyFmqBdrE/O/Wjcz0VWQM5FmBgSdLYoyjo3Ek1hwnymgho8sEKqY/SumQ2KjMTa8kg3BWzx5GVrnNc/y3UWlfj2Po4iO0DGqIg9dojq6RQ3URBQ9omf0it6cJ+fFeXc+Zq0FZz5ziP7I+fwB++6agw==</latexit><latexit sha1_base64="5gxOSvqLV6vJVRdJqWU+iCvhnqI=">AAACCXicbZDLSgMxFIYz9VbrrerSTbAIdVNnRNBl0Y3LCvYCnaFk0jNtmEwyJBmhDN268VXcuFDErW/gzrcxvSy09YfAx3/O4eT8YcqZNq777RRWVtfWN4qbpa3tnd298v5BS8tMUWhSyaXqhEQDZwKahhkOnVQBSUIO7TC+mdTbD6A0k+LejFIIEjIQLGKUGGv1ytiPFKF57HM5qMZnfgiGnI5z4UOqGZdi3CtX3Jo7FV4Gbw4VNFejV/7y+5JmCQhDOdG667mpCXKiDKMcxiU/05ASGpMBdC0KkoAO8uklY3xinT6OpLJPGDx1f0/kJNF6lIS2MyFmqBdrE/O/Wjcz0VWQM5FmBgSdLYoyjo3Ek1hwnymgho8sEKqY/SumQ2KjMTa8kg3BWzx5GVrnNc/y3UWlfj2Po4iO0DGqIg9dojq6RQ3URBQ9omf0it6cJ+fFeXc+Zq0FZz5ziP7I+fwB++6agw==</latexit>

p
|X | log k

� )

n✏
<latexit sha1_base64="eXkRI7H7K1Pk2985CThZHfV8UhE=">AAACI3icbVDLSgMxFM34tr6qLt0MFkE3ZUYExZXoxqWCtYVOKZn0Tg3NJGNyRyhx/sWNv+LGhSJuXPgvpo+Fth4IHM65l5tz4kxwg0Hw5c3Mzs0vLC4tl1ZW19Y3yptbt0blmkGNKaF0I6YGBJdQQ44CGpkGmsYC6nHvYuDXH0AbruQN9jNopbQrecIZRSe1y6dRoimzkbnXaB+jlOIdo8I2isciEqo7cnuFjWJAWhwUVkaQGS6ULNrlSlANhvCnSTgmFTLGVbv8EXUUy1OQyAQ1phkGGbYs1ciZgKIU5QYyynq0C01HJU3BtOwwY+HvOaXjJ0q7J9Efqr83LE2N6aexmxyEMJPeQPzPa+aYnLQsl1mOINnoUJILH5U/KMzvcA0MRd8RyjR3f/XZHXW1oKu15EoIJyNPk9vDauj49VHl7HxcxxLZIbtkn4TkmJyRS3JFaoSRJ/JC3si79+y9eh/e52h0xhvvbJM/8L5/AJDpp0k=</latexit><latexit sha1_base64="eXkRI7H7K1Pk2985CThZHfV8UhE=">AAACI3icbVDLSgMxFM34tr6qLt0MFkE3ZUYExZXoxqWCtYVOKZn0Tg3NJGNyRyhx/sWNv+LGhSJuXPgvpo+Fth4IHM65l5tz4kxwg0Hw5c3Mzs0vLC4tl1ZW19Y3yptbt0blmkGNKaF0I6YGBJdQQ44CGpkGmsYC6nHvYuDXH0AbruQN9jNopbQrecIZRSe1y6dRoimzkbnXaB+jlOIdo8I2isciEqo7cnuFjWJAWhwUVkaQGS6ULNrlSlANhvCnSTgmFTLGVbv8EXUUy1OQyAQ1phkGGbYs1ciZgKIU5QYyynq0C01HJU3BtOwwY+HvOaXjJ0q7J9Efqr83LE2N6aexmxyEMJPeQPzPa+aYnLQsl1mOINnoUJILH5U/KMzvcA0MRd8RyjR3f/XZHXW1oKu15EoIJyNPk9vDauj49VHl7HxcxxLZIbtkn4TkmJyRS3JFaoSRJ/JC3si79+y9eh/e52h0xhvvbJM/8L5/AJDpp0k=</latexit><latexit sha1_base64="eXkRI7H7K1Pk2985CThZHfV8UhE=">AAACI3icbVDLSgMxFM34tr6qLt0MFkE3ZUYExZXoxqWCtYVOKZn0Tg3NJGNyRyhx/sWNv+LGhSJuXPgvpo+Fth4IHM65l5tz4kxwg0Hw5c3Mzs0vLC4tl1ZW19Y3yptbt0blmkGNKaF0I6YGBJdQQ44CGpkGmsYC6nHvYuDXH0AbruQN9jNopbQrecIZRSe1y6dRoimzkbnXaB+jlOIdo8I2isciEqo7cnuFjWJAWhwUVkaQGS6ULNrlSlANhvCnSTgmFTLGVbv8EXUUy1OQyAQ1phkGGbYs1ciZgKIU5QYyynq0C01HJU3BtOwwY+HvOaXjJ0q7J9Efqr83LE2N6aexmxyEMJPeQPzPa+aYnLQsl1mOINnoUJILH5U/KMzvcA0MRd8RyjR3f/XZHXW1oKu15EoIJyNPk9vDauj49VHl7HxcxxLZIbtkn4TkmJyRS3JFaoSRJ/JC3si79+y9eh/e52h0xhvvbJM/8L5/AJDpp0k=</latexit><latexit sha1_base64="eXkRI7H7K1Pk2985CThZHfV8UhE=">AAACI3icbVDLSgMxFM34tr6qLt0MFkE3ZUYExZXoxqWCtYVOKZn0Tg3NJGNyRyhx/sWNv+LGhSJuXPgvpo+Fth4IHM65l5tz4kxwg0Hw5c3Mzs0vLC4tl1ZW19Y3yptbt0blmkGNKaF0I6YGBJdQQ44CGpkGmsYC6nHvYuDXH0AbruQN9jNopbQrecIZRSe1y6dRoimzkbnXaB+jlOIdo8I2isciEqo7cnuFjWJAWhwUVkaQGS6ULNrlSlANhvCnSTgmFTLGVbv8EXUUy1OQyAQ1phkGGbYs1ciZgKIU5QYyynq0C01HJU3BtOwwY+HvOaXjJ0q7J9Efqr83LE2N6aexmxyEMJPeQPzPa+aYnLQsl1mOINnoUJILH5U/KMzvcA0MRd8RyjR3f/XZHXW1oKu15EoIJyNPk9vDauj49VHl7HxcxxLZIbtkn4TkmJyRS3JFaoSRJ/JC3si79+y9eh/e52h0xhvvbJM/8L5/AJDpp0k=</latexit>

q
k log 1

� log
k
�

n✏
<latexit sha1_base64="EukDT+A22ghTqNbAKQWtzB/6+l8=">AAACKnicbZBNS8NAEIY3flu/qh69BIvgSRIR9Fj14rGCbYUmlM1mUpduduPuRCghv8eLf8WLB6V49Ye4/QC19YWFl2dmmJ03ygQ36HlDZ2FxaXlldW29srG5tb1T3d1rGZVrBk2mhNL3ETUguIQmchRwn2mgaSSgHfWvR/X2E2jDlbzDQQZhSnuSJ5xRtKhbvQwSTVkRmEeNRT8QqjcBflkEMQikZfkD+xZGMGKFDCAzXChZdqs178Qby503/tTUyFSNbvUtiBXLU5DIBDWm43sZhgXVyJmAshLkBjLK+rQHHWslTcGExfjU0j2yJHYTpe2T6I7p74mCpsYM0sh2phQfzGxtBP+rdXJMLsKCyyxHkGyyKMmFi8od5ebGXANDMbCGMs3tX132QG0qaNOt2BD82ZPnTev0xLf+9qxWv5rGsUYOyCE5Jj45J3VyQxqkSRh5Jq/knXw4L86bM3Q+J60LznRmn/yR8/UNnWOqcA==</latexit><latexit sha1_base64="EukDT+A22ghTqNbAKQWtzB/6+l8=">AAACKnicbZBNS8NAEIY3flu/qh69BIvgSRIR9Fj14rGCbYUmlM1mUpduduPuRCghv8eLf8WLB6V49Ye4/QC19YWFl2dmmJ03ygQ36HlDZ2FxaXlldW29srG5tb1T3d1rGZVrBk2mhNL3ETUguIQmchRwn2mgaSSgHfWvR/X2E2jDlbzDQQZhSnuSJ5xRtKhbvQwSTVkRmEeNRT8QqjcBflkEMQikZfkD+xZGMGKFDCAzXChZdqs178Qby503/tTUyFSNbvUtiBXLU5DIBDWm43sZhgXVyJmAshLkBjLK+rQHHWslTcGExfjU0j2yJHYTpe2T6I7p74mCpsYM0sh2phQfzGxtBP+rdXJMLsKCyyxHkGyyKMmFi8od5ebGXANDMbCGMs3tX132QG0qaNOt2BD82ZPnTev0xLf+9qxWv5rGsUYOyCE5Jj45J3VyQxqkSRh5Jq/knXw4L86bM3Q+J60LznRmn/yR8/UNnWOqcA==</latexit><latexit sha1_base64="EukDT+A22ghTqNbAKQWtzB/6+l8=">AAACKnicbZBNS8NAEIY3flu/qh69BIvgSRIR9Fj14rGCbYUmlM1mUpduduPuRCghv8eLf8WLB6V49Ye4/QC19YWFl2dmmJ03ygQ36HlDZ2FxaXlldW29srG5tb1T3d1rGZVrBk2mhNL3ETUguIQmchRwn2mgaSSgHfWvR/X2E2jDlbzDQQZhSnuSJ5xRtKhbvQwSTVkRmEeNRT8QqjcBflkEMQikZfkD+xZGMGKFDCAzXChZdqs178Qby503/tTUyFSNbvUtiBXLU5DIBDWm43sZhgXVyJmAshLkBjLK+rQHHWslTcGExfjU0j2yJHYTpe2T6I7p74mCpsYM0sh2phQfzGxtBP+rdXJMLsKCyyxHkGyyKMmFi8od5ebGXANDMbCGMs3tX132QG0qaNOt2BD82ZPnTev0xLf+9qxWv5rGsUYOyCE5Jj45J3VyQxqkSRh5Jq/knXw4L86bM3Q+J60LznRmn/yR8/UNnWOqcA==</latexit><latexit sha1_base64="EukDT+A22ghTqNbAKQWtzB/6+l8=">AAACKnicbZBNS8NAEIY3flu/qh69BIvgSRIR9Fj14rGCbYUmlM1mUpduduPuRCghv8eLf8WLB6V49Ye4/QC19YWFl2dmmJ03ygQ36HlDZ2FxaXlldW29srG5tb1T3d1rGZVrBk2mhNL3ETUguIQmchRwn2mgaSSgHfWvR/X2E2jDlbzDQQZhSnuSJ5xRtKhbvQwSTVkRmEeNRT8QqjcBflkEMQikZfkD+xZGMGKFDCAzXChZdqs178Qby503/tTUyFSNbvUtiBXLU5DIBDWm43sZhgXVyJmAshLkBjLK+rQHHWslTcGExfjU0j2yJHYTpe2T6I7p74mCpsYM0sh2phQfzGxtBP+rdXJMLsKCyyxHkGyyKMmFi8od5ebGXANDMbCGMs3tX132QG0qaNOt2BD82ZPnTev0xLf+9qxWv5rGsUYOyCE5Jj45J3VyQxqkSRh5Jq/knXw4L86bM3Q+J60LznRmn/yR8/UNnWOqcA==</latexit>

✓
log |X | log |Q|

n✏

◆1/3

+
log 1

�

n✏
<latexit sha1_base64="GA5BohstPInDZ8EFy7ngxyxMJIE="></latexit><latexit sha1_base64="GA5BohstPInDZ8EFy7ngxyxMJIE="></latexit><latexit sha1_base64="GA5BohstPInDZ8EFy7ngxyxMJIE="></latexit><latexit sha1_base64="GA5BohstPInDZ8EFy7ngxyxMJIE="></latexit>

✓
log |X | log(k/�)

n✏

◆1/3

<latexit sha1_base64="KHQ4KXRVwL86LjDdjOqDYHFP5bE="></latexit><latexit sha1_base64="KHQ4KXRVwL86LjDdjOqDYHFP5bE="></latexit><latexit sha1_base64="KHQ4KXRVwL86LjDdjOqDYHFP5bE="></latexit><latexit sha1_base64="KHQ4KXRVwL86LjDdjOqDYHFP5bE="></latexit>

O(|X |)
<latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit><latexit sha1_base64="tzCLRUbeVa9QRDRYKef1yTrAzCE=">AAAB+XicbVDLSsNAFL2pr1pfUZduBotQNyWRgi6LbtxZwT6gDWUynbRDJ5MwMymUtH/ixoUibv0Td/6NkzYLbT0wcDjnXu6Z48ecKe0431ZhY3Nre6e4W9rbPzg8so9PWipKJKFNEvFIdnysKGeCNjXTnHZiSXHoc9r2x3eZ355QqVgknvQ0pl6Ih4IFjGBtpL5tP1RmvRDrEcE87cxnl3277FSdBdA6cXNShhyNvv3VG0QkCanQhGOluq4Tay/FUjPC6bzUSxSNMRnjIe0aKnBIlZcuks/RhVEGKIikeUKjhfp7I8WhUtPQN5NZSLXqZeJ/XjfRwY2XMhEnmgqyPBQkHOkIZTWgAZOUaD41BBPJTFZERlhiok1ZJVOCu/rlddK6qrqGP9bK9du8jiKcwTlUwIVrqMM9NKAJBCbwDK/wZqXWi/VufSxHC1a+cwp/YH3+AEVEk2k=</latexit>
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Recap: Privacy loss random 
variable
• PLRV is the log probability ratio as a random 

variable

• Tail bound of privacy loss r.v. implies DP
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(d) (5 pts) Prove that Laplace mechanism satisfies ✏-DP.

(e) (5 pts) Prove that exponential mechanism satisfies ✏-DP.

2 Adversary’s point of view [20 Pts]

(a) (5 pts) Consider the randomized response mechanism that satisfy ✏-DP. You output y ⇠ M(x)
where you data x 2 {1 : Heart-desease, 0 : no-heart-desease}. Consider an adversary who
wants to make an inference about your data i.e., this adversary is a binary classifier. Let’s
say that this classifier outputs x̂ = 1 if y = 1 and (̂x) = 0 if y = 0. Show that this adversary’s
rule is the one that maximizes the likelihood.

(b) (5 pts) What is the classification error of the specific adversary above on your data?

(c) (5 pts) Show (using the definition of di↵erential privacy) that no-adversary can have a smaller
classification error on all possible inputs at the same time, i.e., show that the above strategy
of the adversary is optimal.

(Hint: if an adversary predicts more accurately in the world when x = 0, what does it mean
for the adversary when x = 1? Notice that the classifier needs to output the same thing, or
sample x̂ from the same probability distribution if y is the same.).

(d) (5 pts) Now let’s consider a general ✏-DP mechanism with y ⇠ M(x) . Y can be space as
long as we can define the probability distribution induced by M(x) and M(x0). Consider an
adversary who have two candidate datasets x, x0 that are neighbors. Show that (using the
definition of di↵erential privacy) that the classification error of any such adversary must be
larger than 1

e✏+1 . Can you explicitly construct the optimal attack?

(Hint: consider the event of the adversary is correct under M(x), that does the event imply
under M(x0)?)

3 Privacy loss random variables [20 Pts + 5 Bonus point]

A central concept in DP analysis is the so-called privacy loss random variable ". Let randomized
algorithm M : X⇤ ! Y, where X⇤ is the space of the datasets and Y is the space of the outputs.
The privacy loss random variable is defined for a fixed pair of neighboring datasets x, x0 2 X⇤ as
follows.

"x,x
0

M = log(
p(y)

p0(y)
) where random variable y ⇠ M(x).

In the above, p, p0 are the probability density function (or probability mass function if Y is discrete)
of M(x) and M(x0) respectively. For simplicity, you may ignore measure theoretic-considerations
and just consider a finite discrete output space.

(a) (5 pts) Show that for all neighboring pair x, x0 P("x,x
0

M > ✏) = 0 if and only if M satisfies
✏-DP.

(b) (5 pts) Prove the following useful lemma.

2

Lemma 1 (Tail bound to (✏, �)-DP conversion). Let "x,x
0

M be the privacy loss RV defined
above. If

P("x,x
0

M > ✏)  �

for all pair of neighboring x, x0 then M satisfies (✏, �)-DP.

(Hint: For any set of the output space S, consider both S and its complement Sc. Follow the
definition of DP.)

(c) (5 pts) (non-adaptive composition) Use the above to show that for two fixed mechanisms
M1,M2. Let’s say M1,M2 satisfies that for any pair of neighboring input x, x0,

P("x,x
0

M1
> ✏)  �

and
P("x,x

0

M2
> ✏)  �

show that the composition M = (M1,M2) satisfies that (2✏, 2�)-DP.

(d) (5 pts) (Adaptive composition) Let’s say that M2 depends on the realized output of M1, but

for each potential output y1 2 Y1, M2 satisfies P("x,x
0

M2
> ✏)  � for any pair of neighboring

input x, x0, . Show that the composition M = (M1,M2) satisfies (2✏, 2�)-DP.

(e) (5 pts) (Bonus Question) Let M1, ...,Mk be a sequence of randomized algorithms, Mi may
depend on the realized output of M1, ...,Mi�1. Assume that for all i, Mi satisfies that

P("x,x
0

M1
> ✏)  0 show (using Azuma-Hoe↵ding’s inequality) that the composition (M1, ...,Mk)

satisfies (✏0, �)-DP with
✏0 = k✏(e✏ � 1) +

p
2k log(1/�)✏.

(Hint: The challenge is in bounding the expected value of the privacy loss RV with ✏(e✏ � 1).
Notice that the expected value of the privacy loss random variable is the KL-divergence,
which is always larger than 0.)

4 Implement di↵erential private data release for COVID’19 data
/ an introduction to autodp [35 Pts]

Set up your favorite Python programming environment. Install “numpy, scipy, pandas”. Also
install “autodp” by following instructions here https://github.com/yuxiangw/autodp.

Read the notebook here (thanks EricThomson for making it available) for https://github.

com/EricThomson/covid-mapping/blob/master/covid_map.ipynb, modify it so that you are plot-
ting the state-level daily COVD cases (normalized by the popular of each state) for 09/30/2021.

In this question we will implement how to di↵erential-privately release and visualize this dataset.
Answer the following questions using Jupyter notebook and save the notebook as a pdf file (combine
with the rest of your written answers), then submit through Gradescope. Please also submit your
code separately.

(a) (5 pts) Formulate the problem as a numerical query where f takes the dataset x of indi-
viduals and output the daily COVID case count by states on 09/30/2021. Write down the

3

(You are to prove this in HW1.)



This lecture

• Advanced composition (Part II)
• Proof of advanced composition for pure DP mechanisms

• Gaussian mechanism
• PLRV of the Gaussian mechanism
• Composition of Gaussian mechanisms via Adv. 

composition

• Renyi Differential Privacy
• Deriving RDP from PLRVs
• Improved composition of Gaussian mechanism
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Readings:

• Advanced Composition for pure-DP
• Lecture notes

• Gaussian mechanism
• Balle and W., 2018

• Probability inequalities and subgaussian tail bounds
• Larry’s notes: 

https://www.stat.cmu.edu/~larry/=stat705/Lecture2.pdf

• Renyi Differential Privacy
• Bun and Steinke, 2017
• Mironov, 2017
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Adaptive Composition  =  Sum of 
privacy loss random variables
• Fix two neighboring datasets, consider a sequence 

of adaptively chosen pure-DP mechanisms
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Proof Idea of Advanced 
Composition
• Observation 1:   sometimes PLRV is positive, other 

times negative.  They cancel with each other.

• Observation 2: as k gets larger, the sum of PLRV 
concentrates around its mean.
• Calculate their mean
• Bound the deviation from the mean

• Observation 3: the adaptivity means that the PLRV 
will depend on the past
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Martingale

• We say that a sequence of r.v. X1,…,Xn,… is a 
Martingale if for any n

• Example:  
• Random-walk: Total number of heads minus tails in n 

coin tosses
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Azuma-Hoeffding’s inequality

• Azuma-Hoeffding’s inequality:  Assume X1, …, Xn
are Martingale differences  

• Apply Azuma-Hoeffding’s inequality to our problem
• What are these martingale differences?

• What are these bounds?

13
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Proof for the advanced composition 
for pure DP mechanisms
• Fix x, x’,  apply Azuma-Hoeffding’s inequality
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Bounding the KL-divergence

• Lemma (Pinsker’s inequality)

• Corollary: KL-divergence is nonnegative.
• Now’s let’s bound the expected value of PLRV:

15
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Improved bounds of the KL-divergence 
and tighter version of Advanced 
composition.
1. Bound from Dwork and Roth book

2. Bound from Bun and Steinke

3. Tight bound from Adam Smith (also in the proof 
of Bun and Steinke):
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<latexit sha1_base64="pTFJyx851unREvAS4HmitLO3Waw=">AAACD3icbZDNSsNAFIUn/tb6V3XpZrAodVOSIuiyqAtBFxVsKzSxTKY3dehkEmcmQol5Aze+ihsXirh16863cVqzUOuBgY9z7+XOPX7MmdK2/WlNTc/Mzs0XFoqLS8srq6W19ZaKEkmhSSMeyUufKOBMQFMzzeEylkBCn0PbHxyN6u1bkIpF4kIPY/BC0hcsYJRoY3VLO8fd9PQsqzTcu/Nd7HK4wW4gCU1diBXjkbiqZWkt65bKdtUeC0+Ck0MZ5Wp0Sx9uL6JJCEJTTpTqOHasvZRIzSiHrOgmCmJCB6QPHYOChKC8dHxPhreN08NBJM0TGo/dnxMpCZUahr7pDIm+Vn9rI/O/WifRwYGXMhEnGgT9XhQkHOsIj8LBPSaBaj40QKhk5q+YXhMThzYRFk0Izt+TJ6FVqzqGz/fK9cM8jgLaRFuoghy0j+roBDVQE1F0jx7RM3qxHqwn69V6+26dsvKZDfRL1vsX+fucAQ==</latexit><latexit sha1_base64="pTFJyx851unREvAS4HmitLO3Waw=">AAACD3icbZDNSsNAFIUn/tb6V3XpZrAodVOSIuiyqAtBFxVsKzSxTKY3dehkEmcmQol5Aze+ihsXirh16863cVqzUOuBgY9z7+XOPX7MmdK2/WlNTc/Mzs0XFoqLS8srq6W19ZaKEkmhSSMeyUufKOBMQFMzzeEylkBCn0PbHxyN6u1bkIpF4kIPY/BC0hcsYJRoY3VLO8fd9PQsqzTcu/Nd7HK4wW4gCU1diBXjkbiqZWkt65bKdtUeC0+Ck0MZ5Wp0Sx9uL6JJCEJTTpTqOHasvZRIzSiHrOgmCmJCB6QPHYOChKC8dHxPhreN08NBJM0TGo/dnxMpCZUahr7pDIm+Vn9rI/O/WifRwYGXMhEnGgT9XhQkHOsIj8LBPSaBaj40QKhk5q+YXhMThzYRFk0Izt+TJ6FVqzqGz/fK9cM8jgLaRFuoghy0j+roBDVQE1F0jx7RM3qxHqwn69V6+26dsvKZDfRL1vsX+fucAQ==</latexit><latexit sha1_base64="pTFJyx851unREvAS4HmitLO3Waw=">AAACD3icbZDNSsNAFIUn/tb6V3XpZrAodVOSIuiyqAtBFxVsKzSxTKY3dehkEmcmQol5Aze+ihsXirh16863cVqzUOuBgY9z7+XOPX7MmdK2/WlNTc/Mzs0XFoqLS8srq6W19ZaKEkmhSSMeyUufKOBMQFMzzeEylkBCn0PbHxyN6u1bkIpF4kIPY/BC0hcsYJRoY3VLO8fd9PQsqzTcu/Nd7HK4wW4gCU1diBXjkbiqZWkt65bKdtUeC0+Ck0MZ5Wp0Sx9uL6JJCEJTTpTqOHasvZRIzSiHrOgmCmJCB6QPHYOChKC8dHxPhreN08NBJM0TGo/dnxMpCZUahr7pDIm+Vn9rI/O/WifRwYGXMhEnGgT9XhQkHOsIj8LBPSaBaj40QKhk5q+YXhMThzYRFk0Izt+TJ6FVqzqGz/fK9cM8jgLaRFuoghy0j+roBDVQE1F0jx7RM3qxHqwn69V6+26dsvKZDfRL1vsX+fucAQ==</latexit><latexit sha1_base64="pTFJyx851unREvAS4HmitLO3Waw=">AAACD3icbZDNSsNAFIUn/tb6V3XpZrAodVOSIuiyqAtBFxVsKzSxTKY3dehkEmcmQol5Aze+ihsXirh16863cVqzUOuBgY9z7+XOPX7MmdK2/WlNTc/Mzs0XFoqLS8srq6W19ZaKEkmhSSMeyUufKOBMQFMzzeEylkBCn0PbHxyN6u1bkIpF4kIPY/BC0hcsYJRoY3VLO8fd9PQsqzTcu/Nd7HK4wW4gCU1diBXjkbiqZWkt65bKdtUeC0+Ck0MZ5Wp0Sx9uL6JJCEJTTpTqOHasvZRIzSiHrOgmCmJCB6QPHYOChKC8dHxPhreN08NBJM0TGo/dnxMpCZUahr7pDIm+Vn9rI/O/WifRwYGXMhEnGgT9XhQkHOsIj8LBPSaBaj40QKhk5q+YXhMThzYRFk0Izt+TJ6FVqzqGz/fK9cM8jgLaRFuoghy0j+roBDVQE1F0jx7RM3qxHqwn69V6+26dsvKZDfRL1vsX+fucAQ==</latexit>

DKL(PkQ)  ✏ · e
✏ � 1

e✏ + 1
= ✏ · tanh(✏/2)

<latexit sha1_base64="rxCMA6A/Zaw1YvesRjToXVCIKSs="></latexit><latexit sha1_base64="rxCMA6A/Zaw1YvesRjToXVCIKSs="></latexit><latexit sha1_base64="rxCMA6A/Zaw1YvesRjToXVCIKSs="></latexit><latexit sha1_base64="rxCMA6A/Zaw1YvesRjToXVCIKSs="></latexit>

Proofs are left as an exercise (maybe one question in HW2).

Use this for theory / get asymptotic rate

Implement this one 
(already in autodp)

Condition: P,Q satisfies that the log-odds ratio ≤ 𝜀.



Checkpoint
• A simple proof of advanced composition for pure-DP 

mechanisms via PLRV

• Proof of the approx DP mechanism is similar but 
requires providing a PLRV that works for all approx. DP 
mechanisms.
• We will (hopefully) cover that in the next lecture as a 

natural by product.
17

Theorem: The adaptive composition of k  (𝜀,𝛿)-DP 
mechanisms satisfies where

for any

("̃, �̃)�DP
<latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit><latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit><latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit><latexit sha1_base64="Qtgth6QegNKgK66bkvZkirywIHk=">AAACEHicbVDLSsNAFJ3UV62vqks3wSJWUElE0GVRFy4r2Ae0pUwmt+3QySTM3BRK6Ce48VfcuFDErUt3/o3TNoK2Hhg4nHMud+7xIsE1Os6XlVlYXFpeya7m1tY3Nrfy2ztVHcaKQYWFIlR1j2oQXEIFOQqoRwpo4Amoef3rsV8bgNI8lPc4jKAV0K7kHc4oGqmdPyw2kQsfkuaAKog0F6EcHf9oPgiko6OTm3I7X3BOnQnseeKmpEBSmPxn0w9ZHIBEJqjWDdeJsJVQhZwJGOWasYaIsj7tQsNQSQPQrWRy0Mg+MIpvd0JlnkR7ov6eSGig9TDwTDKg2NOz3lj8z2vE2LlsJVxGMYJk00WdWNgY2uN2bJ8rYCiGhlCmuPmrzXpUUYamw5wpwZ09eZ5Uz05dw+/OC6WrtI4s2SP7pEhcckFK5JaUSYUw8kCeyAt5tR6tZ+vNep9GM1Y6s0v+wPr4BiRlnUA=</latexit>

�̃ = k� + �0
<latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit><latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit><latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit><latexit sha1_base64="U2Sa1nny6U6AOGtJHnOm10ZBhms=">AAACC3icbZC7SgNBFIZnvcZ4W7W0GRJEQQi7ImgjBG0sI5gLZEOYnT1JhsxemDkrhCW9ja9iY6GIrS9g59s4SbbQxB8GPv5zDmfO7ydSaHScb2tpeWV1bb2wUdzc2t7Ztff2GzpOFYc6j2WsWj7TIEUEdRQooZUoYKEvoekPbyb15gMoLeLoHkcJdELWj0RPcIbG6tolD4UMIPMCkMjG9IoOZ0hP6QyOu3bZqThT0UVwcyiTXLWu/eUFMU9DiJBLpnXbdRLsZEyh4BLGRS/VkDA+ZH1oG4xYCLqTTW8Z0yPjBLQXK/MipFP390TGQq1HoW86Q4YDPV+bmP/V2in2LjuZiJIUIeKzRb1UUozpJBgaCAUc5cgA40qYv1I+YIpxNPEVTQju/MmL0DiruIbvzsvV6zyOAjkkJXJCXHJBquSW1EidcPJInskrebOerBfr3fqYtS5Z+cwB+SPr8weOgJoR</latexit>

", � � 0, �0 > 0
<latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit><latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit><latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit><latexit sha1_base64="4a/Lo5lOoLd5t7fAP/lMRkXteGE=">AAACDXicbZDLSgMxFIYz9VbrrerSTbCKLkqZEUFXUnTjsoK9QKeUTHqmDc0kY5IplKEv4MZXceNCEbfu3fk2ppeFtv4Q+PKfc0jOH8ScaeO6305maXlldS27ntvY3Nreye/u1bRMFIUqlVyqRkA0cCagapjh0IgVkCjgUA/6N+N6fQBKMynuzTCGVkS6goWMEmOtdv4I+wOiINaMS1H0O8AN8bvwgN0int5Ortx2vuCW3InwIngzKKCZKu38l9+RNIlAGMqJ1k3PjU0rJcowymGU8xMNMaF90oWmRUEi0K10ss0IH1ung0Op7BEGT9zfEymJtB5Gge2MiOnp+drY/K/WTEx42UqZiBMDgk4fChOOjcTjaHCHKaCGDy0Qqpj9K6Y9ogg1NsCcDcGbX3kRamclz/LdeaF8PYsjiw7QITpFHrpAZXSLKqiKKHpEz+gVvTlPzovz7nxMWzPObGYf/ZHz+QOXCpqU</latexit>

"̃ = "
p

2k log(1/�0) + 2k"2,
<latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit><latexit sha1_base64="uAqX6IEYCeWSZEIO7E9uecZhit0="></latexit>

Can be improved to 0.5.



Gaussian mechanism

• Releasing low-sensitivity query f

• L2-Sensitivity of f

18



Gaussian noise is more 
concentrated than Laplace noise
• N(0, 𝜎) vs Lap(0,b)

• In multiple dimensions

19
Credit: Damien Desfontaines https://desfontain.es/privacy/gaussian-noise.html

https://desfontain.es/privacy/gaussian-noise.html


Examples of queries and their 
sensitivities
1. Histogram under “add/remove”

2. Histogram under “replace”

3. Voting when each individual has k-ballots

4. Uncentered sample covariance (“Gram”) matrix

20



Privacy Loss Random Variable of the 
Gaussian mechanism is Gaussian
• Recall: 

• The privacy loss RV of a Gaussian mechanism is

21

that the value of � given in Theorem 1 is suboptimal in the high privacy regime " ! 0. Then we
show that this problem is in fact inherent to the usual proof strategy used to analyze the Gaussian
mechanism. We conclude the section by showing that for large values of " the standard deviation of
a Gaussian perturbation that provides (", �)-DP must scale like ⌦(1/

p
"). This implies that the

scaling ⇥(1/") provided by the classical Gaussian mechanism in the range " 2 (0, 1) cannot be
extended beyond any bounded interval.

2.1 Limitations in the High Privacy Regime

To illustrate the sub-optimality of the classical Gaussian mechanism in the regime " ! 0 we start by
showing it is possible to achieve (0, �)-DP using Gaussian perturbations. This clearly falls outside
the capabilities of the classical Gaussian mechanism, since the standard deviation � = ⇥(1/")
provided by Theorem 1 grows to infinity as " ! 0.

Theorem 2. A Gaussian output perturbation mechanism with � = �/2� is (0, �)-DP
1
.

Previous analyses of the Gaussian mechanism are based on a simple su�cient condition for DP
in terms of the privacy loss random variable Dwork and Roth [2014]. The next section explains why
the usual analysis of the Gaussian mechanism cannot yield tight bounds for the regime " ! 0. This
shows that our example is not a corner case, but a fundamental limitation of trying to establish
(", �)-DP through said su�cient condition.

2.2 Limitations of Privacy Loss Analyses

Given a vector-valued mechanism M let pM(x)(y) denote the density of the random variable
Y = M(x). The privacy loss function of M on a pair of neighbouring inputs x ' x

0 is defined as

`M,x,x0(y) = log

✓
pM(x)(y)

pM(x0)(y)

◆
.

The privacy loss random variable LM,x,x0 = `M,x,x0(Y ) is the transformation of the output random
variable Y = M(x) by the function `M,x,x0 . For the particular case of a Gaussian mechanism
M(x) = f(x) + Z with Z ⇠ N (0,�2

I) it is well-known that the privacy loss random variable is also
Gaussian Dwork and Rothblum [2016].

Lemma 3. The privacy loss LM,x,x0 of a Gaussian output perturbation mechanism follows a

distribution N (⌘, 2⌘) with ⌘ = D
2
/2�2

, where D = kf(x)� f(x0)k.

The privacy analysis of the classical Gaussian mechanism relies on the following su�cient
condition: a mechanism M is (", �)-DP if the privacy loss LM,x,x0 satisfies

8x ' x
0 : P[LM,x,x0 � "]  � . (2)

Since Lemma 3 shows the privacy loss LM,x,x0 of the Gaussian mechanism is a Gaussian random
variable with mean kf(x) � f(x0)k2/2�2, we have P[LM,x,x0 > 0] � 1/2 for any pair of datasets
with f(x) 6= f(x0). This observation shows that in general it is not possible to use this su�cient
condition for (", �)-DP to prove that the Gaussian mechanism achieves (0, �)-DP for any � < 1/2.
In other words, the su�cient condition is not necessary in the regime " ! 0. We conclude that an
alternative analysis is required in order to improve the dependence on " in the Gaussian mechanism.

1Proofs for all results given in the paper are presented in Appendix A.

3

(d) (5 pts) Prove that Laplace mechanism satisfies ✏-DP.

(e) (5 pts) Prove that exponential mechanism satisfies ✏-DP.

2 Adversary’s point of view [20 Pts]

(a) (5 pts) Consider the randomized response mechanism that satisfy ✏-DP. You output y ⇠ M(x)
where you data x 2 {1 : Heart-desease, 0 : no-heart-desease}. Consider an adversary who
wants to make an inference about your data i.e., this adversary is a binary classifier. Let’s
say that this classifier outputs x̂ = 1 if y = 1 and (̂x) = 0 if y = 0. Show that this adversary’s
rule is the one that maximizes the likelihood.

(b) (5 pts) What is the classification error of the specific adversary above on your data?

(c) (5 pts) Show (using the definition of di↵erential privacy) that no-adversary can have a smaller
classification error on all possible inputs at the same time, i.e., show that the above strategy
of the adversary is optimal.

(Hint: if an adversary predicts more accurately in the world when x = 0, what does it mean
for the adversary when x = 1? Notice that the classifier needs to output the same thing, or
sample x̂ from the same probability distribution if y is the same.).

(d) (5 pts) Now let’s consider a general ✏-DP mechanism with y ⇠ M(x) . Y can be space as
long as we can define the probability distribution induced by M(x) and M(x0). Consider an
adversary who have two candidate datasets x, x0 that are neighbors. Show that (using the
definition of di↵erential privacy) that the classification error of any such adversary must be
larger than 1

e✏+1 . Can you explicitly construct the optimal attack?

(Hint: consider the event of the adversary is correct under M(x), that does the event imply
under M(x0)?)

3 Privacy loss random variables [20 Pts + 5 Bonus point]

A central concept in DP analysis is the so-called privacy loss random variable ". Let randomized
algorithm M : X⇤ ! Y, where X⇤ is the space of the datasets and Y is the space of the outputs.
The privacy loss random variable is defined for a fixed pair of neighboring datasets x, x0 2 X⇤ as
follows.

"x,x
0

M = log(
p(y)

p0(y)
) where random variable y ⇠ M(x).

In the above, p, p0 are the probability density function (or probability mass function if Y is discrete)
of M(x) and M(x0) respectively. For simplicity, you may ignore measure theoretic-considerations
and just consider a finite discrete output space.

(a) (5 pts) Show that for all neighboring pair x, x0 P("x,x
0

M > ✏) = 0 if and only if M satisfies
✏-DP.

(b) (5 pts) Prove the following useful lemma.

2



The privacy analysis of Gaussian 
mechanism

• Useful lemma: Gaussian tail bound

22

Lemma 1 (Tail bound to (✏, �)-DP conversion). Let "x,x
0

M be the privacy loss RV defined
above. If

P("x,x
0

M > ✏)  �

for all pair of neighboring x, x0 then M satisfies (✏, �)-DP.

(Hint: For any set of the output space S, consider both S and its complement Sc. Follow the
definition of DP.)

(c) (5 pts) (non-adaptive composition) Use the above to show that for two fixed mechanisms
M1,M2. Let’s say M1,M2 satisfies that for any pair of neighboring input x, x0,

P("x,x
0

M1
> ✏)  �

and
P("x,x

0

M2
> ✏)  �

show that the composition M = (M1,M2) satisfies that (2✏, 2�)-DP.

(d) (5 pts) (Adaptive composition) Let’s say that M2 depends on the realized output of M1, but

for each potential output y1 2 Y1, M2 satisfies P("x,x
0

M2
> ✏)  � for any pair of neighboring

input x, x0, . Show that the composition M = (M1,M2) satisfies (2✏, 2�)-DP.

(e) (5 pts) (Bonus Question) Let M1, ...,Mk be a sequence of randomized algorithms, Mi may
depend on the realized output of M1, ...,Mi�1. Assume that for all i, Mi satisfies that

P("x,x
0

M1
> ✏)  0 show (using Azuma-Hoe↵ding’s inequality) that the composition (M1, ...,Mk)

satisfies (✏0, �)-DP with
✏0 = k✏(e✏ � 1) +

p
2k log(1/�)✏.

(Hint: The challenge is in bounding the expected value of the privacy loss RV with ✏(e✏ � 1).
Notice that the expected value of the privacy loss random variable is the KL-divergence,
which is always larger than 0.)

4 Implement di↵erential private data release for COVID’19 data
/ an introduction to autodp [35 Pts]

Set up your favorite Python programming environment. Install “numpy, scipy, pandas”. Also
install “autodp” by following instructions here https://github.com/yuxiangw/autodp.

Read the notebook here (thanks EricThomson for making it available) for https://github.

com/EricThomson/covid-mapping/blob/master/covid_map.ipynb, modify it so that you are plot-
ting the state-level daily COVD cases (normalized by the popular of each state) for 09/30/2021.

In this question we will implement how to di↵erential-privately release and visualize this dataset.
Answer the following questions using Jupyter notebook and save the notebook as a pdf file (combine
with the rest of your written answers), then submit through Gradescope. Please also submit your
code separately.

(a) (5 pts) Formulate the problem as a numerical query where f takes the dataset x of indi-
viduals and output the daily COVID case count by states on 09/30/2021. Write down the
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that the value of � given in Theorem 1 is suboptimal in the high privacy regime " ! 0. Then we
show that this problem is in fact inherent to the usual proof strategy used to analyze the Gaussian
mechanism. We conclude the section by showing that for large values of " the standard deviation of
a Gaussian perturbation that provides (", �)-DP must scale like ⌦(1/

p
"). This implies that the

scaling ⇥(1/") provided by the classical Gaussian mechanism in the range " 2 (0, 1) cannot be
extended beyond any bounded interval.

2.1 Limitations in the High Privacy Regime

To illustrate the sub-optimality of the classical Gaussian mechanism in the regime " ! 0 we start by
showing it is possible to achieve (0, �)-DP using Gaussian perturbations. This clearly falls outside
the capabilities of the classical Gaussian mechanism, since the standard deviation � = ⇥(1/")
provided by Theorem 1 grows to infinity as " ! 0.

Theorem 2. A Gaussian output perturbation mechanism with � = �/2� is (0, �)-DP
1
.

Previous analyses of the Gaussian mechanism are based on a simple su�cient condition for DP
in terms of the privacy loss random variable Dwork and Roth [2014]. The next section explains why
the usual analysis of the Gaussian mechanism cannot yield tight bounds for the regime " ! 0. This
shows that our example is not a corner case, but a fundamental limitation of trying to establish
(", �)-DP through said su�cient condition.

2.2 Limitations of Privacy Loss Analyses

Given a vector-valued mechanism M let pM(x)(y) denote the density of the random variable
Y = M(x). The privacy loss function of M on a pair of neighbouring inputs x ' x

0 is defined as

`M,x,x0(y) = log

✓
pM(x)(y)

pM(x0)(y)

◆
.

The privacy loss random variable LM,x,x0 = `M,x,x0(Y ) is the transformation of the output random
variable Y = M(x) by the function `M,x,x0 . For the particular case of a Gaussian mechanism
M(x) = f(x) + Z with Z ⇠ N (0,�2

I) it is well-known that the privacy loss random variable is also
Gaussian Dwork and Rothblum [2016].

Lemma 3. The privacy loss LM,x,x0 of a Gaussian output perturbation mechanism follows a

distribution N (⌘, 2⌘) with ⌘ = D
2
/2�2

, where D = kf(x)� f(x0)k.

The privacy analysis of the classical Gaussian mechanism relies on the following su�cient
condition: a mechanism M is (", �)-DP if the privacy loss LM,x,x0 satisfies

8x ' x
0 : P[LM,x,x0 � "]  � . (2)

Since Lemma 3 shows the privacy loss LM,x,x0 of the Gaussian mechanism is a Gaussian random
variable with mean kf(x) � f(x0)k2/2�2, we have P[LM,x,x0 > 0] � 1/2 for any pair of datasets
with f(x) 6= f(x0). This observation shows that in general it is not possible to use this su�cient
condition for (", �)-DP to prove that the Gaussian mechanism achieves (0, �)-DP for any � < 1/2.
In other words, the su�cient condition is not necessary in the regime " ! 0. We conclude that an
alternative analysis is required in order to improve the dependence on " in the Gaussian mechanism.

1Proofs for all results given in the paper are presented in Appendix A.

3

The mgf is defined for all t. To apply the Cherno↵ bound we then need to compute:

inf
t�0

exp(�t(u+ µ)) exp(tµ+ t
2
�
2
/2) = inf

t�0
exp(�tu+ t

2
�
2
/2),

which is minimized when t = u/�
2 which in turn yields the tail bound,

P(X � µ � u)  exp(�u
2
/(2�2)).

This is often referred to as a one-sided or upper tail bound. We can use the fact that if X has
distribution N(µ, �2) then �X has distribution N(�µ, �

2) and repeat the above calculation
to obtain the analogous lower tail bound,

P(�X + µ  u)  exp(�u
2
/(2�2)).

Putting these two pieces together, we have the two-sided Gaussian tail bound:

P(|X � µ| � u)  2 exp(�u
2
/(2�2)).

The main thing to observe is that this inequality is much sharper than Chebyshev’s inequality.
In particular, suppose we consider the average of i.i.d Gaussian random variables, i.e. we
have X1, . . . , Xn ⇠ N(µ, �2) and we construct the estimate:

bµ =
1

n

nX

i=1

Xi.

Using the fact that the average of Gaussian RVs is Gaussian we obtain that bµ has a
N(µ, �2

/n) distribution. In this case, using the Gaussian tail bound we derived we obtain
that,

P(|bµ� µ| � t�/
p
n)  2 exp(�t

2
/2).

This is an example of an exponential tail inequality. Comparing with Chebyshev’s inequality
we should observe two things:

1. Both inequalities say roughly that the deviation of the average from the expected value
goes down as 1/

p
n.

2. However, the Gaussian tail bound says if the random variables are actually Gaussian
then the chance that the deviation is much bigger than �/

p
n goes down exponentially

fast. Let us look at a concrete example, we say previously that Chebyshev told us the
average is within 10�/

p
n with probability at least 0.99.

On the other hand the exponential tail bound says that with probability 0.99 the
average is within,

p
2 ln(1/0.005)�/

p
n ⇡ 3.25�/

p
n.

3

Let X ⇠ N (µ,�2), we have:
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The privacy analysis of Gaussian 
mechanism
• The Gaussian mechanism with variance 𝜎2 for a 

query with L2-sensitivity Δ satisfies (𝜀,𝛿)-DP with
• 𝜀 =

• 𝛿=

23

Classical Gaussian mechanism:  For all 0< 𝜀, 𝛿 ≤ 1,
The mechanism obeys (𝜀,𝛿)-DP if we choose  

� =
�

✏

p
2 log(1.25/�)
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Remainder of the lecture

• Detour on centration inequalities

• Concentrated Differential Privacy

• The composition of Gaussian Mechanism

24



Detour: Concentration inequality

• Markov’s inequality
• For any non-negative r.v. X: 

• Chebychev’s inequality
• For any r.v. X with variance 𝜎2 :   

• Generalizing Chebychev:
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Lecture Notes 2
36-705

Recall in the last class we discussed that we would like to understand the behaviour of
the average of independent random variables. Towards that goal let us begin by trying to
understand the tail behaviour of a random variable.

1 Markov Inequality

The most elementary tail bound is Markov’s inequality, which asserts that for a positive
random variable X � 0, with finite mean,

P(X � t)  E[X]

t
= O

✓
1

t

◆
.

Intuitively, if the mean of a (positive) random variable is small then it is unlikely to be too
large too often, i.e. the probability that it is large is small. While Markov on its own is
fairly crude it will form the basis for much more refined tail bounds.

Proof: Note that

E[X] =

Z 1

0

xp(x)dx �
Z 1

t

xp(x)dx � t

Z 1

t

p(x)dx = tP(X � t).

2 Chebyshev Inequality

Chebyshev’s inequality states that for a random variable X, with Var(X) = �
2, for any t > 0,

P
⇣
|X � E[X]| � t�

⌘
 1

t2
= O

✓
1

t2

◆
.

Before we prove this let’s look at a simple application. In the last lecture we saw that if we
average i.i.d. random variables with mean µ and variance �

2, we have that the average:

bµn =
1

n

nX

i=1

Xi,

has mean µ and variance �
2
/n. So applying Chebyshev’s inequality to bµn we obtain that,

P
✓
|bµn � µ| � t�p

n

◆
 1

t2
.
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Detour: Chernoff’s method 

• Chernoff’s bound: 

26

So, with probability at least 0.99 (for instance) the average is within 10�/
p
n from the its

expectation. This is pretty neat and almost directly gives us something called the Weak Law
of Large Numbers (but we will return to this).

We will study refinements of this inequality today, but in some sense it already has the
correct “1/

p
n” behaviour. The refinements will mainly be to show that in many cases we

can dramatically improve the constant 10.

Proof: Chebyshev’s inequality is an immediate consequence of Markov’s inequality.

P(|X � E[X]| � t�) = P(|X � E[X]|2 � t
2
�
2)

 E(|X � E[X]|2)
t2�2

=
1

t2
.

3 Cherno↵ Method

There are several refinements to the Chebyshev inequality. One simple one that is sometimes
useful is to observe that if the random variable X has a finite k-th central moment then we
have that,

P(|X � E[X]| � t)  E|X � E[X]|k

tk
.

For many random variables (we will see some examples today), the moment generating
function will exist in a neighborhood around 0, i.e the mgf is finite for all |t|  b where b > 0
is some constant. In these cases, we can use the mgf to produce a tail bound.

Define, µ = E[X]. For any t > 0, we have that,

P((X � µ) � u) = P(exp(t(X � µ)) � exp(tu))  E[exp(t(X � µ))]

exp(tu)

by applying Markoov’s inequality. Now t is a parameter we can choose to get a tight upper
bound, i.e. we can write this bound as:

P((X � µ) � u)  inf
0tb

exp(�t(u+ µ))E[exp(tX)].

This bound is known as Cherno↵’s bound.

3.1 Gaussian Tail Bounds via Cherno↵

Suppose that, X ⇠ N(µ, �2), then a simple calculation gives that the mgf of X is:

MX(t) = E[exp(tX)] = exp(tµ+ t
2
�
2
/2).

2

So, with probability at least 0.99 (for instance) the average is within 10�/
p
n from the its

expectation. This is pretty neat and almost directly gives us something called the Weak Law
of Large Numbers (but we will return to this).

We will study refinements of this inequality today, but in some sense it already has the
correct “1/

p
n” behaviour. The refinements will mainly be to show that in many cases we

can dramatically improve the constant 10.

Proof: Chebyshev’s inequality is an immediate consequence of Markov’s inequality.

P(|X � E[X]| � t�) = P(|X � E[X]|2 � t
2
�
2)

 E(|X � E[X]|2)
t2�2

=
1

t2
.

3 Cherno↵ Method

There are several refinements to the Chebyshev inequality. One simple one that is sometimes
useful is to observe that if the random variable X has a finite k-th central moment then we
have that,

P(|X � E[X]| � t)  E|X � E[X]|k

tk
.

For many random variables (we will see some examples today), the moment generating
function will exist in a neighborhood around 0, i.e the mgf is finite for all |t|  b where b > 0
is some constant. In these cases, we can use the mgf to produce a tail bound.

Define, µ = E[X]. For any t > 0, we have that,

P((X � µ) � u) = P(exp(t(X � µ)) � exp(tu))  E[exp(t(X � µ))]

exp(tu)

by applying Markoov’s inequality. Now t is a parameter we can choose to get a tight upper
bound, i.e. we can write this bound as:

P((X � µ) � u)  inf
0tb

exp(�t(u+ µ))E[exp(tX)].

This bound is known as Cherno↵’s bound.

3.1 Gaussian Tail Bounds via Cherno↵

Suppose that, X ⇠ N(µ, �2), then a simple calculation gives that the mgf of X is:

MX(t) = E[exp(tX)] = exp(tµ+ t
2
�
2
/2).

2



Subgaussian random variables

• We say a r.v. X with mean μ is 𝜎-subgaussian if

• We say that X is subgaussian if there exists constant 𝜎.

• Example 1:  N(μ, 𝜎2) is subgaussian.

• Example 2:  Bounded random variables are 
subgaussian.  
• Exercise: what is 𝜎 parameter if the range is [a,b]?
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More generally, Chebyshev tells us that with probability at least 1� �,

|bµ� µ|  �p
n�

while the exponential tail bound tells us that,

|bµ� µ|  �

r
2 ln(2/�)

n
.

The first goes up polynomially as � ! 0, while the second more refined bound goes up
only logarithmically.

3.2 Sub-Gaussian Random Variables

It turns out that the Gaussian tail inequality from the previous section is much more broadly
applicable to a class of random variables called sub-Gaussian random variables. Roughly
these are random variables whose tails decay faster than a Gaussian. Formally, a random
variable X with mean µ is sub-Gaussian if there exists a positive number � such that,

E[exp(t(X � µ))]  exp(�2
t
2
/2),

for all t 2 R. Gaussian random variables with variance �
2 satisfy the above condition with

equality, so a �-sub-Gaussian random variable basically just has an mgf that is dominated
by a Gaussian with variance �.

It is straightforward to go through the above Cherno↵ bound to conclude that for a sub-
Gaussian random variable we have the same two-sided exponential tail bound,

P(|X � µ| � u)  2 exp(�u
2
/(2�2)).

Suppose we have n i.i.d random variables � sub-Gaussian RVs X1, X2, . . . , Xn. Let bµ =
n
�1

P
i Xi. Then by independence we obtain that,

E[exp(t(bµ� µ))] = E[exp(t/n
nX

i=1

(Xi � µ)]

=
nY

i=1

E[exp(t(Xi � µ)/n)]

 exp(t2�2
/(2n)).

Alternatively, the average of n independent �-sub Gaussian RVs is �/
p
n-sub Gaussian. This

yields the tail bound for the average of sub Gaussian RVs:

P(|bµ� µ| � k�/
p
n)  2 exp(�k

2
/2).

4

for all t 2 R.
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Tail bound of subgaussian random 
variables
• By the Chernoff’s bound we get that

• Proof: By the Chernoff’s method
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The mgf is defined for all t. To apply the Cherno↵ bound we then need to compute:

inf
t�0

exp(�t(u+ µ)) exp(tµ+ t
2
�
2
/2) = inf

t�0
exp(�tu+ t

2
�
2
/2),

which is minimized when t = u/�
2 which in turn yields the tail bound,

P(X � µ � u)  exp(�u
2
/(2�2)).
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2) and repeat the above calculation
to obtain the analogous lower tail bound,

P(�X + µ  u)  exp(�u
2
/(2�2)).

Putting these two pieces together, we have the two-sided Gaussian tail bound:

P(|X � µ| � u)  2 exp(�u
2
/(2�2)).
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bµ =
1

n

nX

i=1

Xi.
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N(µ, �2
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p
n)  2 exp(�t

2
/2).

This is an example of an exponential tail inequality. Comparing with Chebyshev’s inequality
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goes down as 1/

p
n.
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p
n goes down exponentially
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p
n with probability at least 0.99.
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p
2 ln(1/0.005)�/

p
n ⇡ 3.25�/

p
n.
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Average of n independent 𝜎-
subgaussian RVs is !

"
-subgaussian.

• Why?  

• which implies
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More generally, Chebyshev tells us that with probability at least 1� �,

|bµ� µ|  �p
n�

while the exponential tail bound tells us that,

|bµ� µ|  �

r
2 ln(2/�)

n
.

The first goes up polynomially as � ! 0, while the second more refined bound goes up
only logarithmically.

3.2 Sub-Gaussian Random Variables

It turns out that the Gaussian tail inequality from the previous section is much more broadly
applicable to a class of random variables called sub-Gaussian random variables. Roughly
these are random variables whose tails decay faster than a Gaussian. Formally, a random
variable X with mean µ is sub-Gaussian if there exists a positive number � such that,

E[exp(t(X � µ))]  exp(�2
t
2
/2),

for all t 2 R. Gaussian random variables with variance �
2 satisfy the above condition with
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Idea:  let’s handle mechanisms that 
are Gaussian-mechanism-like, in a 
sense that

1. For any neighboring datasets, the PLRV is 𝜎-
subgaussian

2. Then composition is straightforward
• The sum of 𝑘 PLRVs  is 𝜎 𝑘 - subgaussian
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From Moment Generating 
Functions to Renyi divergence
• Moment Generating function of PLRV

• Renyi Divergence

31

Van Erven, T., & Harremos, P. (2014). Rényi divergence and Kullback-Leibler
divergence. IEEE Transactions on Information Theory, 60(7), 3797-3820.
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Summary

Definition for the simple orders ↵ 2 (0, 1)[ (1,1):

D↵(PkQ) =
1

↵�1 ln

Z
p
↵
q
1�↵

dµ.

For the extended orders (Thms 4–6):

D0(PkQ) = � lnQ(p > 0)

D1(PkQ) = D(PkQ) = Kullback-Leibler divergence

D1(PkQ) = ln

⇣
ess sup

P

p

q

⌘
= worst-case regret.

Equivalent definition via discretization (Thm 10):

D↵(PkQ) = sup

P2finite partitions
D↵(P|PkQ|P ).

Relations to (differential) Rényi entropy
�
(2), (3), (4)

�
: For ↵ 2 [0,1],

H↵(P ) = ln |X |�D↵(PkU) = D2�↵(PdiagkP ⇥ P ) for finite X ,
h↵(P ) = lnn�D↵(PkUI) if X is an interval I of length n.

Relations to other divergences
�
(5)–(7), Remark 1

�
and Pinsker’s inequality

(Thm 31):

Hel
2  D1/2  D  D2  �

2

↵

2
V

2  D↵ for ↵ 2 (0, 1].

Relation to Fisher information (Section III-H): For a parametric statistical
model {P✓ | ✓ 2 ⇥ ✓ R} with “sufficiently regular” parametrisation,

lim
✓0!✓

1

(✓ � ✓0)2
D↵(P✓kP✓0 ) =

↵

2
J(✓) for ↵ 2 (0,1).

Varying the order (Thms 3, 7, Corollary 2):
• D↵ is nondecreasing in ↵, often strictly so.
• D↵ is continuous in ↵ on [0, 1][{↵ 2 (1,1] | D↵ < 1}.
• (1� ↵)D↵ is concave in ↵ on [0,1].

Positivity (Thm 8) and skew symmetry (Proposition 2):
• D↵ � 0 for ↵ 2 [0,1], often strictly so.
• D↵(PkQ) =

↵
1�↵D1�↵(QkP ) for 0 < ↵ < 1.

Convexity (Thms 11–13): D↵(PkQ) is
• jointly convex in (P,Q) for ↵ 2 [0, 1],
• convex in Q for ↵ 2 [0,1],
• jointly quasi-convex in (P,Q) for ↵ 2 [0,1].

Pythagorean inequality (Thm 14): For ↵ 2 (0,1), let P be an ↵-convex set
of distributions and let Q be an arbitrary distribution. If the ↵-information
projection P

⇤
= argminP2P D↵(PkQ) exists, then

D↵(PkQ) � D↵(PkP ⇤
) +D↵(P

⇤kQ) for all P 2 P .

Data processing (Thm 9, Example 2): If we fix the transition probabilities
A(Y |X) in a Markov chain X ! Y , then

D↵(PY kQY )  D↵
�
PXkQX

�
for ↵ 2 [0,1].

The topology of setwise convergence (Thms 15, 18):
• D↵(PkQ) is lower semi-continuous in the pair (P,Q) for ↵ 2 (0,1].
• If X is finite, then D↵(PkQ) is continuous in Q for ↵ 2 [0,1].

The total variation topology (Thm 17, Corollary 1):
• D↵(PkQ) is uniformly continuous in (P,Q) for ↵ 2 (0, 1).
• D0(PkQ) is upper semi-continuous in (P,Q).

The weak topology (Thms 19, 20): Suppose X is a Polish space. Then
• D↵(PkQ) is lower semi-continuous in the pair (P,Q) for ↵ 2 (0,1];
• The sublevel set {P | D↵(PkQ)  c} is convex and compact for

c 2 [0,1) and ↵ 2 [1,1].
Orders ↵ 2 (0, 1) are all equivalent (Thm 16):

↵
�

1��
1�↵D�  D↵  D� for 0 < ↵  � < 1.

Additivity and other consistent sequences of distributions (Thms 27, 28):
• For arbitrary distributions P1, P2, . . . and Q1, Q2, . . ., let P

N
=

P1 ⇥ · · ·⇥ PN and Q
N

= Q1 ⇥ · · ·⇥QN . Then
NX

n=1

D↵(PnkQn) = D↵(P
NkQN

)

(
for ↵ 2 [0,1] if N < 1,
for ↵ 2 (0,1] if N = 1.

• Let P
1
, P

2
, . . . and Q

1
, Q

2
, . . . be consistent sequences of distribu-

tions on n = 1, 2, . . . outcomes. Then

D↵(P
nkQn

) ! D↵(P
1kQ1

) for ↵ 2 (0,1].

Limits of �-algebras (Thms 21, 22):
• For �-algebras F1 ✓ F2 ✓ · · · ✓ F and F1 = �

�S1
n=1 Fn

�
,

lim
n!1

D↵(P|Fn
kQ|Fn

) = D↵(P|F1kQ|F1 ) for ↵ 2 (0,1].

• For �-algebras F ◆ F1 ◆ F2 ◆ · · · and F1 =
T1

n=1 Fn,

lim
n!1

D↵(P|Fn
kQ|Fn

) = D↵(P|F1kQ|F1 ) for ↵ 2 [0, 1)

and also for ↵ 2 [1,1) if D↵(P|Fm
kQ|Fm

) < 1 for some m.
Absolute continuity and mutual singularity (Thms 23, 24, 25, 26):

• P ⌧ Q if and only if D0(PkQ) = 0.
• P ? Q if and only if D↵(PkQ) = 1 for some/all ↵ 2 [0, 1).
• These properties generalize to contiguity and entire separation.

Hypothesis testing and Chernoff information (Thms 30, 32): If ↵ is a simple
order, then

(1� ↵)D↵(PkQ) = inf
R

{↵D(RkP ) + (1� ↵)D(RkQ)} .

Suppose D(PkQ) < 1. Then the Chernoff information satisfies

sup

↵2(0,1)
inf
R

{↵D(RkP ) + (1� ↵)D(RkQ)}

= inf
R

sup

↵2(0,1)
{↵D(RkP ) + (1� ↵)D(RkQ)} ,

and, under regularity conditions, both sides equal D(P↵⇤kP ) = D(P↵⇤kQ).

Channel capacity and minimax redundancy (Thms 34, 36, 37, 38, Lemma 9,
Conjecture 1): Suppose X is finite. Then, for ↵ 2 [0,1],

• The channel capacity C↵ equals the minimax redundancy R↵;
• There exists Qopt such that sup✓ D(P✓kQopt) = R↵;
• If there exists a capacity achieving input distribution ⇡opt, then

D(P✓kQopt) = R↵ almost surely for ✓ drawn from ⇡opt;
• If ↵ = 1 and the maximum likelihood is achieved by ✓̂(x), then

⇡opt(✓) = Qopt({x | ✓̂(x) = ✓}) is a capacity achieving input
distribution;

Suppose X is countable and R1 < 1. Then, for ↵ = 1, Qopt is the
Shtarkov distribution defined in (66) and

sup

✓
D1(P✓kQ) = R1 +D1(QoptkQ) for all Q.

We conjecture that this generalizes to a one-sided inequality for any ↵ > 0.

Negative orders (Lemma 10, Thms 39, 40):
• Results for positive ↵ carry over, but often with reversed properties.
• D↵ is nondecreasing in ↵ on [�1,1].
• D↵ is continuous in ↵ on [0, 1][{↵ | �1 < D↵ < 1}.

Counterexamples (Section VI):
• D↵(PkQ) is not convex in P for ↵ > 1.
• For ↵ 2 (0, 1), D↵(PkQ) is not continuous in (P,Q) in the topology

of setwise convergence.
• D↵ is not (the square of) a metric.
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D↵(PY kQY )  D↵
�
PXkQX

�
for ↵ 2 [0,1].

The topology of setwise convergence (Thms 15, 18):
• D↵(PkQ) is lower semi-continuous in the pair (P,Q) for ↵ 2 (0,1].
• If X is finite, then D↵(PkQ) is continuous in Q for ↵ 2 [0,1].

The total variation topology (Thm 17, Corollary 1):
• D↵(PkQ) is uniformly continuous in (P,Q) for ↵ 2 (0, 1).
• D0(PkQ) is upper semi-continuous in (P,Q).

The weak topology (Thms 19, 20): Suppose X is a Polish space. Then
• D↵(PkQ) is lower semi-continuous in the pair (P,Q) for ↵ 2 (0,1];
• The sublevel set {P | D↵(PkQ)  c} is convex and compact for

c 2 [0,1) and ↵ 2 [1,1].
Orders ↵ 2 (0, 1) are all equivalent (Thm 16):

↵
�

1��
1�↵D�  D↵  D� for 0 < ↵  � < 1.

Additivity and other consistent sequences of distributions (Thms 27, 28):
• For arbitrary distributions P1, P2, . . . and Q1, Q2, . . ., let P

N
=

P1 ⇥ · · ·⇥ PN and Q
N

= Q1 ⇥ · · ·⇥QN . Then
NX

n=1

D↵(PnkQn) = D↵(P
NkQN

)

(
for ↵ 2 [0,1] if N < 1,
for ↵ 2 (0,1] if N = 1.

• Let P
1
, P

2
, . . . and Q

1
, Q

2
, . . . be consistent sequences of distribu-

tions on n = 1, 2, . . . outcomes. Then

D↵(P
nkQn

) ! D↵(P
1kQ1

) for ↵ 2 (0,1].

Limits of �-algebras (Thms 21, 22):
• For �-algebras F1 ✓ F2 ✓ · · · ✓ F and F1 = �

�S1
n=1 Fn

�
,

lim
n!1

D↵(P|Fn
kQ|Fn

) = D↵(P|F1kQ|F1 ) for ↵ 2 (0,1].

• For �-algebras F ◆ F1 ◆ F2 ◆ · · · and F1 =
T1

n=1 Fn,

lim
n!1

D↵(P|Fn
kQ|Fn

) = D↵(P|F1kQ|F1 ) for ↵ 2 [0, 1)

and also for ↵ 2 [1,1) if D↵(P|Fm
kQ|Fm

) < 1 for some m.
Absolute continuity and mutual singularity (Thms 23, 24, 25, 26):

• P ⌧ Q if and only if D0(PkQ) = 0.
• P ? Q if and only if D↵(PkQ) = 1 for some/all ↵ 2 [0, 1).
• These properties generalize to contiguity and entire separation.

Hypothesis testing and Chernoff information (Thms 30, 32): If ↵ is a simple
order, then

(1� ↵)D↵(PkQ) = inf
R

{↵D(RkP ) + (1� ↵)D(RkQ)} .

Suppose D(PkQ) < 1. Then the Chernoff information satisfies

sup

↵2(0,1)
inf
R

{↵D(RkP ) + (1� ↵)D(RkQ)}

= inf
R

sup

↵2(0,1)
{↵D(RkP ) + (1� ↵)D(RkQ)} ,

and, under regularity conditions, both sides equal D(P↵⇤kP ) = D(P↵⇤kQ).

Channel capacity and minimax redundancy (Thms 34, 36, 37, 38, Lemma 9,
Conjecture 1): Suppose X is finite. Then, for ↵ 2 [0,1],

• The channel capacity C↵ equals the minimax redundancy R↵;
• There exists Qopt such that sup✓ D(P✓kQopt) = R↵;
• If there exists a capacity achieving input distribution ⇡opt, then

D(P✓kQopt) = R↵ almost surely for ✓ drawn from ⇡opt;
• If ↵ = 1 and the maximum likelihood is achieved by ✓̂(x), then

⇡opt(✓) = Qopt({x | ✓̂(x) = ✓}) is a capacity achieving input
distribution;

Suppose X is countable and R1 < 1. Then, for ↵ = 1, Qopt is the
Shtarkov distribution defined in (66) and

sup

✓
D1(P✓kQ) = R1 +D1(QoptkQ) for all Q.

We conjecture that this generalizes to a one-sided inequality for any ↵ > 0.

Negative orders (Lemma 10, Thms 39, 40):
• Results for positive ↵ carry over, but often with reversed properties.
• D↵ is nondecreasing in ↵ on [�1,1].
• D↵ is continuous in ↵ on [0, 1][{↵ | �1 < D↵ < 1}.

Counterexamples (Section VI):
• D↵(PkQ) is not convex in P for ↵ > 1.
• For ↵ 2 (0, 1), D↵(PkQ) is not continuous in (P,Q) in the topology

of setwise convergence.
• D↵ is not (the square of) a metric.
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Summary

Definition for the simple orders ↵ 2 (0, 1)[ (1,1):

D↵(PkQ) =
1

↵�1 ln

Z
p
↵
q
1�↵

dµ.

For the extended orders (Thms 4–6):

D0(PkQ) = � lnQ(p > 0)

D1(PkQ) = D(PkQ) = Kullback-Leibler divergence

D1(PkQ) = ln

⇣
ess sup

P

p

q

⌘
= worst-case regret.

Equivalent definition via discretization (Thm 10):

D↵(PkQ) = sup

P2finite partitions
D↵(P|PkQ|P ).

Relations to (differential) Rényi entropy
�
(2), (3), (4)

�
: For ↵ 2 [0,1],

H↵(P ) = ln |X |�D↵(PkU) = D2�↵(PdiagkP ⇥ P ) for finite X ,
h↵(P ) = lnn�D↵(PkUI) if X is an interval I of length n.

Relations to other divergences
�
(5)–(7), Remark 1

�
and Pinsker’s inequality

(Thm 31):

Hel
2  D1/2  D  D2  �

2

↵

2
V

2  D↵ for ↵ 2 (0, 1].

Relation to Fisher information (Section III-H): For a parametric statistical
model {P✓ | ✓ 2 ⇥ ✓ R} with “sufficiently regular” parametrisation,

lim
✓0!✓

1

(✓ � ✓0)2
D↵(P✓kP✓0 ) =

↵

2
J(✓) for ↵ 2 (0,1).

Varying the order (Thms 3, 7, Corollary 2):
• D↵ is nondecreasing in ↵, often strictly so.
• D↵ is continuous in ↵ on [0, 1][{↵ 2 (1,1] | D↵ < 1}.
• (1� ↵)D↵ is concave in ↵ on [0,1].

Positivity (Thm 8) and skew symmetry (Proposition 2):
• D↵ � 0 for ↵ 2 [0,1], often strictly so.
• D↵(PkQ) =

↵
1�↵D1�↵(QkP ) for 0 < ↵ < 1.

Convexity (Thms 11–13): D↵(PkQ) is
• jointly convex in (P,Q) for ↵ 2 [0, 1],
• convex in Q for ↵ 2 [0,1],
• jointly quasi-convex in (P,Q) for ↵ 2 [0,1].

Pythagorean inequality (Thm 14): For ↵ 2 (0,1), let P be an ↵-convex set
of distributions and let Q be an arbitrary distribution. If the ↵-information
projection P

⇤
= argminP2P D↵(PkQ) exists, then

D↵(PkQ) � D↵(PkP ⇤
) +D↵(P

⇤kQ) for all P 2 P .

Data processing (Thm 9, Example 2): If we fix the transition probabilities
A(Y |X) in a Markov chain X ! Y , then

D↵(PY kQY )  D↵
�
PXkQX

�
for ↵ 2 [0,1].

The topology of setwise convergence (Thms 15, 18):
• D↵(PkQ) is lower semi-continuous in the pair (P,Q) for ↵ 2 (0,1].
• If X is finite, then D↵(PkQ) is continuous in Q for ↵ 2 [0,1].

The total variation topology (Thm 17, Corollary 1):
• D↵(PkQ) is uniformly continuous in (P,Q) for ↵ 2 (0, 1).
• D0(PkQ) is upper semi-continuous in (P,Q).

The weak topology (Thms 19, 20): Suppose X is a Polish space. Then
• D↵(PkQ) is lower semi-continuous in the pair (P,Q) for ↵ 2 (0,1];
• The sublevel set {P | D↵(PkQ)  c} is convex and compact for

c 2 [0,1) and ↵ 2 [1,1].
Orders ↵ 2 (0, 1) are all equivalent (Thm 16):

↵
�

1��
1�↵D�  D↵  D� for 0 < ↵  � < 1.

Additivity and other consistent sequences of distributions (Thms 27, 28):
• For arbitrary distributions P1, P2, . . . and Q1, Q2, . . ., let P

N
=

P1 ⇥ · · ·⇥ PN and Q
N

= Q1 ⇥ · · ·⇥QN . Then
NX

n=1

D↵(PnkQn) = D↵(P
NkQN

)

(
for ↵ 2 [0,1] if N < 1,
for ↵ 2 (0,1] if N = 1.

• Let P
1
, P

2
, . . . and Q

1
, Q

2
, . . . be consistent sequences of distribu-

tions on n = 1, 2, . . . outcomes. Then

D↵(P
nkQn

) ! D↵(P
1kQ1

) for ↵ 2 (0,1].

Limits of �-algebras (Thms 21, 22):
• For �-algebras F1 ✓ F2 ✓ · · · ✓ F and F1 = �

�S1
n=1 Fn

�
,

lim
n!1

D↵(P|Fn
kQ|Fn

) = D↵(P|F1kQ|F1 ) for ↵ 2 (0,1].

• For �-algebras F ◆ F1 ◆ F2 ◆ · · · and F1 =
T1

n=1 Fn,

lim
n!1

D↵(P|Fn
kQ|Fn

) = D↵(P|F1kQ|F1 ) for ↵ 2 [0, 1)

and also for ↵ 2 [1,1) if D↵(P|Fm
kQ|Fm

) < 1 for some m.
Absolute continuity and mutual singularity (Thms 23, 24, 25, 26):

• P ⌧ Q if and only if D0(PkQ) = 0.
• P ? Q if and only if D↵(PkQ) = 1 for some/all ↵ 2 [0, 1).
• These properties generalize to contiguity and entire separation.

Hypothesis testing and Chernoff information (Thms 30, 32): If ↵ is a simple
order, then

(1� ↵)D↵(PkQ) = inf
R

{↵D(RkP ) + (1� ↵)D(RkQ)} .

Suppose D(PkQ) < 1. Then the Chernoff information satisfies

sup

↵2(0,1)
inf
R

{↵D(RkP ) + (1� ↵)D(RkQ)}

= inf
R

sup

↵2(0,1)
{↵D(RkP ) + (1� ↵)D(RkQ)} ,

and, under regularity conditions, both sides equal D(P↵⇤kP ) = D(P↵⇤kQ).

Channel capacity and minimax redundancy (Thms 34, 36, 37, 38, Lemma 9,
Conjecture 1): Suppose X is finite. Then, for ↵ 2 [0,1],

• The channel capacity C↵ equals the minimax redundancy R↵;
• There exists Qopt such that sup✓ D(P✓kQopt) = R↵;
• If there exists a capacity achieving input distribution ⇡opt, then

D(P✓kQopt) = R↵ almost surely for ✓ drawn from ⇡opt;
• If ↵ = 1 and the maximum likelihood is achieved by ✓̂(x), then

⇡opt(✓) = Qopt({x | ✓̂(x) = ✓}) is a capacity achieving input
distribution;

Suppose X is countable and R1 < 1. Then, for ↵ = 1, Qopt is the
Shtarkov distribution defined in (66) and

sup

✓
D1(P✓kQ) = R1 +D1(QoptkQ) for all Q.

We conjecture that this generalizes to a one-sided inequality for any ↵ > 0.

Negative orders (Lemma 10, Thms 39, 40):
• Results for positive ↵ carry over, but often with reversed properties.
• D↵ is nondecreasing in ↵ on [�1,1].
• D↵ is continuous in ↵ on [0, 1][{↵ | �1 < D↵ < 1}.

Counterexamples (Section VI):
• D↵(PkQ) is not convex in P for ↵ > 1.
• For ↵ 2 (0, 1), D↵(PkQ) is not continuous in (P,Q) in the topology

of setwise convergence.
• D↵ is not (the square of) a metric.
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III. FIXED NONNEGATIVE ORDERS

In this section we fix the order ↵ and study properties
of Rényi divergence as P and Q are varied. First we prove
nonnegativity and extend the data processing inequality and
the relation to a supremum over finite partitions to the extended
orders. Then we study convexity, we prove a generalization of
the Pythagorean inequality to general orders, and finally we
consider various types of continuity.

A. Positivity, Data Processing and Finite Partitions
Theorem 8 (Positivity). For any order ↵ 2 [0,1]

D↵(PkQ) � 0.

For ↵ > 0, D↵(PkQ) = 0 if and only if P = Q. For ↵ = 0,
D↵(PkQ) = 0 if and only if Q ⌧ P .

Proof: Suppose first that ↵ is a simple order. Then by
Jensen’s inequality

1

↵� 1
ln

Z
p
↵
q
1�↵

dµ =
1

↵� 1
ln

Z ✓
q

p

◆1�↵

dP

� 1� ↵

↵� 1
ln

Z
q

p
dP � 0.

Equality holds if and only if q/p is constant P -a.s. (first
inequality) and Q ⌧ P (second inequality), which together
is equivalent to P = Q.

The result extends to ↵ 2 {1,1} by D↵(PkQ) =

sup�<↵ D�(PkQ). For ↵ = 0 it can be verified directly that
� lnQ(p > 0) � 0, with equality if and only if Q ⌧ P .

Theorem 9 (Data Processing Inequality). For any order ↵ 2
[0,1] and any sub-�-algebra G ✓ F

D↵(P|GkQ|G)  D↵(PkQ). (22)

Example 2 also applies to the extended orders without
modification.

Proof: By Theorem 1, (22) holds for the simple orders.
Let � be any extended order and let ↵n ! � be an arbitrary
sequence of simple orders that converges to �, from above if
� = 0 and from below if � 2 {1,1}. Then

D�(P|GkQ|G) = lim
n!1

D↵n(P|GkQ|G)

 lim
n!1

D↵n(PkQ) = D�(PkQ).

Theorem 10. For any ↵ 2 [0,1]

D↵(PkQ) = sup
P

D↵(P|PkQ|P),

where the supremum is over all finite partitions P ✓ F .

Proof: For simple orders ↵, the result holds by Theo-
rem 2. This extends to ↵ 2 {1,1} by monotonicity and left-
continuity in ↵:

D↵(PkQ) = sup
�<↵

D�(PkQ) = sup
�<↵

sup
P

D�(P|PkQ|P)

= sup
P

sup
�<↵

D�(P|PkQ|P) = sup
P

D↵(P|PkQ|P).

Fig. 2. Rényi divergence as a function of P = (p, 1�p) for Q = (1/3, 2/3)

Fig. 3. Level curves of D1/2(PkQ) for fixed Q as P ranges over the simplex
of distributions on a three-element set

For ↵ = 0, the data processing inequality implies that

D↵(PkQ) � sup
P

D↵(P|PkQ|P),

and equality is achieved for the partition P = {p > 0, p = 0}.

B. Convexity

Consider Figures 2 and 3. They show D↵(PkQ) as a func-
tion of P for sample spaces containing two or three elements.
These figures suggest that Rényi divergence is convex in its
first argument for small ↵, but not for large ↵. This is in
agreement with the well-known fact that it is jointly convex
in the pair (P,Q) for ↵ = 1. It turns out that joint convexity
extends to ↵ < 1, but not to ↵ > 1, as noted by Csiszár
[4]. Our proof generalizes the proof for ↵ = 1 by Cover and
Thomas [30].

Theorem 11. For any order ↵ 2 [0, 1] Rényi divergence is
jointly convex in its arguments. That is, for any two pairs
of probability distributions (P0, Q0) and (P1, Q1), and any
0 < � < 1

D↵

�
(1� �)P0 + �P1k(1� �)Q0 + �Q1

�

 (1� �)D↵(P0kQ0) + �D↵(P1kQ1).
(23)



Renyi Differential Privacy and 
Concentrated Differential Privacy
• (Mironov, 2017) We say that a mechanism satisfies (𝛼, 𝜖)-

Renyi DP, if

• (Dwork and Rothblum / Bun and Steinke, 2016) We say a 
mechanism satisfies 𝜌-zCDP, if

• Connection to PLRV:

33

D↵(M(x)kM(x0))  ✏
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D↵(M(x)kM(x0))  ⇢↵, 8↵ > 1
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Examples of Renyi-DP/ CDP mechanisms

• Gaussian mechanism

• Pure-DP mechanism
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Mechanism Differential Privacy Rényi Differential Privacy for α

Randomized Response
∣

∣

∣
log p

1−p

∣

∣

∣

α > 1: 1
α−1 log

(

pα(1 − p)1−α + (1− p)αp1−α
)

α = 1: (2p − 1) log p
1−p

Laplace Mechanism 1/λ
α > 1: 1

α−1 log
{

α
2α−1 exp(α−1

λ ) + α−1
2α−1 exp(−α

λ )
}

α = 1: 1/λ+ exp(−1/λ) − 1 = .5/λ2 +O(1/λ3)

Gaussian Mechanism ∞ α/(2σ2)

TABLE II
SUMMARY OF RDP PARAMETERS FOR BASIC MECHANISMS.

To compute the integral for p(x) = 1
2λ exp(−|x|/λ) and

q(x) = 1
2λ exp(−|x − 1|/λ), we evaluate it separately over

the intervals (−∞, 0], [0, 1] and [1,+∞].
∫ +∞

−∞
p(x)αq(x)1−α dx =

1

2λ

∫ 0

−∞
exp(αx/λ + (1− α)(x − 1)/λ) dx

+
1

2λ

∫ 1

0
exp(−αx/λ+ (1− α)(x − 1)/λ) dx

+
1

2λ

∫ +∞

1
exp(−αx/λ− (1− α)(x − 1)/λ) dx

=
1

2
exp((α − 1)/λ)

+
1

2(2α− 1)
(exp((α − 1)/λ)− exp(−α/λ))

+
1

2
exp(−α/λ)

=
α

2α− 1
exp((α − 1)/λ) +

α− 1

2α− 1
exp(−α/λ),

from which the claim follows.

Since the Laplace mechanism is additive, the Rényi diver-
gence between Lλ f(D) and Lλ f(D′) depends only on α
and the distance |f(D) − f(D′)|. Proposition 6 implies the
following:

Corollary 2. If real-valued function f has sensitiv-

ity 1, then the Laplace mechanism Lλ f satisfies (α,
1

α−1 log
{

α
2α−1 exp(

α−1
λ ) + α−1

2α−1 exp(−
α
λ )
}

)-RDP.

Predictably,

lim
α→∞

Dα(Λ(0,λ)‖Λ(1,λ)) = D∞(Λ(0,λ)‖Λ(1,λ)) =
1

λ
.

This is, of course, consistent with the Laplace mechanism sat-
isfying 1/λ-differential privacy. The other extreme evaluates
to the following expression limα→1 Dα(Λ(0,λ)‖Λ(1,λ)) =
1/λ+ exp(−1/λ)− 1, which is well approximated by .5/λ2

for large λ.

C. Gaussian noise

Assuming, as before, that f is a real-valued function, the
Gaussian mechanism for approximating f is defined as

Gσ f(D) = f(D) +N(0,σ2),

where N(0,σ2) is normally distributed random variable with
standard deviation σ2 and mean 0.

The following statement is a closed-form expression of the
Rényi divergence between a Gaussian and its offset (for a more
general version see [19], [21]).

Proposition 7. Dα(N(0,σ2)‖N(µ,σ2)) = αµ2/(2σ2).

Proof. By direct computation we verify that

Dα(N(0,σ2)‖N(µ,σ2))

=
1

α− 1
log

∫ ∞

−∞

1

σ
√
2π

exp(−αx2/(2σ2))

· exp(−(1− α)(x − µ)2/(2σ2)) dx

=
1

α− 1
log

1

σ
√
2π

∫ ∞

−∞
exp[(−x2+

2(1− α)µx − (1− α)µ2)/(2σ2)] dx

=
1

α− 1
log

{

σ
√
2π

σ
√
2π

exp
[

(α2 − α)µ2/(2σ2)
]

}

= αµ2/(2σ2).

The following corollary is immediate:

Corollary 3. If f has sensitivity 1, then the Gaussian mech-
anism Gσ f satisfies (α,α/(2σ2))-RDP.

Observe that the RDP budget curve for the Gaussian mech-
anism is particularly simple—a straight line (Figure 1). Recall
that the (adaptive) composition of RDP mechanisms satisfies
Rényi differential privacy with the budget curve that is the sum
of the mechanisms’ budget curves. It means that a composition
of Gaussian mechanisms will behave, privacy-wise, “like” a
Gaussian mechanism. Concretely, a composition of n Gaussian
mechanisms each with parameter σ will have the RDP curve
of a Gaussian mechanism with parameter σ/

√
n.

D. Privacy of basic mechanisms under composition

The “bad outcomes” interpretation of Rényi differential
privacy ties the probabilities of seeing the same outcome
under runs of the mechanism applied to adjacent inputs. The
dependency of the upper bound on the increase in probability
on its initial value is complex, especially compared to the
standard differential privacy guarantee. The main advantage

(a) RDP of RR and GM (b) f -DP of RR and GM (c) Comparing RDP conversions

Figure 1: The figure illustrates the RDP and f -DP of a Gaussian mechanism with (normalized)
� = 1, and a randomized response mechanism with p =

e
1+e . Pane (a) shows the RDP function of

RR and GM, clearly, RR also satisfies the same RDP of the Gaussian mechanism for all ↵. Pane
(b) in the middle compares the f -DP of the two mechanisms, as well as the f -DP implied by the
optimal conversion from RDP, together with Pane (a), it demonstrates that the optimal f -DP (hence
(✏, �)-DP) of GM cannot be achieved by a conversion from RDP. Pane (c) compares the different
RDP to DP conversion rules for the GM, except the line labeled “analytical GM”, which is converted
from the optimal privacy profile [Balle and Wang, 2018] using Lemma 23.

divergences. However, in Figure 1 we demonstrate that we cannot, in general, convert the RDP of
Gaussian mechanism into an (✏, �)-DP that matches the optimal accounting one can achieve through
either the privacy profile or f -DP directly. Specifically, by an example due to [Dong et al., 2021,
Proposition B.7], we know that a randomized response mechanism (RR) satisfies 1-zCDP, thus the
same RDP as that of a Gaussian mechanism (GM) with � = 1. If the RDP conversion is tight, then
it will have to apply to RR too, but that will lead to a contradiction with the tradeoff function of
RR. More explicitly, when we further convert the f -DP in Figure 1 to (✏, �)-DP, this example shows
that while both RR and GM satisfy an RDP with ✏(↵) = ↵

2 , GM obeys (0.277, 0.3)-DP but RR does
not satisfy (✏, 0.3)-DP with ✏ < 0.471.

This example certifies that the conversion rule we used (based on an extension of [Balle et al., 2020])
cannot be improved and that RDP is a lossy representation even for the Gaussian mechanism.

Trouble with Worst-Cases in the PLD formalism. Recent developments in the PLD formalism
show great promises in computing tight (✏, �)-DP with stable numerical algorithms and provable error
bounds [Koskela et al., 2020, 2021]. However, as we discussed earlier, PLD is specified for each pair of
input datasets separately. To use PLD, the original authors (quoting verbatim) “require the privacy
analyst interested in applying our results (PLD formalism) to provide worst-case distributions.”
[Sommer et al., 2019, Section 2]. In a subsequent work [Meiser and Mohammadi, 2018], a subset of
the authors further derive the worst-case pair of distributions for basic mechanisms such as Gaussian
mechanism and Laplace mechanism [Meiser and Mohammadi, 2018].

While these are valid arguments, the line of work on PLD formalism does not formally define
the worst-case pair of distributions, nor do they provide general recipes for “privacy analysts” to
determine which pair of inputs is the worst-case. The issue is more prominent when we consider
mechanism-specific analysis, because the pairs of datasets that attain the argmax might be different
in different regions of the privacy profile, as the following example illustrates.
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Properties of Renyi DP / CDP

• Adaptive Composition

• Conversion to approximate DP

• Other properties:  Postprocessing,  risk multiplier, 
group privacy (see Mironov, 2017)
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M satisfies f -DP for a tradeoff function f : [0, 1] ! [0, 1] if

f(↵)  fM(↵) =: inf
D'D0

TM(D),M(D0)(↵). (1)

Note that the definition of privacy-profile and the original one in Balle and Wang [2018] differ only
in a change of variable ↵ = e

". In addition, considering all ↵ > 0 amounts to also consider negative
". Although only ↵ > 1 (or " > 0) is involved in the following Lemma 5 that relates hockey-stick
divergence and privacy profile to DP, taking ↵ 2 (0, 1) (or " < 0) into consideration in the above
definition is convenient as will be clear in Lemma 11.

In addition, Sommer et al. [2019] proposes the PLD formalism, which represents the privacy loss RV
by its density function. The PLD formalism can be viewed as another functional representation,
but it is qualitatively different from privacy profile and f -DP. We will expand further on PLD in
Section 3.

Renyi Differential Privacy and Moments Accountant. Renyi differenital privacy (RDP)
[Mironov, 2017] is another generalization of pure-DP via Renyi divergence (denoted by D↵(P ||Q)).

Definition 7 (Renyi Differential Privacy [Mironov, 2017]). We say a randomized algorithm M is
(↵, ✏(↵))-RDP with order ↵ � 1 if for neighboring datasets D,D0,

D↵(M(D)||M(D0
)) :=

1

↵� 1
log o⇠M(D0)

✓
Pr[M(D) = o]

Pr[M(D0) = o]

◆↵�
 ✏(↵).

(✏,↵)-RDP implies (✏(↵) + log(1/�)
↵�1 , �)-DP, thus by viewing RDP as a function ✏M(·), we can find

the best ✏ parameter by optimizing over ↵. Tighter conversion formula had been proposed recently
[Balle et al., 2020, Asoodeh et al., 2021], which we discuss in Appendix.

The main advantage of RDP is that it composes naturally over multiple adaptively chosen mechanisms
via a straightforward rule ✏M1⇥M2  ✏M1 + ✏M2 . It recovers the advanced composition when
converting to (✏, �)-DP and yields substantial additional savings. These properties, together with the
privacy-amplification by sampling, makes RDP the natural choice for privacy accounting in various
algorithms of differentially private deep learning. The related algorithm that keeps track of the
moment generating function of LP,Q(o) is called “moments accountant” [Abadi et al., 2016, Wang
et al., 2019].

3 Motivation of our research

In this section, we discuss a number of limitations of Renyi DP and PLD formalism that, in part,
motivated our research.

The limits of RDP. Let us first ask “is the RDP function a lossless description?” In particular,
does it capture all information in the privacy-profile? Because if it is the case, then we could use
RDP for composition, and then find the exact optimal (✏, �)-DP by converting from RDP.

The answer is unfortunately “no”. The reasons are twofolds. First, there are mechanisms with
non-trivial (✏, �)-DP where RDP parameters partially or entirely do not exist. We give two concrete
examples in Appendix A.

The second, and a more troubling, issue is that even in the cases when RDP parameters exist
everywhere and hence appears to be characterizing, it does not lead to a tight conversion to (✏, �)-
DP. Gaussian mechanism is such a candidate where its PLD is completely captured by its Renyi
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is the privacy loss for x, x0 2 X n di↵ering on one entry, then

E [Z]  µ and E
h
e
(↵�1)(Z�E[Z])

i
 e(↵�1)2 1

2 ⌧
2

for all ↵ 2 R. That is, they require both a bound on the mean of the privacy loss and that
the privacy loss is tightly concentrated around its mean. To distinguish our definitions, we
refer to their definition as mean-concentrated di↵erential privacy (or mCDP).

Our definition, zCDP, is a relaxation of mCDP. In particular, a (µ, ⌧)-mCDP mechanism
is also (µ� ⌧ 2/2, ⌧ 2/2)-zCDP (which is tight for the Gaussian mechanism example), whereas
the converse is not true. (However, a partial converse holds; see Lemma 4.3.)

1.2 Results

1.2.1 Relationship between zCDP and Di↵erential Privacy

Like Dwork and Rothblum’s formulation of concentrated di↵erential privacy, zCDP can be
thought of as providing guarantees of (", �)-di↵erential privacy for all values of � > 0:

Proposition 1.3. If M provides ⇢-zCDP, then M is (⇢ + 2
p
⇢ log(1/�), �)-di↵erentially

private for any � > 0.

We also prove a slight strengthening of this result (Lemma 3.6). Moreover, there is
a partial converse, which shows that, up to a loss in parameters, zCDP is equivalent to
di↵erential privacy with this 8� > 0 quantification (see Lemma 3.7).

There is also a direct link from pure di↵erential privacy to zCDP:

Proposition 1.4. If M satisfies "-di↵erential privacy, then M satisfies (12"
2)-zCDP.

Dwork and Rothblum [DR16, Theorem 3.5] give a slightly weaker version of Proposition
1.4, which implies that "-di↵erential privacy yields (12"(e

" � 1))-zCDP; this improves on an
earlier bound [DRV10] by the factor 1

2 .
We give proofs of these and other properties using properties of Rényi divergence in

Sections 2 and 3.
Propositions 1.3 and 1.4 show that zCDP is an intermediate notion between pure dif-

ferential privacy and approximate di↵erential privacy. Indeed, many algorithms satisfying
approximate di↵erential privacy do in fact also satisfy zCDP.

1.2.2 Gaussian Mechanism

Just as with mCDP, the prototypical example of a mechanism satisfying zCDP is the Gaus-
sian mechanism, which answers a real-valued query on a database by perturbing the true
answer with Gaussian noise.

Definition 1.5 (Sensitivity). A function q : X n ! R has sensitivity � if for all x, x0 2 X n

di↵ering in a single entry, we have |q(x)� q(x0)|  �.
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Composition, revisited

• Composition of pure-DP mechanism via zCDP

• Composition of Gaussian mechanism via zCDP

• Baseline:  Composition of Gaussian mechanism via 
Advanced Composition
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Next Lecture

• More on Renyi Differential Privacy

• Alternative characterization of DP
• Privacy-profiles
• Tradeoff functions

• Modern tool:  autodp
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