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Logistic notes

• Submit your HW1 and Project proposal if you
haven’t yet

• HW2 is on the course website
• Except a code template for Q4 which I am still finalizing.

• You should start working on the theoretical parts

2



Recap: Last lecture

• Composition of mechanism-specific 
representations
• RDP accountant
• Fourier accountant

• Unified treatment via a dominating privacy loss 
random variable
• And its characteristic function

• autodp:  How you would represent DP mechanism 
and compute privacy loss
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Recap: Mechanism specific 
analysis and privacy accounting

• Renyi DP is qualitatively different from approximate DP.  
Composition is quite natural with RDP.

• The composition of privacy-profiles and  tradeoff functions 
are equivalent and somewhat messy.
• The key to get it to work is to find a dominating pair
• Using φ-function representation, we get the natural composition of 

RDP, and the tightness of privacy-profile / tradeoff functions.
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Functional view Pros Cons
Renyi DP [Mironov, 2017] D↵(PkQ)  ✏(↵), 8↵ � 1 Natural composition lossy conversion to (✏, �)-DP.

Privacy profile [Balle and Wang, 2018] Eq[(
p

q
� e✏)+]  �(e✏), 8✏ � 0 Interpretable. messy composition.

f -DP[Dong et al., 2021] Trade-off function f Interpretable, CLT messy composition.
PLD [Sommer et al., 2019, Koskela et al., 2020] Probability density of log(p/q) Natural composition via FFT Limited applicability.

Table 1: Modern functional views of DP guarantees and their pros and cons.

contributions are summarized below.

1. We formalize and generalize the notion of “worst-
case” pair distributions discussed in [Sommer et al.,
2019] to a “dominating pair” and prove several basic
properties of the dominating pairs including find-
ing such pairs from any privacy-profiles, adaptive
composition and amplification by sampling. These
results substantially broaden the applicability of
PLD formalism [Sommer et al., 2019] in deriving
worst-case DP guarantees.

2. We propose a lossless representation of the privacy
loss RV by its characteristic function (�-function)
and derive optimal conversion formula to (and from)
privacy-profile, tradeoff-function (f -DP) and the
distribution function of the privacy loss RV. Many
of these conversion rules correspond naturally to
the classical Fourier / Laplace transforms (and their
inverses) from the signal processing literature.

3. We design an Analytical Fourier Accountant (AFA,
extending the Fourier accountant of [Koskela et al.,
2020, 2021]) which represents the complex logarithm
of the � function symbolically. AFA can be viewed as
an extension of the (analytical) moments-accountant
[Abadi et al., 2016, Wang et al., 2019] to complex
↵, thus allowing straightforward composition. Com-
puting � as a function of ✏ for (✏, �)-DP boils down
to a numerical integral which we use a Gaussian
quadrature-based method to solve efficiently and
accurately.

4. Experimentally, we demonstrate that our approach
provides substantially tighter privacy guarantees
over compositions than RDP on both basic mech-
anisms and their subsampled counterparts. Our
results essentially match the results from [Dong
et al., 2021] and [Koskela et al., 2021] but neither
relies on central-limit-theorem type asymptotic ap-
proximation nor requiring choosing appropriate dis-
cretization a priori as in the FFT-based Fourier
Accountant.

Related work: The paper builds upon the existing
work on RDP-based privacy accounting [Abadi et al.,
2016, Mironov, 2017, Wang et al., 2019] as well as f -DP
[Dong et al., 2021]. Our main theoretical contribution
is to substantially broaden the applicability of the PLD
formalism [Sommer et al., 2019] by proposing the notion

of dominating pairs and providing general recipes for
constructing these dominating pairs. The closest to
algorithmic contribution is the work of Koskela et al.
[2020, 2021], who propose Fourier accountant and an
FFT-based approximation scheme, the characteristic
function view can be seen as an analytical version of
their Fourier accountant (hence the name AFA). AFA
is more generally applicable, and allows more flexible
use of existing methods for numerical integral. The
recent work of Gopi et al. [2021] improves the FFT
account substantially. It is complementary to us in
that it does not address the foundational issues of
the PLD formalism, nor do they propose an analytical
representation that allows a more modular design of the
privacy accountant. Notably, we can use any blackbox
numerical integration tool, e.g., Gaussian quadrature,
and set the desired error bound on-the-fly, while an
FFT-accountant requires setting the parameters at
initialization. Finally, Canonne et al. [2020] considered
� function and its numerical / computational properties
but the discussion is restricted to the discrete Gaussian
mechanism.

Privacy accounting is closely related to the classical
advanced composition of (✏, �)-DP [Dwork et al., 2010];
Kairouz et al. [2015] provides the optimal k-fold com-
position of an (✏, �)-DP mechanism and Murtagh and
Vadhan [2016] shows that computing the tightest pos-
sible bound for the composition of k heterogeneous
mechanisms is #P -hard. The recent line of work (that
we are building upon) challenges the basic primitive of
composing (✏i, �i)-DP by composing certain functional
descriptions of the mechanisms themselves, which some-
times avoids the computational hardness (but not al-
ways) and results in even stronger composition than
the best (✏, �)-DP type composition would allow [Bun
and Steinke, 2016].

2 Notations and preliminary

In this section, we review the standard definition of
differential privacy, its RDP relaxation, introduce the
characteristic function and draw connections with RDP.

Symbols and notations. Throughout the paper, we
will use standard notations for probability unless oth-
erwise stated, e.g., Pr[·] for probability, p[·] for density,
E[·] for expectation, F [·] for CDF. ✏, � are reserved for
privacy budget/loss parameters as in (✏, �)-DP, except
in the cases when we write ✏(·) or �(·), where they



Recap: Analytical Fourier 
accountant

• Composition:  simply add up the log of phi 
functions
• Conversion to approx. DP via Levy’s formula
• Conversion to tradeoff function via duality.
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Analytical 
Fourier 

Accountant

φ-function of GM
φ-function of Laplace Mech.

φ-function of Rand. Resp.

Ɛ = ?, δ = 1e-8

… … Type I error = 0.05,  
Type II error =?

Zhu, Dong and W. (2020) https://arxiv.org/abs/2106.08567

https://arxiv.org/abs/2106.08567


Recap: autodp: automating 
differential privacy computation (for
both laypersons and experts)

• Users describe their randomized algorithm to
autodp

• autodp focuses on computing privacy losses
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Open source project:
https://github.com/yuxiangw/autodp

pip install autodp

https://github.com/yuxiangw/autodp


This lecture

• Introduction to Differentially Private Machine 
Learning
• Problem setup and notations
• Examples
• A learning theoretic study of the problem

• Posterior sampling mechanism 
• When the loss functions are bounded
• A new analysis of the when they are not
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(Optional) reading materials

• “Learning with differential privacy”:
https://arxiv.org/pdf/1502.06309.pdf

• “Privacy-for-free: Posterior Sampling and Stochastic 
Gradient Monte Carlo” https://arxiv.org/abs/1502.07645

• “Differential privacy without sensitivity” , Minami et al. 
http://papers.neurips.cc/paper/6050-differential-privacy-
without-sensitivity.pdf

• Other (not covered in this lecture)
• “What can we learn privately?” https://arxiv.org/abs/0803.0924
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Example: Recommender System

10

Deep Neural Network based     
Recommendation Engine



Example: Recommender System

“If your recommendation engine is private, then an adversary 
can’t infer whether a particular user was present”
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Differentially Private Deep Neural 
Network based     

Recommendation Engine



A closely related setting:
Federated Learning

Illustration extracted from McMahan and Ramage (2017)

Additional considerations

- Communication cost
- Size of the model
- Rounds of adaptivity

MPC ensures the security of distributed computation.
DP eliminates the risk from the output itself.
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Two regimes of Federated
Learning with DP

*Need flexible tools for algorithm design.
*Need tight privacy accounting to standardize empirical benchmarking of DP methods.
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Regime 1  requires agent level DP Regime 2  requires instance-level DP

(illustration taken from Tian Li et al, 2019)

Zhu, Y., Yu, X., Tsai, Y. H., Pittaluga, F., Faraki, M., & W. (2020). Voting-based Approaches For Differentially Private 
Federated Learning. arXiv preprint arXiv:2010.04851.



Notations and problem setup

• Data space

• Hypothesis space / model space

• Loss functions

• Learning algorithm
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Example 1: Linear / Logistic 
regression
• Data space

• Hypothesis space / model space

• Loss functions

• Learning algorithm
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Example 2: PAC learning / binary 
classification
• Data space

• Hypothesis space / model space

• Loss functions

• Learning algorithm
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Example 3: k-means clustering

• Data space

• Hypothesis space / model space

• Loss functions

• Learning algorithm
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Example 4: Recommender System 
/ Matrix factorization
• Data space

• Hypothesis space / model space

• Loss functions

• Learning algorithm

18



What do we know about machine 
learning methods theoretically?
• Learnability

• Sample complexity of learning

• Key component: Uniform convergence / VC-theory
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The fundamental problems in
learning with differential privacy
• Private learnability
• What problems are learnable with DP

• Sample complexity of private learning
• Among those that are privately learnable, what is the

number of samples needed to learn

• Efficient algorithms?

20



PAC learning with finite
hypothesis space
• Standard statistical learning via Hoeffding’s

inequality and a union bound

21



Generic private optimization algorithm 
via exponential mechanism?
• Recap: utility of the EM

• Let’s apply this to the PAC learning problem with 
finite hypothesis space

22

3.4. The exponential mechanism 39

of the exponential mechanism outputs some element r œ R on two
neighboring databases x œ N|X | and y œ N|X | (i.e., Îx ≠ yÎ1 Æ 1).

Pr[ME(x, u, R) = r]
Pr[ME(y, u, R) = r] =

A
exp(

Áu(x,r)
2�u )q
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Áu(x,rÕ)

2�u )

B

A
exp(

Áu(y,r)
2�u )q

rÕœR exp(
Áu(y,rÕ)

2�u )

B

=
A

exp( Áu(x,r)

2�u
)

exp( Áu(y,r)

2�u
)

B

·

Q

a
q

rÕœR exp( Áu(y,r
Õ
)

2�u
)

q
rÕœR exp( Áu(x,rÕ)

2�u
)

R

b

= exp
3

Á(u(x, rÕ) ≠ u(y, rÕ))
2�u
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Similarly, Pr[ME(y,u)=r]

Pr[ME(x,u)=r]
Ø exp(≠Á) by symmetry.

The exponential mechanism can often give strong utility guarantees,
because it discounts outcomes exponentially quickly as their quality
score falls o�. For a given database x and a given utility measure u :
N|X |

◊ R æ R, let OPTu(x) = maxrœR u(x, r) denote the maximum
utility score of any element r œ R with respect to database x. We will
bound the probability that the exponential mechanism returns a “good”
element of R, where good will be measured in terms of OPTu(x). The
result is that it will be highly unlikely that the returned element r has
a utility score that is inferior to OPTu(x) by more than an additive
factor of O((�u/Á) log |R|).

Theorem 3.11. Fixing a database x, let ROPT = {r œ R : u(x, r) =
OPTu(x)} denote the set of elements in R which attain utility score
40 Basic Techniques and Composition Theorems

OPTu(x). Then:

Pr
5
u(ME(x, u, R)) Æ OPTu(x) ≠

2�u

Á

3
ln

3
|R|

|ROPT|

4
+ t

46
Æ e≠t

Proof.

Pr[u(ME(x, u, R)) Æ c] Æ
|R| exp(Ác/2�u)

|ROPT| exp(ÁOPTu(x)/2�u)

= |R|

|ROPT|
exp

3
Á(c ≠ OPTu(x))

2�u

4
.

The inequality follows from the observation that each r œ R

with u(x, r) Æ c has un-normalized probability mass at most
exp(Ác/2�u), and hence the entire set of such “bad” elements r has
total un-normalized probability mass at most |R| exp(Ác/2�u). In
contrast, we know that there exist at least |ROPT| Ø 1 elements
with u(x, r) = OPTu(x), and hence un-normalized probability mass
exp(ÁOPTu(x)/2�u), and so this is a lower bound on the normalization
term.

The theorem follows from plugging in the appropriate value
for c.

Since we always have |ROPT| Ø 1, we can more commonly make
use of the following simple corollary:

Corollary 3.12. Fixing a database x, we have:

Pr
5
u(ME(x, u, R)) Æ OPTu(x) ≠

2�u

Á
(ln (|R|) + t)

6
Æ e≠t

As seen in the proofs of Theorem 3.11 and Corollary 3.12, the Expo-
nential Mechanism can be particularly easy to analyze.

Example 3.6 (Best of Two). Consider the simple question of determin-
ing which of exactly two medical conditions A and B is more common.
Let the two true counts be 0 for condition A and c > 0 for condition B.
Our notion of utility will be tied to the actual counts, so that conditions
with bigger counts have higher utility and �u = 1. Thus, the utility
of A is 0 and the utility of B is c. Using the Exponential Mechanism



What happens with continuous
hypothesis space (satisfying VC-dim is
finite)?
• Short answer: No DP algorithms can learn the VC

class.
• Example: Learning a threshold function.
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Any pure-DP algorithms will fail in
learning threshold functions.

24
(Beimel et al. 2013) (Chaudhuri and Hsu. 2015)



Formalizing the lower bound.

25
(Beimel et al. 2013) (Chaudhuri and Hsu. 2015)



Is this an issue of pure-DP being too
restrictive? Can we learn a VC class
under approximate DP?

26

!(1/n)
Learnability 

=
Approx. Private Learnability

Learnability 

≠
Approx. Private Learnability

�(n)Slower Faster

- Bun et. al. “Differentially private release and learning of threshold functions.” FOCS’15

O(1/n)



What is the key problem?

• Statistical learning requires a very strong notion of
learning:
• No assumptions on data distributions
• Uniformly consistent learning for all distributions

• Differential privacy says that even if the data
distributions are disjoint, they still need to be
somewhat similar.
• The construction relies on an exponentially large set of

distributions (each coverging to a point-mass).
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Remedies to this problem

• Assume the loss function is Lipschitz
• 0-1 loss doesn’t work, but we can use surrogate losses,

e.g., logistic loss , hinge losses.

• Assume some regularity conditions on the
probability distributions of data
• e.g., Bounded probability density.

• Then most problems are learnable by an
exponential mechanism.

28

W., Lei, and Fienberg. "Learning with differential privacy: Stability, learnability and the sufficiency and necessity of ERM 
principle." The Journal of Machine Learning Research 17.1 (2016): 6353-6392.



Check point: Learning with 
differential privacy in theory
• Finite hypothesis class

• Exponential mechanism gives asymptotically vanishing
additional error.

• Does not benefit from being realizable.

• Continuous hypothesis class (bounded VC-dim)
• No DP algorithm gives consistent learning
• A Packing lower bound

• However, there are weak assumptions we can add
• Lipschitz loss functions
• data-distributions with bounded density

29



Connections of the Exponential
mechanism to Bayesian learning
• Bayesian philosophy
• I have a prior belief
• When I collect data, I update my belief

• Deriving the posterior using iid data:

30
W., Fienberg, & Smola. (2015). Privacy for free: Posterior sampling and stochastic gradient 
monte carlo. In International Conference on Machine Learning.



Connections of the Exponential
mechanism to Bayesian learning
• Getting one sample from the posterior distribution is equivalent to

exponential mechanism

• Some classical results from statistics
• Asymptotic normality of the Bayesian posterior
• Bernstein-Von Mises Theorem. 

• Utility of the OPS estimator

31

The above proposition suggests that in many interesting classes of parametric Bayesian
models, the One-Posterior Sample estimator is asymptotically near optimal. Similar
statements can also be obtained for some classes of semi-parametric and nonparametric
Bayesian models (Ghosal, 2010), which we leave as future work.

The drawback of the above two propositions is that they are only stated for the version of
the OPS when ✏ = 4B. Using results in De Blasi & Walker (2013) and Kleijn et al. (2012) for
Bayesian learning under misspecified models, we can prove consistency, asymptotic normality
for any ✏ and parameterize the asymptotic relative e�ciency of the OPS estimator as a
function of ✏. The key idea is that when scaling the log-likelihood and sample from a di↵erent
distribution, we are essentially fitting a model that may not include the data-generating
true distribution. De Blasi & Walker (2013) shows that under mild conditions, when the
model is misspecified, the posterior distribution will converge to a point mass ✓⇤ that
minimizes the KL-divergence between between the true distribution and the corresponding
distribution in the misspecified model. ✓⇤ is essentially MLE and in our case, since we
only scaled the distribution, the MLE will remain exactly the same. De Blasi & Walker
(2013)’s result is quite general and covers both parametric and nonparametric Bayesian
models and whenever their assumptions hold, the OPS estimator is consistent. Using a
similar argument and the modifed Bernstein-Von-Mises theorem in Kleijn et al. (2012),
we can prove asymptotic normality and near optimality for the subset of problems where
regularities of MLE hold.
Proposition 9. Under the same assumption as Proposition 8, if we set a di↵erent ✏ by
rescaling the log-likelihood by a factor of ✏

4B , then the the One-Posterior sample estimator
obeys

p
n(✓̂ � ✓0)

weakly�! N
✓
0, (1 +

4B

✏
)I�1

◆
,

in other word, the estimator has an ARE of (1 + 4B
✏ ).

Proof. By scaling the log-likelihood, we are essentially changing the correct model p✓
to a misspecified model (p✓)

✏
4B . Let the true log-likelihood be ` and the misspecified

log-likelihood be ˜̀= ✏
4B `, in addition, define

V (✓) := E✓r˜̀(✓)r˜̀(✓)T =
✏
2

16B2
E✓r`(✓)r`(✓)T =

✏
2

16B2
I(✓)

J(✓) := �E✓r2 ˜̀(✓) = � ✏

4B
E✓r2

`(✓) = � ✏

4B
I(✓).

The last equality holds under the standard regularity conditions. By the sandwich formula,
the maximum likelihood estimator ✓̂ under the misspecified model is asymptotically normal:

p
n(✓̂ � ✓⇤)

weakly! N (0, J�1
V J(�1)) = N (0, I�1)
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Algorithm 1 One-Posterior Sample (OPS ) estimator

input Data X, log-likelihood function `(·|·) satisfying supx,✓ k`(x|✓)k  B a prior ⇡(·).
Privacy loss ✏.
1. Set ⇢ = min{1, ✏

4B}.
2. Re-define log-likelihood function and the prior `0(·|·) := ⇢`(·|·) and ⇡

0(·) := (⇡(·))⇢.
output ✓̂ ⇠ P (✓|X) / exp

⇣PN
i=1 `

0(✓|xi)
⌘
⇡
0(✓).

mechanism where we can specify ✏. The nice thing about this algorithm is that there is
almost zero implementation e↵ort to extend all posterior sampling-based Bayesian learning
models to have di↵erentially privacy of any specified ✏.

Assumption on the boundedness. The boundedness on the loss-function (log-likelihood
here) is a standard assumption in many DP works (Chaudhuri et al., 2011; Bassily et al.,
2014; Song et al., 2013; Kifer et al., 2012). Lipschitz constant L is usually small for continu-
ous distributions (at least when the parameter space ⇥ is bounded). This is a bound on
log p(x|✓)) so as long as p(x|✓) does not increase or decrease super exponentially fast at any
point, L will be a small constant. R can also be made small by a simple preprocessing step
that scales down all data points. In the aforementioned papers that assume L, it is typical
that they also assume R = 1 for convenience. So we will do the same. In practice, we can
algorithmically remove large data points from the data by some predefined threshold or
using the “Propose-Test-Release” framework in (Dwork & Lei, 2009) or perform weighted
training where we can assign lower weight to data points with large magnitude. Note that
this is a desirable step for the robustness to outliers too. Exponential families (in Hilbert
space) are an example, see e.g. Bialek et al. (2001); Hofmann et al. (2008); Wainwright &
Jordan (2008).

3.2 Consistency and Near-Optimality

Now we move on to study the consistency of the OPS estimator. In great generality, we will
show that the one-posterior sample estimator is consistent whenever the Bayesian model is
posterior consistent. Since the consistency in Bayesian methods can have di↵erent meanings,
we briefly describe two of them according to the nomenclature in Orbanz (2012).
Definition 5 (Posterior consistency in the Bayesian Sense). For a prior ⇡, we say the
model is posterior consistent in the Bayesian sense, if ✓ ⇠ ⇡(✓), x1, ...,xn ⇠ p✓, and the
posterior

⇡(✓|x1, ...,xn)
weakly�! �✓ a.s. ⇡.

�✓ is the dirac-delta function at ✓.

7



Pros and cons of OPS

• Pros:
• Generically applicable
• Strong learning bounds under weak assumptions
• No need to change existing learning workflow

• Cons:
• It makes the distribution more diffused.
• Can get only one sample (hard to do inference)
• Requires bounded (clipped) loss functions
• Computationally inefficient in general
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Improved analysis of exponential 
mechanism with strong convexity
• Assume is μ-strongly

convex, i.e., the prior is strongly log-concave.

• Assume that the loss-function is Lipschitz

• Then
obeys if

33
Minami, K., Arai, H., Sato, I., & Nakagawa, H. (2016). Differential privacy without 
sensitivity. In Advances in Neural Information Processing Systems (pp. 956-964)

⇡(✓) = e�r(✓) where r(✓)
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Idea of the proof for the improved
analysis of EM
• The privacy loss random variable is

• Apply the tail bound lemma

• The strong log-concavity + Lipschitz assumption ensures that
"𝜃 satisfies a “Log-Sobolev Inequality”
• Which ensures a subgaussian-like tail bound for all Lipschitz

functions of !𝜃
• And a bound on the KL-divergence.
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Reiterate the main points

• Bayesian learning
• Just a scaling of posterior sampling
• For bounded log-likelihood functions, exponential

mechanism is a consistent learner

• Boundedness is not needed if we use a strong prior
• A tighter analysis of the exponential mechanism
• Use a prior to ensure that PLRV is concentrated
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Next lecture

• Convex empirical risk minimization

• Objective perturbation
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