CS292A Introduction to Differential Privacy Fall 2021

Lecture 12: NoisyGD and NoisySGD (November 12)

Lecturer: Yu-Xiang Wang Scribes: Xuandong Zhao

Note: LaTeX template courtesy of UC Berkeley EECS dept.

Disclaimer: These notes have not been subjected to the usual scrutiny reserved for formal publications. They
may be distributed outside this class only with the permission of the Instructor.

12.1 Noisy Gradient Descent Mechanism

12.1.1 Algorithm

O =0+ | Y VE(0:) + N(0,0°1y) | for t =1,2,...,T (12.1)
i=1

As shown in Equation [12.1] the NoisyGD mechanism is straightforward, which simply adds gaussian noise to
the gradient. Note that > . V¢;(6;) is Vf(6;), and N(0,021,) is the noise.

If we set gr = > i) Vi (6:) + N(0,0%1,), the expected value of g; is E[g:|6;] = Vf(6;) and variance is
E[llg: — Elg:]lle,] = do.

12.1.2 Privacy analysis

Global sensitivity of NoisyGD is L, because ¢; is L-lipschitz. Each iteration of NoisyGD is p-zCDP with
2
p= ;7 Since NoisyGD is a composition of T" Gaussian mechanisms, the whole algorithm of NoisyGD is

. 2 2 2 2
Tp-zCDP with protal = % And we can get that % = g—p,T = 22‘; .

12.2 Convergence of NoisyGD

12.2.1 Nonconvex / smooth problems

Lemma 12.1. (Descent Lemma): For the NoisyGD update: x¢11 = 2y — 1:g¢ in smooth/nonconvex case, the
convergence guarantee is:

1 g 2] < 2(f (@) = f)
72 E 195 (@)l < =550 4 o
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Proof. Since f(x) is smooth and use update rule,

2
f@ei1) < fme) + (@pp1 — 26, V() + M

= fa) = mld V) + S ol

We assume E [g;|z¢] = Vf(z¢) and E [||g: — E[g:]||z:] < do?. If we set constant learning rate 7, = n < % and
take conditional expectation on both side,

E[f(rusn)lee] < f(e0) = ml VSl + 502 (195l +do?)

n?Bo?d

= fe) =l VI@OIP + IVl + 5

= (@)~ TV sl + A

Take full expectation on both side,

E[f(wes0)] < Blf ()] - ZE[IVS@ol?] + T2

Then we add up t =1,...,T

2
B [f(e2)] < Blf(on)] - 2B [I94@0)|?] + 5%

2
E[/(z3)] < E[f(@2)] ~ V[V ()] + 0%

E[f(er)] < Elf(er-)] = JE[IVf(ar-)lF] + Lo

We finally get

2
E[f(or)] - Elf(21)] < ~2E SIvH@I?| + PR

%Z ||Vf(33t)||2] T Bnndo?

E
Tn
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Utility bound

ng’ \/nBde?T

We can choose the learning rate n = min{ L Q(f(xl)_f)}

IN

1 & )
72" 1V £ (@))?]

2(f (@) = f)
Tn

2(f @) = 1)
T

. 2
E [trg[l;;] 19 F ()l }

IN

+ nnBdo?

IN

s V/nBdo®T } 2nBdo? (f (z1) — f*)
{5’ 2 ()~ ) o T

2nB (f (z1) — f*) 2nfBdo? (f (v1) — f*)
= T +2\/ T

Recall that for p-zCDP, %2 = é—;, if we substitute it in the second term.

\/nﬂd(f (@) — )2 [nBd(f (w1) — f*) L2
2p a 62/log%

* 2
If we substitute it in the first term, the first term becomes W We can make it arbitrarily small

by choosing large noise and more number of iterations to get 2 — co. So we can only consider the second
term for utility guarantee.

12.2.2 Convex /smooth problems

Following similar analysis as Lemma and applying convex property we can get

d

E

el
Nl

1 X
Z%ﬁ) —f*] <E
=1

¥ 2
SO (@) - f*)] < W + ydo?
t

Utility bound

. . R 1l . .
We can choose the learning rate = min {W’ ﬁ}, where the first apply to GD and the second apply
to SGD. Following the same analysis in nonconvex/smooth problems,

1 — 2]

2 %112 *
g g Wl = 2 =V
n

T VT

Subs‘uitu‘ce%2 = g—; for p-zCDP in the second term, the final utility bound is
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Note that if we use large T', the first term can be arbitrarily small

2
nf||zy —x* L |dL?
MSHHH—%H il
7> MlE=TUVe _
- LVd

12.2.3 Convex / Lipschitz problems

Following similar analysis as Lemma and applying convex and Lipschitz property (Refer to notes in
CS292F Convex Optimization Lecture 8) we can get
+ d02>

;thf(mt)f*)] s'“T;’*”m@

T

1 2
=107 (@)

t=1

Utility bound

By choosing learning rate optimally,

1 . |z1 — 2*|| Vdo? + n2L?
TZ(f(on)—f)]s Ve

¢
H301 T ||nL
- VT zl

where the first inequality follows f is nL-Lipschitz so that L Y1, [0f (z:)|* < n?L? and the second
inequality follows /22 + y2 < x + y for x,y > 0.

Subs‘citute%2 = é—; for p-zCDP in the second term, the final utility bound is

o [dL? dlog + L dlog 3 L?
o =2l S = = 2l

Note that we can also use large T to make the first term be arbitrarily small

E

|1 — 2*|| nL

7 <l =27
n?L%p 2 2

> =
T> I O(n“e”)

12.2.4 Strongly convex / Lipschitz problems
1
At?

If f is A-strongly convex and L-Lipschitz, convergence is even faster[1]. For learning rate 7 =

1 T . 272 4 do?
E f(th_;xt)] —f(x") < %(1+logT)
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For learning rate n; = ﬁ,

E

2 & o 4 (n*L? +do?)
f(T(T—s—l)th)] BEACR v oy

t=1
_ (L d
—\ar TaT

Utility bound

Following the same utility analysis, we substitute%2 = é—; for p-zCDP in the second term.

do? B dL? _ dL? log%
AT Ap A2

Note that we can also use large T' to make the first term be arbitrarily small

n’L?  dL?
< —
AT = Ap
n?p n2e?
T>—xO0O
A ( A )
12.2.5 Summary
The advantage of NoisyGD:
e It is more generally applicable
e Results in stronger guarantees
e Do not require exact optimal solution
Function Utility Bound ‘
VdL||6%||\/log( %
Lipschitz+convex w

nie?
\/anLQ(f(Ol)*f*) log(1/6)

ne

Lipschitz+Strongly convex

Lipschitz+Smooth+Nonconvex

’ Function \ Computational Complexity \ # of call ‘
Lipschitz+convex T> % = O(n?€?) O(n3e?)
Smooth+convex T> %fg_m = O(ne) | O(n?)

Lipschitz+Strongly convex T > "L =0(n*) O(n3e?)
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12.3 Noisy Stochastic Gradient Descent Mechanism

12.3.1 Privacy Amplification by Sampling

Lemma 12.2. (Subsampling Lemma): If M obeys (e, d)-DP, then MoSubsample obeys (¢',6")-DP with

8" =~06,€ =log (1+~(e° —1)) = O(ve)

There are two types of sampling schemes for privacy amplification, one is Poisson Sampling and another is
Sampling without Replacement.

Poisson Sampling: include datapoint ¢ in the minibatch by sampling from a Bernoulli Distribution with
probability v (E[batch size] = v - n). Poisson Sampling works well for add/remove.

Random subset: choose a subset with size equal to m from {1,...,n}, so that v; = . Random subset works
well for replace-one.

12.3.2 Algorithm

1
ge== ( > V(o) +N(07021d)> (12.2)
v i€Batch
9t+1 :9t+77tgt,fort: 172,...7T (123)

The privacy analysis is just simply adds up RDP. NoisySGD satisfy p-tCDP with p = WZZT. In the ”nice”
regimes of the conversion p < €?log ;.

12.3.3 Utility analysis

The estimate of the gradient is

1 ( Z Vei(0r) +N(Ov‘721d)>

v i€Batch

It has same bounds as before, but noise gets larger: do? — d,YL;. Then we have:

2 —z*? d —x*||202 . . o .
For the convex/smooth case "Bllle 2l /e - B® "if we substitute it in the second term

oy — 2|2 (do? | nLZy |z — 2% do? e
T v? N ) o T~ T
dL

I

=z —x
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