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Pandemic Prologue



UCSB is transitioning back to In Person Instruction

Chancellor Yang’s Memo, August 27

EVC Marshall’s Memo, September 8

Academic Senate Chair Scott’s

Divisional Newsletter, September 10

Divisional Newsletter, August 31

https://chancellor.ucsb.edu/memos/2021-08-27-covid-19-update-fall-housing-testing-and-vaccinations
https://evc.ucsb.edu/communications/memos/2021-09-08-fall-quarter-academic-planning-updates
https://senate.ucsb.edu/news/2021-09-10_Divisional-Chairs-Newsletter-September-10-2021.pdf
https://senate.ucsb.edu/news/2021-08-31_Divisional-Chairs-Newsletter-August-31-2021.pdf
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What is a side channel?
● Confidentiality: A program that manipulates secret information 

should not reveal that information 

● Confidentiality can be hard to achieve 

○ Especially if an attacker is able to observe different aspects of 
program behavior such as execution time and memory usage 

● Side-channel attacks recover secret information from programs 

○ by observing non-functional characteristics of program 
executions 

■ such as execution time, memory usage, memory accesses, 
or packets transmitted over a network.



Information leakage

if (password==guess) grant_access(); else print_error();

● This code leaks information about the secret password

● It leaks the information through the main channel (the output) of the 
program



Information leakage
In many cases some leakage it unavoidable: 

● Any password checker leaks some information about the password

● Consider an electronic voting application, the result of the vote is 
public and it does leak information about the votes, but still 
individual votes should be private.



Information leakage
● One common way to model information leakage in programs is to 

separate the inputs and outputs of the program to different security 
levels

High: highly classified (secret)

Low: not highly classified (public)

● Then confidentiality means that information about High values 
should not be leaked to Low values



Non-interference
● Having no information leakage is characterized as 

non-interference, which means that:

High values have no influence on Low values



Non-interference
● Let us assume that: 

○ a program is a function from High and Low input values to High 
and Low output values where 

○ fL denotes the function that maps High and Low input values to 
the Low output value

○ H and L denote the domains of High and Low values

Then, we can state non-interference property (for deterministic 
programs) as:



Information leakage
● Non-interference for main channel can be checked using 

dependency analysis techniques: 
○ Determine data and control dependencies among High and 

Low values and make sure that Low values do not depend on 
High values)

○ Determining non-interference for side-channels could be more 
difficult to figure out



Information leakage
● As we discussed, for many practical cases (such as password 

checking or electronic voting) non-interference is simply not 
possible and some information leakage from High values to Low 
values is unavoidable



Information leakage
● If leakage is unavoidable, then the question becomes:

○ “How much information is leaked?”
● For example, how much information about password can be 

obtained by the attacker who can enter different password guesses 
to the program

● If the amount leaked is very small, the program might be 
considered secure even though there is some information leakage



Quantitative information flow
● The goal of quantitative information flow techniques is to quantify 

the amount of information leaked from a given program

● Quantitative information flow techniques can also be used to detect 
the amount of information leaked from side channels



Some questions that we will discuss in this course
How should we quantify the information leakage?

How should we detect the amount of information leaked?

How should we specify properties related to information leakage?

Should we use static or dynamic analysis techniques?

Should we use symbolic or concrete analysis techniques?

If there is information leakage, can it be exploited to detect the secret 
information? How can it be exploited

Can we do these automatically?


