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What i1s a side channel?

Monday, Aug. 13, 1990

TI ME And Bomb The Anchovies

Delivery people at various Domino's pizza outlets in and around Washington claim that they have learned
to anticipate big news baking at the White House or the Pentagon by the upsurge in takeout orders.
Phones usually start ringing some 72 hours before an official announcement. "We know," says one pizza

runner. "Absolutely. Pentagon orders doubled up the night before the Panama attack; same thing

happened before the Grenada invasion." Last Wednesday, he adds, "we got a lot of orders, starting
around midnight. We figured something was up." This time the big news arrived quickly: Iraq's surprise
invasion of Kuwait.




What i1s a side channel?

Monday, Aug. 13, 1990

TI ME And Bomb The Anchovies

Delivery people at various Domino's pizza outlets in and around Washington claim that they have learned

to

anticipate big news baking at the White House or the Pentagon by the upsurge in takeout orders.

Phones usually start ringing some 72 hours before an official announcement. "We know," says one pizza

runner. "Absolutely. Pentagon orders doubled up the night before the Panama attack; same thing

happened before the Grenada invasion." Last Wednesday, he adds, "we got a lot of orders, starting

around midnight. We figured something was up." This time the big news arrived quickly: Iraq's surprise

invasion of Kuwait.




What is a side channel?

Monday, Aug. 13, 1990

TI ME And Bomb The Anchovies

Delivery people at various Domino's pizza outlets in and around Washington claim that they have learned

to

anticipate big news baking at the White House or the Pentagon by the upsurge in takeout orders.

Phones usually start ringing some 72 hours before an official announcement. "We know," says one pizza

runner. "Absolutely.|Pentagon orders doubled up the night before the Panama attack| same thing
happened|before the Grenada invasion|' Last Wednesday, he adds, "we got a lot of orders, starting

around midnight. We figured something was up." This time the big news arrived quickly: Iraq's surprise

invasion of Kuwait.




What i1s a side channel?

Granada

Side channel: learn secrets through indirect observation.
secret correlates with observation = reveal secrets
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public int compare(int i){
l<s=<5 if(s <= i)
log.write("too large"); // 1 s
S7 else
some computation; // 2 s
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}
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observe time 0=2=s5>4

Attacker can binary search on s using ¢ and o.
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Our Approach

TAV A Symbolic Execution
c_(_{) | System Profiling > I(Z)
c=_ Entropy

Z(7) is a symbolic expression over program inputs ¢
that measures how much information is gained by
an attacker when making input <.

Find ¢ that maximizes Z(7) to get the attacker's
best input at every step.
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Each PC characterizes an observable program behavior
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P(s,i) ?'7 P(s, i)

PC; (s,i ) characterizes indistinguishable behaviors

P (s,7 ) is a representative of all behaviors in that class
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Implementation

NASA Symbolic Z3 Constraint Sol
PathFinder (SPF) onetraiiit SO

Python > P(s,i)
_ _ Intel ’
-
Profiler Client NUC Server
Barvinok Mathematica

Weighted Symbolic Symbolic Entropy Computation

Model Counting Numeric Maximization




Case Study: LawDB

From Defense Advanced Research Projects Agency (DARPA)
Space-Time Analysis for Cybersecurity (STAC) Project

Client
A

SEARCH midID maxID List of employees.

\ 4

Server

41 classes, 2844 line of code.
DB: key = employee ID
Some employee IDs have restricted access.

Writes to log file depending on
ID,cs € [minID, maxlD)]
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Entropy = 2.9822
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STEP 19: SEARCH 92 94
Observed time:0.00729
Entropy = 2.98878
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STEP 20: SEARCH 92 93
Observed time:0.00735
Entropy = 2.22644
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1 <ID <100
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STEP 21: SEARCH 92 92
Observed time:0.00739
Entropy = 0.767476
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STEP 22: SEARCH 92 92
Observed time:0.00715
Entropy = 0.170871
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STEP 23: SEARCH 92 92
Observed time:0.00746
Entropy = 0.026079

1.0
0.8}

0.6/

p(secret ID)

04

0.2}

00 20 a0 60 80 100
secret ID




1<IDL<I100 IDy =64 1[IDy=85 [IDcs=92

STEP 24: SEARCH 92 92
Observed time:0.00721
Entropy = 0.026084
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Offline Attack
ID Range | # Employees | Analysis time (m) | # steps
1-100 3 57s 2m338s 25
1-10000 4 2m21s 2m43s 45
1-10000 5 6m30s 3m08s 48
1-10000 10 42m09s 4m31s (7




Our Approach

TAV A Symbolic Execution
(‘g—{) | System Profiling > H(Z)
c=_ Entropy

I(Z) Aﬂ MAXIMIZE ’_’@*

Automatically synthesize side-channel attacks!




T hanks!

Questions?



