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Current

Multifactor Authentication is widely used
Biometrics is one approach to MFA

The current state of biometric based MFA is lacking
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Introducing
- Keyboard Biometrics

.......................................................................................................



Proposed Solution
to MFA

Keyboard Biometrics are Keyboard Biometrics are

No need for extra device or interface No sacrifice is made in switching to
keyboard based biometrics
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Main Features &
Functionality

User Training User Validation User Updating

Users create their When logging in, users Users templates can be
template by typing a are prompted to type a updated to account for
phrase multiple times short sentence, which is changing typing style

validated against past
data






Of
AuthentiKey



https://docs.google.com/file/d/1x6_rwyK0qOIxoRw-Nkvpf-BOU-8cOOU7/preview




Workflow Management

e  Slack for communication
e  Meister Task for Task Management
e  Google Sheets for burndown

e  Google Docs and ShareLaTeX for
collaborative document editing




Communication & Coordination

aharrell 4:05pPM _
In office or over phone call today? We communicate regularly over Slack

‘ with our mentors
yc Ashlynn 4:05 PMm

in office : .
We meet twice a week in person
_. Alex Wein 4:05PM usually

But only if the dog is there

renato 4:05PM The office has a dog
lol

aharrell 4:06 PM
haha she might b there

@2
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Ul/7UXx

Initial Design

Login/Regjistration flow is
implemented

AuthentiKey

ML

Machine Learning

Machine Learning Backend is
fleshed out

Security

Full Security

AuthentiKey stores data securely

Portability

Portable to Any Interface

AuthentiKey is agnostic of the
interface and can be used in any
context.



In Conclusion

e Multifactor Authentication is widely used
e Current biometric solutions to MFA are a bit lacking
e AuthentiKey provides a robust and easy solution

e System Security is still maintained



Thanks!

Any questions?




