From Payload to Plugin: Web-Scale Ecosystem Attribution of
JavaScript Injection Campaigns

Ravindu De Silva
Idesilva@ucsb.edu
University of California Santa
Barbara, Santa Barbara, USA

Mingxuan Yao
mingxuanyao@gatech.edu
Georgia Institute of Technology,
Atlanta, USA

Christopher Kruegel
chris@ucsb.edu
University of California Santa
Barbara, Santa Barbara, USA

Abstract

External security analysts monitoring content management sys-
tem (CMS) websites for compromise often lack backend access.
From the frontend alone, they can detect malicious JavaScript injec-
tions and fingerprint installed plugins, but cannot link the two to
identify the root cause of compromise—the vulnerable plugin that
enabled the breach. As a result, site maintainers often remove visi-
ble payloads while leaving the underlying vulnerability unpatched,
creating a risk of rapid reinfection. Prior work has studied mali-
cious JavaScript detection and CMS ecosystem security in isolation,
without a systematic way to bridge this gap at scale.

We present a large-scale measurement study that connects front-
end-observable injections to their likely root causes in the Word-
Press ecosystem by comparing plugin prevalence across victim and
non-victim website populations. Over 84 days, we monitor 850,000
WordPress domains, use cross-snapshot JavaScript diffs to identify
candidate injections, cluster behavioral traces into campaigns, and
apply enrichment analysis! to recover likely exploited components
at the plugin:version level. This process identifies 20 campaigns
spanning 13 behavioral families and affecting 1,160 sites, of which
18 campaigns remain entirely undetected by VirusTotal during the
study period. Guided by the components identified through our
analysis, we uncover three previously unreported vulnerabilities
in popular WordPress plugins, develop proof-of-vulnerability ex-
ploits, and report them to Wordfence under coordinated disclosure.
We additionally release all extracted Indicators of Compromise via
AlienVault OTX to support further research and defense.
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1 Introduction

Injected malicious JavaScript remains a practical post-compromise
mechanisms for abusing legitimate websites. Once a site is compro-
mised, adversaries leverage their access to insert loader snippets,
external script dependencies, or obfuscated inline JavaScript [9, 20]
into pages that are served to unsuspecting visitors. These injected
scripts enable traffic redirection, digital skimming, and credential
theft. To gain access, attackers exploit vulnerabilities such as Stored
Cross-Site Scripting (XSS), file inclusion, or SQL injection.

A frequent target for attackers are Content Management Systems
(CMSes) and their third-party plugins and themes [8]. A single vul-
nerability in a popular plugin allows the same malicious injection to
be replayed across every site running it. Among CMSes, the Word-
Press platform is a particularly popular victim, as it powers over
40% of the web [42] and depends on a large ecosystem of third-party
plugins and themes distributed across multiple marketplaces [17].
These components are often plagued by exploitable vulnerabilities
due to inadequate vetting and poor security practices [17].

Security analysts who monitor the web for compromised sites
typically operate without backend access to the domains they ob-
serve [14, 24, 28, 39]. Just looking at web pages and their content,
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one can detect injected JavaScript, yet one cannot determine which
plugin’s vulnerability was actually exploited to inject the payload
(if, indeed, the attackers obtained access through such a vulnera-
bility; alternative infection vectors are, of course, possible). This
makes it more difficult to determine (and remediate) the root cause
of infections. In turn, even if a specific injection or malicious script
is cleaned up, the site remains vulnerable to reinfection [18].

Prior research has advanced related lines of defense: First, mali-
cious JavaScript detection, which has evolved from syntactic classi-
fiers [3, 7, 31] to cloaking-aware and deobfuscation-oriented sys-
tems [9, 20] to runtime behavioral signatures derived from browser
API call sequences [16, 34]. These systems identify infected pages,
but do not link the compromise to any specific ecosystem com-
ponent. Second, campaign attribution tools such as JSgraph [22]
track which scripts modify a page and what they do, but not which
plugin or theme enabled their injection. Third, CMS ecosystem stud-
ies such as YODA [17] and TARDIS [18] characterize vulnerable
Wordpress plugins and demonstrate that root-cause identification
prevents reinfection. However, these studies rely on backend or
marketplace-level access that is unavailable to an external observer.
No prior work connects these threads end-to-end: from detecting a
JavaScript injection campaign, to attributing it to specific vulnera-
ble plugins or themes that may have enabled the breach. Without
this link, site owners may remove the visible payload while leaving
the entry point intact, leading to rapid reinfection [18].

In this paper, we ask a simple question to bridge this gap: what
vectors do attackers use to compromise WordPress sites and in-
ject malicious JavaScript? Answering it without backend access
requires moving beyond detection (“this page is infected”) toward
actionable ecosystem intelligence (“this campaign co-occurs with
Plugin X at Version Y”). Our central intuition is that a vulnerable
component behind an injection campaign is rarely identifiable from
a single compromised site alone. We therefore frame attribution as a
population-level problem: if a certain JavaScript injection campaign
appears across many sites, the responsible component should be
overrepresented among victims relative to its baseline prevalence
in the broader WordPress ecosystem. Although such statistical evi-
dence cannot prove causality, it can highlight which components
are most likely to serve as attackers’ entry points.

Operationalizing our intuition requires tackling several chal-
lenges. First, we must identify compromised sites (and malicious
JavaScript) at scale, despite payloads that have evolved for years to
evade detection. Second, we must identify which malicious scripts
belong to the same campaign and are therefore more likely to
share an underlying entry point. This is difficult because modern
JavaScript campaigns routinely rewrite payloads for each victim
site, for example by re-encrypting the same malicious payload with
a per-site encryption key or regenerating variable names so that
each infected page produces a unique content hash [20, 34]. As
a result, grouping scripts by code similarity or payload hashes is
often unreliable. Third, even after identifying a campaign’s victim
sites, each site typically runs dozens of plugins, making it difficult
to infer the likely entry point without backend access.

We address these challenges with an external-observer analysis
pipeline. Starting from a large corpus of WordPress domains, we
periodically crawl each site and compare consecutive crawls. For
each site, we diff its JavaScript to isolate newly added or modified
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scripts. When a JavaScript diff cannot be attributed to a benign
source, e.g., a plugin version update, we load the page in an instru-
mented browser and record the runtime execution trace of each
suspicious script. We then cluster these traces by behavioral simi-
larity to identify candidate campaigns, each associated with a set
of potential victim websites. Because clustering relies on behavior
rather than code content, this approach is robust to the per-site pay-
load polymorphism and randomized obfuscation that campaigns
commonly use to evade static detection signatures [20, 34].

After clustering, we prioritize the most suspicious clusters for
deeper review using a heuristic scoring stage, reducing downstream
workload by more than 95%. For each confirmed campaign, we fin-
gerprint the victim sites to identify the plugins and themes installed
on them. We then perform enrichment analysis', comparing each
component’s prevalence among victim sites against its prevalence
in the full crawled population. Components that are statistically
overrepresented among victims are flagged as potential entry points.
When an overrepresented component has published CVEs, the as-
sociation provides strong evidence of a likely entry point. When
no matching public CVE exists, the component becomes a zero-day
candidate warranting source code audit.

We deployed our pipeline and ran it on about 850,000 WordPress
domains over 84 days (from December 28, 2025 through March 22,
2026). During this time, we identified 20 campaigns spanning 13
behavioral families (Section 4.2) across 1,160 compromised sites.
For each campaign, we match the enriched plugin and theme com-
ponents against published CVE records at the exact version level,
recovering at least one known vulnerability per campaign across
all 20 campaigns. We further discover three previously undisclosed
vulnerabilities in popular plugins for which we developed working
proof-of-vulnerability exploits, (CVE-2026-6287 [43]). We addition-
ally find that 18 of the 20 campaigns have zero detections across all
VirusTotal engines for every payload sample observed throughout
the study period, and release all extracted Indicators of Compromise
via AlienVault OTX [29] to support broader defensive efforts.

In this paper, we make the following contributions.

(1) A hybrid detection pipeline that monitors JavaScript deltas
at web scale and groups injection campaigns through static
code analysis, JavaScript execution tracing, and clustering, cap-
turing polymorphic campaigns that evade simple content-based
similarity identification. Heuristic-based cluster prioritization
reduces the downstream workload by over 95% (Section 3).

(2) An ecosystem attribution methodology that links cam-
paigns to the plugins, themes, and versions observed on victim
sites, recovers matching CVEs, and applies our enrichment
analysis to separate genuine entry-vector candidates from back-
ground noise (Sections 3.5 and 4.5).

(3) An 84-day longitudinal measurement (December 28, 2025 to
March 22, 2026) across 850,000 WordPress domains identifying
20 campaigns spanning 13 behavioral families. The measure-
ment recovers known CVE correlations for each campaign, un-
covers attacker-created fake plugins used for post-compromise
persistence, and discovers three previously undisclosed vulner-
abilities in popular plugins for which we developed working

!Inspired by gene-set enrichment analysis [38], which identifies meaningful associa-
tions by testing over-representation relative to a background distribution.
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proof-of-vulnerability exploits, reported to Wordfence (the CVE
Numbering Authority for the WordPress ecosystem) under co-
ordinated disclosure.

2 Problem Scope

We consider an external observer with no backend access to moni-
tored domains. An attacker compromises one or more WordPress
sites by exploiting a vulnerable plugin, theme, or core component,
then injects persistent JavaScript that appears in the page source on
each load. The injected code may be obfuscated, polymorphic, or
gated behind runtime conditions such as geolocation, user-agent, or
cookie state. Our goal is to detect injected malicious JavaScript and
to correlate each campaign with the frontend-observable ecosys-
tem state (active plugins, themes, and versions) of its victim sites,
producing candidate entry-vector attributions. We achieve this
through longitudinal delta monitoring, behavioral trace clustering,
and population-level enrichment analysis.

Operating from an external vantage point exposes three chal-
lenges that shape our pipeline design.

The Attribution Gap. Existing tools that can identify that a page
has been infected [7], but they rarely reveal which vulnerable com-
ponent allowed the compromise from an external vantage point.
Without this information, site owners resort to superficial remedia-
tion where they remove the injected code but leave the entry point
intact, resulting in rapid reinfection [18].

Visibility Constraints. Backend vulnerabilities such as SQL in-
jection or file inclusion are invisible from an external perspec-
tive [8, 21]. However, the frontend of a CMS site often exposes
fingerprintable configurations, including active themes, plugins,
and version strings [21]. We focus on correlating these observable
properties with newly detected injection campaigns.

Evasion and Temporal Dynamics. Adversaries use runtime gen-
erated payloads and environment-specific cloaking to evade static
analysis [20]. Campaigns span a spectrum from byte-identical pay-
loads to per-site polymorphic encodings [39].

Terminology. We use three levels of granularity throughout the
paper. An observation is a distinct JavaScript payload identified by
its SHA-256 content hash. The same hash may appear on multiple
sites or recur across multiple crawl windows. A campaign groups
observations that produce behaviorally equivalent execution traces
into one logical entity via behavioral trace clustering. Two obser-
vations belong to the same campaign if and only if their dynamic
behavioral traces are similar, regardless of when or where they
were seen. A behavioral family groups campaigns that share the
same overarching attack technique and infrastructure pattern but
differ in operational parameters such as obfuscation keys or target
domains, capturing the broader malware lineage across distinct
deployment waves. For instance, one campaign delivers a ClickFix
payload by fetching attacker instructions from a Polygon smart
contract [35] (PolyClickFix, Section 4.2), while a second delivers a
distinct ClickFix payload via a Binance Smart Chain contract [12].
Both resolve different blockchain RPC endpoints and produce dis-
tinct execution traces, making them separate campaigns. Yet both
belong to the same ClickFix behavioral family because they share
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the overarching technique of tricking site visitors into running
attacker-supplied PowerShell script.

3 Methodology

Our pipeline executes five stages in an iterative cycle, repeated
after each crawl window (approximately every 2.5 days): longitu-
dinal JavaScript harvesting (§3.1), delta detection and triage (§3.2),
dynamic behavioral tracing (§3.3), behavioral clustering for cam-
paign discovery (§3.4), and frontend fingerprinting and ecosystem
attribution (§3.5). Campaigns accumulate across windows as new
observations are discovered and linked to prior ones. Figure 1 pro-
vides an end-to-end overview of a single iteration.

The central design decision is combining static content-hash
analysis with behavioral tracing, motivated by the diversity of ob-
fuscation strategies observed across campaigns (described in detail
in Section 4.2). Campaigns exist on a spectrum of code diversity.
@ Some campaigns deploy byte-identical payloads across all victim
sites, which static hash comparison can efficiently detect. @ Others
campaigns generate a unique encoding for every deployment wave,
making each payload appear distinct at the byte level and rendering
static deduplication ineffective. ® A third group of campaigns falls
between these extremes, reusing the same code structure but vary-
ing parameters such as command-and-control domains, encryption
keys, or obfuscator seeds across batches. A purely static pipeline
fails to group the second and third classes into campaigns, while
a purely dynamic pipeline is too expensive to apply at web scale
without a filtering stage. Our hybrid design resolves this tension.
Static differencing and Subresource Integrity (SRI) allowlist filtering
(§3.2) serve as a cheap first pass that reduces the candidate set by or-
ders of magnitude, while behavioral tracing and clustering operate
on remaining deltas to unify campaigns whose runtime behavior
remains consistent despite divergent code representations.

3.1 Longitudinal JavaScript Harvesting

Watchlist construction. We derive our target population from the
Common Crawl [6], extracting all domains whose landing page
includes at least one WordPress-specific URL path marker (e.g.,
/wp-content/plugins/, /wp-includes/). After deduplication and
DNS-reachability filtering, this yields a watchlist of about 850,000
unique WordPress domains that we monitored throughout the study
period.

Crawl architecture. Each crawl iteration visits every domain and
persists a complete snapshot of the JavaScript code served to visitors.
The harvester uses asynchronous HTTP/2 requests with connection
pooling, maintaining a bounded number of in-flight workers via a
shared work queue. For HTML parsing, we employ a lightweight
event-driven parser that processes only <script> elements (both
src-referenced and inline), avoiding full Document Object Model
(DOM) construction to minimize per-page overhead. An adaptive
concurrency controller monitors the ratio of connection timeouts to
completed requests within a sliding window, adjusting the number
of concurrent workers to saturate bandwidth without destabilizing
the infrastructure. The watchlist is partitioned across 20 parallel
crawler instances, with each partition retrying (3 retries) failed
domains with exponential backoft.
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Harvesting 3 Detection 3 Tracing 5 & Analysis > Attribution
850K domains SHA-256 diff CDP hooks (76 APIs) Word2Vec Plugin versions
HTTP/2 crawl SRI allowlist Script isolation HDBSCAN CVE matching

every 2.5 days 478K hashes Headful Chrome Heuristic scoring Enrichment

Discarded
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(plugin/theme updates)
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Component, CVE)

Figure 1: End-to-end methodology pipeline. Blue boxes represent processing stages; the green box is the final attribution output
(campaign, component, CVE). Every JavaScript delta that survives the SRI allowlist filtering (discarded deltas shown beneath
the Delta Detection stage) is traced in an instrumented browser and clustered by behavioral similarity.

Script storage. For each domain, the crawler downloads every exter-
nal script and captures every inline script block, recording the DOM
position index of each element. External scripts are streamed to
disk with content-type sniffing to reject non-JavaScript resources.
A per-domain metadata record logs the resolved URL, HTTP status
codes, total script count, and DNS errors.

Cadence. We recrawl the full watchlist approximately every 2.5 days.
Each crawl produces a timestamped snapshot directory, yielding
a longitudinal time series of JavaScript code from which temporal
deltas are computed.

3.2 Delta Detection and Triage

Between consecutive snapshots T—1 and T, we compute a JavaScript
delta for each domain by comparing SHA-256 content hashes. A
delta is generated whenever a script is entirely new (no matching
hash in T—1) or when an existing script’s hash has changed. This
byte-exact comparison ensures that even a single injected character
produces a distinct hash, capturing subtle injection techniques such
as appending a payload to a legitimate library.

SRI allowlist filtering. A large fraction of deltas correspond to benign
activity such as plugin updates, theme updates, and CDN version
rotations. We maintain a Subresource Integrity (SRI) allowlist of
478K SHA-256 hashes, constructed from two sources and updated
biweekly. First, we enumerate every publicly listed plugin and
theme on WordPress.org via its Subversion repository, export up
to seven of the most recent stable release tags for each component,
and compute SHA-256 hashes of all JavaScript assets shipped in
those releases. Second, we retrieve up to seven recent versions
of each library indexed by CDN]JS [4] and hash their distributed
JavaScript files. The union of both hash sets forms the allowlist.
Any delta matching the allowlist is classified as known-benign
and excluded. Every remaining delta is forwarded to the dynamic
behavioral tracing stage.

3.3 Dynamic Behavioral Tracing

For each remaining delta, we re-visit the affected domain in
a headful Chromium instance controlled via the Chrome Dev-
Tools Protocol (CDP). We chose CDP over higher-level frame-
works (e.g., Puppeteer) for its direct access to low-level APIs
(e.g., Debugger . scriptParsed for script resolution and Runtime.
consoleAPICalled for capturing structured instrumentation out-
put).

Instrumentation. Before page navigation, we inject a monitoring
script via Page.addScriptToEvaluateOnNewDocument that inter-
poses on 76 browser APIs spanning 14 categories (Appendix E).
Each interposed API emits a structured JSON event containing the
event type and type-specific parameters, captured via Runtime.
consoleAPICalled with full call stacks. A re-entrancy guard pre-
vents the monitoring script from triggering on its own activity.

Synthetic interactions. To trigger JavaScript that activates only on

user engagement (scroll-triggered redirectors, click-jacking over-
lays, lazy-loaded skimmers), the tracer follows a deterministic inter-
action sequence after a page load: (1) a smooth scroll to the vertical

midpoint of the viewport (50% of document.body.scrollHeight)

at 500 px/s; (2) a scroll back to the top at the same rate; (3) dispatched

MouseEvent click events at six normalized viewport coordinates:
center (50%, 50%), upper-left (10%, 10%), upper-right (90%, 10%), low-
er-center (50%, 90%), lower-left (10%, 90%), and lower-right (90%, 90%)
Each click is preceded by a 200 ms delay to allow event-handler

registration. A configurable idle-capture window (default 105s) is

used to collect delayed callbacks and timer-based payloads.

Target script isolation. Each tracing job is parameterized with the
SHA-256 hash of the script that executes the corresponding code
and, when available, its URL. After page load, the tracer resolves
the target script’s CDP-assigned scriptId. For external scripts,
the tracer normalizes the URL by stripping the scheme (http://
vs. https://) and lowercasing the hostname, then compares the
result against each Debugger . scriptParsed event and verifies the
content hash via Debugger.getScriptSource. For inline scripts
(which lack a resolvable URL), the tracer iterates over all parsed
inline scripts and matches by content hash. The full event stream is
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then filtered to retain only events whose stackTrace.callFrames
reference the target scriptId, isolating the behavioral footprint of
the changed script from unrelated page activity.

Deployment. The system runs as a containerized worker pool in
which a Redis-backed task queue distributes jobs across 25 scan
worker replicas, each managing isolated Chromium browser con-
texts. A circuit breaker (50,000 event limit) and per-job timeout
(300 s) prevent runaway scripts from blocking the pipeline.

3.4 Behavioral Clustering for Campaign
Discovery

After each crawl window, remaining deltas are traced and the re-
sulting execution traces are clustered to surface new campaigns.
The goal is to group execution traces from the current window
with similar runtime behavior into clusters, where each cluster
corresponds to a candidate campaign.

Trace tokenization. Each raw trace is converted to a sequence of
behavioral tokens. For example, an XMLHttpRequest (XHR) call
to evil.com/api/callback?sid=abc123 becomes XHR_Request-
| host=evil.com | path=/api/callback, and a cookie write of
waf_sc=5889647726 becomes Cookie_Write | name=waf_sc. The
central challenge in tokenization is choosing a level of abstraction
that groups traces from the same campaign together while separat-
ing traces from different campaigns. If tokens retain too much detail
(e.g., full URLs with query parameters), every victim produces a
unique token sequence and traces from the same campaign never
match. If tokens are too coarse (e.g., retaining only the event type),
distinct campaigns produce identical sequences and become indis-
tinguishable. We address this by applying per-field normalization
rules that strip specific variations while preserving the structural
details that distinguish one campaign from another. For example,
URL fields retain only the hostname and a short path prefix, discard-
ing query parameters and fragments that change per victim, cookie
events retain only the cookie name, not its value. The general prin-
ciple is that each field is reduced to the coarsest representation that
still separates the campaigns we observe empirically.

Embedding. To compare behavioral tokens numerically, we learn
a vector representation for each token. A Word2Vec skip-gram
model [23] trains on the full token corpus from each crawl win-
dow, mapping each token to a 64-dimensional vector such that
tokens appearing in similar behavioral contexts are placed close
together. Embeddings are used solely for within-window distance
computation. Cross-window campaign linkage relies on behavioral
trace equivalence and shared command-and-control infrastructure
rather than embedding proximity, so per-window retraining does
not affect campaign continuity across windows.

Distance computation. We compute pairwise trace distances us-
ing Dynamic Time Warping (DTW) [33]. DTW takes two token
sequences and finds the best alignment between them, allowing
tokens to be matched even when the sequences differ in length
or ordering. The cost of matching any two tokens is their cosine
0i*0Uj
[EA H%j\l )
Tokens that represent semantically similar behaviors (e.g., two
fetch calls to different domains) are mapped to nearby vectors

distance in the Word2Vec embedding space: c(t;,t;) =1 —
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and contribute low alignment cost, even when their surface forms
differ. Conversely, sequences where the same API calls appear in a
fundamentally different order receive higher distances, reflecting
different campaign behavior.

Clustering. We cluster traces using HDBSCAN [2] (min_cluster_
size=2), chosen because the algorithm does not require specifying
the number of clusters a priori, handles clusters of varying density
(campaigns range from hundreds of victims to single-digit infec-
tions), and assigns noise labels to outlier traces that do not belong
to any meaningful cluster, naturally separating one-off injections
from cohesive campaigns.

Heuristic-based cluster prioritization. HDBSCAN produces thou-
sands of clusters, most of which correspond to benign plugin ac-
tivity, making manual inspection of every cluster infeasible at this
scale. We therefore apply two complementary sets of heuristic rules
in parallel with clustering to score every data point in the corpus,
then project those per-trace scores onto each cluster to prioritize
manual review (the full rule inventories in Appendix D).

Static heuristics (37 weighted rules) operate on the raw JavaScript
source code. Rules span seven categories, including obfuscation
signatures (e.g., _0x hex naming, JSFiretruck encoding, XOR decryp-
tion loops), suspicious API calls (eval, createElement(’script’),
document.write), evasion patterns (WordPress cookie checks, bot
user-agent detection, session gating), DOM manipulation (CSS-
fade overlays, hidden iframes), network and C2 patterns (multiple
base64-encoded URLSs, fingerprint exfiltration), WordPress-specific
indicators (rogue user creation, REST API abuse), and entropy/size
anomalies (single-line packing, high Shannon entropy).

Behavioral heuristics (33 weighted rules) operate on the CDP
execution traces produced in the preceding stage. Rules cover five
categories, including network communication (XHR/fetch to ex-
ternal domains, beacon exfiltration, blockchain RPC calls, known
malicious domains), code injection (document.write with iframes
or scripts, eval/Function constructor invocation, layered atob de-
obfuscation), browser fingerprinting (heavy DOM property reads,
hardware enumeration, WebGL context creation), event hooking
and persistence (excessive listeners, click/keyboard hijacking, ad-
network keywords, defineProperty abuse, visibility-change per-
sistence), and data exfiltration (cookie-gated execution, Post mes-
sage communication). Behavioral rules account for the fact that
the monitoring harness itself generates events during initialization
(e.g., property hooks, synthetic scroll interactions). These harness-
generated events are excluded before scoring so that only events
triggered by the target script contribute to the heuristic score.

Out of our 70 total rules, 26 (16 static and 10 behavioral) target
indicators that are well established in the malicious JavaScript de-
tection literature. Obfuscation signatures and suspicious API calls
such as eval and createElement are similar to features used by
Zozzle [7] and JaSt [9], entropy and packing anomalies resemble
the page-level filters of Prophiler [3] and Cujo [31], and runtime
network and exfiltration patterns draw on the behavioral signa-
tures of WEBEHAVIOR [34]. Those systems train classifiers to label
individual scripts, whereas our rules score traces to rank clusters
for manual review. Among the 26 “established” features, fifteen (12
static, 3 behavioral) draw specifically on the obfuscation taxonomy
by Zhou et al. [45]. The remaining 44 rules are domain-specific,
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seeded from public threat intelligence reports on active WordPress
campaigns [10, 30, 39] and from manual source-code analysis of
payloads encountered during the study. The full rule inventories
are summarized in Appendix D.

For each cluster, we aggregate the per-trace heuristic scores
of its members and rank clusters by a composite priority score
that combines cluster size, mean heuristic score, and payload di-
versity (wWhether member payloads differ by content hash). This
ranking allows analysts to focus on the highest-priority clusters
first. Section 4.1 quantifies the resulting filtering funnel, reporting
the number of clusters produced, flagged, and confirmed at each
stage. The heuristic rules are a prioritization mechanism rather
than a contribution of this paper, and Appendix G evaluates both
rule sets against 5,000 human-verified benign JavaScript files to
confirm that the assigned weights reflect empirical specificity.

3.5 Frontend Fingerprinting and Ecosystem
Attribution

For every domain assigned to a campaign cluster, we extract a
frontend ecosystem fingerprint consisting of active WordPress plug-
ins, themes, and version strings. WordPress assigns every plugin
and theme a slug, a short lowercase unique identifier that serves
as the component’s canonical name throughout the ecosystem
(e.g., yoast-seo or astra). Extension assets are served from stan-
dardized paths (/wp-content/plugins/{slug}/ for plugins and
/wp-content/themes/{slug}/ for themes), so the first path seg-
ment after the marker yields the component slug [21]. This identi-
fication is performed passively during crawling without additional
requests. Version resolution proceeds through two strategies. The
primary method parses the query string of each asset URL for
the ver, version, or v parameters that WordPress appends when
enqueuing scripts (e.g., style.css?ver=5.2.1). When no query
parameter is present, the extractor falls back to filename pattern
matching, searching for a numeric version segment preceded by a
hyphen or underscore (e.g., plugin-name-1.2. 3. js). In both cases,
candidate strings are validated against a strict numeric format to
reject non-version identifiers such as random strings or timestamps
that some sites append to asset URLs to bypass browser caching.
As a secondary method, we compute SHA-256 hashes of all assets
(CSS, JavaScript, HTML fragments) loaded under each plugin’s URL
path during runtime and match them against a pre-built index of
asset hashes from the WordPress plugin repositories across all pub-
licly available releases. When a site serves a plugin asset whose
hash matches a specific release version in the repository, we in-
fer the installed version even when the ver parameter is absent
or unreliable. Despite both strategies, 13.1% of components still
lack a parseable version. However, even without a resolved ver-
sion, the plugin slug itself remains useful. The enrichment analysis
(Section 4.5) operates on component identity, so a versionless com-
ponent that is disproportionately concentrated on victim sites is
still flagged as a candidate entry vector. Version information, when
available, strengthens the signal by narrowing the match to specific
CVE-affected ranges, but its absence does not prevent a component
from contributing to the attribution.

For each campaign, we aggregate the fingerprinted components
across all domains whose traces were assigned to that campaign’s
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cluster. We then cross-reference these components against public
vulnerability databases (National Vulnerability Database (NVD),
WPScan, Wordfence) to identify CVEs whose affected version ranges
overlap with the observed versions. The resulting (campaign, com-
ponent, CVE) triples form our attribution output. This attribution is
correlational: co-occurrence does not prove that a component was
the entry vector, but version-aware filtering narrows the candidate
set to actionable remediation targets. Critically, enrichment also
surfaces components that are disproportionately common among
victim sites yet lack a public CVE. These components become zero-
day candidates for source-code audit, because their concentration
on compromised sites suggests an undisclosed vulnerability that
attackers may already be exploiting. Section 4.6 reports several
such discoveries confirmed through manual audit. We describe the
enrichment methodology and its full results in Section 4.5.

4 Results

We ran our pipeline on about 850,000 (846,067) WordPress do-
mains from December 28, 2025 through March 22, 2026, completing
24 crawl windows over an 84-day study period with a mean ca-
dence of 2.5 days. Across all windows, the crawler achieved an 83—
86% success rate (domains returning parseable HTML with at least
one script), collecting over 605 million JavaScript artifacts (377 mil-
lion external scripts and 228 million inline blocks). The main failure
modes were connection timeouts (7.5%), HT TP 403 responses (3.1%),
and unreachable hosts (2.0%), consistent with the natural churn ex-
pected when monitoring a population of this scale. Each full crawl
completed in 4-5 hours. Our pipeline surfaced 61 observations
(61 distinct malicious payload hashes collectively detected across
1,160 compromised sites) grouped into 20 campaigns spanning 13
behavioral families. This section presents the campaign landscape,
validates our hybrid detection approach through similarity analysis,
reports the VirusTotal detection gap, the ecosystem correlations
recovered for each campaign, and the resulting operational impact.

4.1 Heuristic Filtering Funnel

Table 1 reports the per-window filtering funnel. Each crawl-window
diff examines ~17.7 million scripts common to the current and pre-
vious snapshot, of which ~2.67 million exhibit a byte-level change
(raw deltas). SRI allowlist filtering then removes assets whose
SHA-256 matches our precomputed integrity-hash corpus, leav-
ing ~1.10 million deltas. These resolve to ~694K unique content
hashes spanning ~335K distinct JavaScript file paths. We see more
unique hashes than file paths because the same path served on dif-
ferent WordPress sites is often polymorphic, as sites run different
plugin versions, embed site-specific inline configuration, or apply
developer customizations, each producing a distinct SHA-256. Be-
havioral tracing of these unique scripts and subsequent HDBSCAN
clustering yields ~10,000-11,000 clusters per window. Heuristic
scoring and composite ranking flags on average 400-500 candi-
date clusters per window (~95% reduction), which a team of two
analysts reviewed before the next window completed.

Over the full 24-window study period, this process surfaced 46
confirmed malicious clusters. We then linked confirmed clusters
from different crawl windows into campaigns by matching clusters
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Table 1: Per-window filtering funnel and study-wide confir-
mation totals. Funnel counts are representative per-window
values drawn from the latest window.

Per-Window Stage Count
JS script positions diffed ~17.7M
Raw deltas (common-diff > 1) ~2.67M
Deltas after SRI filtering ~1.10M

Unique delta hashes ~694K

Distinct JS file paths ~335K
HDBSCAN clusters formed ~10,000

Heuristic-flagged clusters (| ~95%) ~400-500

Study-Wide Total (24 windows) Count
Confirmed malicious clusters 46
Canonical campaigns 20
Analyst effort (total) ~96h

that produce equivalent behavioral traces or share command-and-
control infrastructure, yielding the 20 campaigns reported below.
The rejected clusters were predominantly benign plugin update
waves with incidentally elevated scores. The majority of flagged
clusters were dismissed within seconds during a rapid triage pass
(e.g., recognizable plugin updates with incidentally elevated heuris-
tic scores), while the remaining candidates required deeper investi-
gation, averaging 15 to 30 minutes each. Much of this investigation
time is spent triaging legitimate advertising networks and com-
mercial bot detection frameworks such as reCAPTCHA, whose
payloads routinely rely on packed string array lookups, base64 and
XOR decoding routines, runtime Function constructor invocation,
and canvas or WebGL fingerprinting, all of which our static and
behavioral heuristics are designed to flag, and an analyst can only
dismiss such a cluster after decoding the payload, inspecting its out-
bound network activity, and verifying that the observed endpoints
belong to a known benign vendor rather than an attacker-controlled
endpoint. This two-tier review process required approximately
96 analyst-hours over the entire study period.

4.2 Campaign Discovery and Classification

Table 2 summarizes the 20 campaigns. The 61 observations collec-
tively affect 1,160 distinct sites.

We name campaigns after salient behavior or infrastructure
markers, such as HexArray for a hex-encoded string array loader,
PolyClickFix for a Polygon-anchored ClickFix family, and WooBack-
door for a WooCommerce REST-API backdoor. When a campaign
matches a family already documented in public threat intelligence,
we retain the community-assigned name and cite the originating
report in Appendix F, which expands each entry with its finger-
printable indicators and full behavior description.

WooBackdoor: Creates a hidden administrator account on Woo-
Commerce stores and uses the WooCommerce REST API to exfil-
trate customer records, orders, and payment metadata.
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PolyClickFix and MultiC2: Weaponize compromised sites as Click-
Fix delivery beachheads that trick visitors into running attacker-
supplied PowerShell, installing an infostealer or remote-access tro-
jan on the visitor’s own machine [10, 12, 30, 35, 40].

MalvertKit: Fingerprints visitors through canvas, WebGL, and
font-probing channels and opens pop-under windows to attacker-
controlled advertising that stages fake-giveaway scams and browser-
notification permission harvesting.

JSFiretruck, SessHijack-A/B/C, FadeRedirect, TDSRedirect, and YW-
XILoader: Hijack visitor navigation and route it into a server-side
traffic distribution service that delivers phishing portals, fake soft-
ware updates, affiliate-fraud forms, and push-notification permis-
sion prompts [11, 26, 27].

TagInject-A/B and CSSInject: Plant external-payload channels
that the attacker can repoint at any time, giving them a persistent
foothold for redirects, fingerprinting, or further malware delivery.

HexArray-A/B/C and GDPRInject: Conduct advertising fraud by
displacing the site’s legitimate ad inventory with fraudulent im-
pressions the attacker is paid for.

CookieLoader: is a cookie-gated redirect loader whose second
stage activates only after a marker cookie is set on the visitor’s
browser.

OverlayInject: injects a DOM overlay that covers portions of the
victim page with attacker-controlled content.

PolyClickFix, MultiC2, and YWXILoader in Table 2 each demon-
strate distinct polymorphism strategies that evade static detection
while preserving identical runtime behavior. Three payloads with
no byte-level similarity, generated using different obfuscator.io
keys, produced identical execution traces and clustered with a
Word2Vec cosine similarity of 1.0, whereas signature-based ap-
proaches would treat them as unrelated. In MultiC2, the three ob-
servations differ significantly at both the byte (0.11) and AST (0.18)
levels, where each victim site wraps the injected code inside differ-
ent jQuery event handlers and plugin-specific callback structures,
introducing substantial syntactic variability. Nevertheless, their run-
time behavior remains equivalent and is correctly unified through
behavioral clustering. In YWXILoader, all 33 victims yield distinct
hashes despite identical injected code, as variations in the surround-
ing WordPress context perturb the diff output. Here, behavioral
clustering isolates a consistent createElement—insertBefore
pattern from contextual noise, recovering the underlying campaign
identity. Collectively, these cases capture the three polymorphism
strategies discussed in Section 4.3.

4.3 Static vs. Behavioral Similarity

We computed pairwise within-campaign similarity at three levels:
byte (raw binary Jaccard similarity over content bytes), Abstract
Syntax Tree (AST) (normalized Jaccard similarity over the ordered
token sequence from the Esprima JavaScript parser), and behavioral
(DTW-based behavioral similarity as defined in Section 3.4).

Table 3 reveals that behavioral similarity remains at 1.0 for every
campaign regardless of polymorphism strategy, while byte and AST
metrics collapse for polymorphic families.
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Table 2: Summary of the 20 campaigns (Dec. 28, 2025-Mar. 22, 2026). Obs: distinct injected-payload hashes; Vuln. Comp. and CVEs
count components with in-range CVEs. StoXSS, SQLi, and Auth denote Stored XSS, SQL Injection, and Authentication/Privilege

weaknesses. v indicates at least one matching CVE.

Campaign Family Obs. Sites || Vuln. Comp. CVEs || StoXSS SQLi Auth
HexArray-A Ad Injection 2 52 5 11 v v -
HexArray-B Ad Injection 2 53 2 4 v v =
HexArray-C Ad Injection 1 20 2 4 v v -
GDPRInject Ad Injection 6 87 4 13 v v =
SessHijack-A | Session Redirect 1 20 14 59 v v v
SessHijack-B | Session Redirect 1 24 26 97 v v Ve
SessHijack-C | Session Redirect 1 23 7 18 v - -
FadeRedirect Session Redirect 4 41 17 61 v = v
MultiC2 Multi-C2 Inject 3 62 26 76 v - v
JSFiretruck JSFiretruck Redirect 27 565 33 109 v v v
MalvertKit Malvertising 1 22 33 103 v v v
Taglnject-A Tag Injection 1 20 10 33 v v v
Taglnject-B Tag Injection 1 20 9 32 v v v
CSSInject CSS Injection 1 28 21 78 v = v
PolyClickFix Blockchain ClickFix 4 70 43 149 v v v
CookieLoader | Cookie Loader 1 2 1 5 v = =
TDSRedirect TDS Redirect 1 7 16 69 v v v
WooBackdoor | WooCommerce Backdoor 1 9 16 60 v v v
OverlayInject | Overlay Injector 1 2 7 30 v - v
YWXILoader | CDN Loader 1 33 30 102 v = v
Aggregate | 61 1,160 15 60 || 2020 13/20 14/20

Obs. and Sites are totals; Vuln. Comp. and CVEs are medians across all 20 campaigns (not weighted by site count);

StoXSS/SQLi/Auth are campaign counts. Vuln. Comp. counts only components whose observed frontend version falls within a known CVE’s affected range.

Table 3: Within-campaign pairwise similarity at three ab-
straction levels. Byte: raw binary. AST: structural token simi-
larity. Behav.: DTW behavioral similarity (Word2Vec token
cost) used by HDBSCAN.

Campaign Byte AST Behav.

Polymorphic campaigns

PolyClickFix 0.00 0.93 1.00
JSFiretruck 0.08 1.00 1.00
YWXILoader 0.41 0.51 1.00
FadeRedirect 0.26 0.49 1.00
MultiC2 0.11 0.18 1.00

Near-identical payloads
GDPRInject  0.81 0.90 1.00

14 uniform campaigns (all metrics 1.00)

The following strategies, used by five campaigns, are aimed at
defeating different static analysis layers:

Per-build obfuscation (PolyClickFix). Three payloads processed
through obfuscator.io with different encryption keys produce
zero byte similarity, yet all three execute the same 14-token be-
havioral trace (Polygon RPC queries, smart-contract resolution,
C2 callback), yielding perfect behavioral similarity. While 14 to-
kens is short, trace lengths across the 20 campaigns range from
3 tokens (CookieLoader, a minimal script loader) to 847 tokens
(MalvertKit, a complex advertising toolkit), with a median of 42

tokens. PolyClickFix’s brevity reflects the payload’s narrow behav-
ioral scope (smart-contract query followed by a single C2 callback)
rather than aggressive normalization by our analysis. AST simi-
larity remains high (0.93) because obfuscator. io alters variable
names and string encodings without changing the underlying con-
trol flow or statement structure. A hash-based or signature-based
system would treat these as three unrelated injections.

Per-campaign encoding (JSFiretruck). Each of the 27 observations
has a unique JSFiretruck encoding (byte similarity 0.08), but the
underlying program structure is identical (AST 1.00) because the
encoding permutes character representations without changing the
syntax tree. Behavioral similarity remains 1.0 because the Word2Vec
embeddings map per-wave token variants to identical vectors.

Injection-point polymorphism (YWXILoader). Each of the 33 vic-
tim sites has a unique delta content hash because an identical four-
line injection appears within different per-site WordPress contexts
(surrounding scripts, theme code, plugin ordering). This context
noise lowers both byte (0.41) and AST (0.51) similarity, yet behav-
ioral similarity remains 1.0 because the embeddings isolate the
shared createElement—insertBefore pattern from noise.

Combined polymorphism (FadeRedirect, MultiC2). FadeRedirect’s
four variants exhibit low byte similarity (0.26) and moderate AST
similarity (0.49), with each variant loading its second-stage script
from a different compromised host. MultiC2 has the lowest byte
(0.11) and AST (0.18) similarity of any campaign, because its three
observations appear in different WordPress plugin contexts whose
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site-specific jQuery hooks produce highly variable raw token sets.
In both cases, learned embeddings map parameterized token vari-
ants to near-identical vectors, keeping behavioral similarity at 1.0.

GDPRInject shows minor payload variation (byte 0.81, AST 0.90)
with perfect behavioral agreement. The remaining 14 campaigns ex-
hibit completely uniform payloads with all three similarity metrics
at 1.00, encompassing HexArray-A/B/C, MalvertKit, SessHijack-
A/C, Taglnject-A/B, SessHijack-B, CSSInject, CookieLoader, TD-
SRedirect, WooBackdoor, and OverlaylInject, each traced and clus-
tered successfully during live deployment.

Together, our results demonstrate that static similarity metrics
are insufficient. Byte hashing fails for PolyClickFix, AST analysis
fails for YWXILoader and FadeRedirect, yet the Word2Vec cosine
similarity used by HDBSCAN remains at 1.0 for every campaign as
the Word2Vec embedding space absorbs per-victim and per-wave
variation that would fragment raw token matching.

4.4 VirusTotal Detection Gap

We compared our pipeline’s first detection of each campaign with
VirusTotal’s [41] coverage over the same period. For every distinct
payload observed during the study, we uploaded the JavaScript file
directly to VirusTotal each week and recorded the maximum num-
ber of engines that ever flagged the payload as malicious. Figure 3
in Appendix H plots the per-campaign timeline.

Eighteen of the 20 campaigns were never flagged by a single
VirusTotal engine throughout the 84-day study window, across
the initial upload and every subsequent weekly rescan. These non-
detections (false negatives) occurred both with low-sophistication
scripts (HexArray, under 1 KB) and highly complex payloads (171
KB MalvertKit, blockchain-based PolyClickFix). We treat VirusTo-
tal as a black box and make no claim about why any individual
engine did or did not flag a specific payload, because the engines
are proprietary, their signature sets evolve continuously, and we
have no visibility into their internal decisions. The MultiC2 cam-
paign further illustrates the resulting detection gap. Our pipeline
identified MultiC2 on December 30, 2025, while VT first flagged the
payload on January 15, 2026 (16/61 engines), ramping to 23/61 by
January 20 before plateauing at this level (37%), meaning a majority
of the engines never flag the payload even after some initial detec-
tions. All JSFiretruck variants maintain a consistent 1/62 detection
rate throughout the study, operationally equivalent to undetected
for security workflows relying on consensus thresholds [36].

4.5 Ecosystem Attribution

We first report the scale and coverage of the fingerprinted plu-
gin and theme data before cross-referencing component versions
against published CVE databases. During our most recent crawl
window, the WordPress fingerprinting pipeline recorded 2.63 mil-
lion observations spanning 184,912 distinct WordPress.org plug-
ins/themes slugs (e.g., yoast-seo, astra). Version strings are recov-
erable for 86.9% of the observations, establishing that analyzable
version metadata is often available even without administrative
access. When we cross-reference these fingerprints against the
Wordfence vulnerability database, only 3.4% of the 184,912 distinct
plugin and theme slugs have any recorded CVE. However, because
the most widely installed plugins are also the most scrutinized, that
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small percentage accounts for 71.9% of all component occurrences
across the crawled population, meaning that vulnerability data
covers the vast majority of what is actually deployed.

Our fingerprinting recovers a median of 15 vulnerable compo-
nents and 60 CVEs per campaign across all fingerprinted plugins
and themes. Enrichment analysis described below filters this broad
pool to only components whose prevalence on compromised sites
significantly exceeds their baseline rate in the general WordPress
population, producing the smaller candidate lists in Table 4.

Prevalence-ratio ranking. Raw component prevalence alone can-
not distinguish plugins that are campaign-specific from those that
appear on compromised sites simply because they are popular
across the WordPress install base. To separate signal from back-
ground, we adapt the prevalence ratio, a standard measure in epi-
demiology for quantifying the association between an exposure
and an outcome [32], to the WordPress ecosystem setting. For a
component ¢ and campaign k, we define the enrichment ratio

pi(c)
Pbg(c)

E(c,k) =

where py(c) is the fraction of campaign k’s compromised sites
running component ¢, and ppg(c) is the fraction of all sites in the
background population running c. An enrichment ratio of E > 1
indicates that c is disproportionately concentrated among the cam-
paign’s victims relative to the general install base. A value of E ~ 1
indicates that the component’s presence merely reflects its market
share. We compute the background distribution directly over the full
host-level population of our latest crawl window, covering 715,141
unique WordPress hosts after removing the 300 compromised hosts
that appear in any campaign. Using the full crawled population
as the baseline, rather than a smaller set derived from known-
malicious signatures, provides a stable estimate of py,(c) for each
observed slug and slug:version pair, and isolating the background
from the compromised set prevents attacker-planted packages from
inflating their own denominator.

Table 4 presents the enrichment analysis results for each cam-
paign: the plugin and theme components whose victim-side preva-
lence most exceeds their background rate. We report enrichment as
log,,(E) so that a value of 1.0 corresponds to a 10x elevation, 2.0 to
100X, and 3.0 to 1,000%. Rows are ranked within each campaign by
log,,(E), and the Cov. column reports a per-campaign lower bound
on the fraction of victims running at least one listed component. We
report Cov. as the largest single-component prevalence in the block,
which is a conservative lower bound because the fraction of victims
running at least one listed component is always at least as large as
the fraction running any single component alone. The rightmost
column states the independent evidence of vulnerability, which is
either a disclosed CVE that matches the exact slug:version pair, a
finding we confirmed through source audit (V), or attacker-planted
for packages absent from every public plugin or theme repository.

Three observations emerge from Table 4. First, every listed
component exceeds the background population by at least 8.9x
(log,o(E) > 0.95), and the majority exceed it by four orders of
magnitude or more, so the selection is not an artifact of plugin
popularity. Second, most of these components map onto disclosed
CVEs at the exact slug:version pair that we observe on victims,
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Table 4: Unusually prominent plugin and theme components in each campaign, ranked by prevalence-ratio enrichment log,,(E)
relative to the baseline of 715,141 non-compromised WordPress hosts. Vic.% is the component prevalence among campaign
victims, and Cov. is a lower bound on the fraction of victims containing at least one listed component, estimated by the largest
Vic.% in each campaign. Evidence includes an exact slug:version CVE match, a source-audited 0-day (7), or an attacker-planted
package absent from public repositories. Campaigns with < 2 crawled victims may show inflated percentages. SessHijack-C and

YWXILoader are omitted because no component met the enrichment threshold.

Campaign Plugin:Version Vic.% log1o(E) Cov. Evidence
theme:enjoymini 40 5.5 unrecognized theme
ali-post-editor:6.9 98 5.2 attacker-planted plugin
HexArray-A  theme:visualblogger 35 4.9 >98% unrecognized theme
url-shortify:1.8.6 63 4.9 Sto. XSS: CVE-2025-32134
simple-tags:3.28.1 35 4.0 SQLi: CVE-2025-11972, Sto. XSS: CVE-2025-0627
ali-post-editor:6.9 96 5.2 attacker-planted plugin
HexArray-B url-shortify:1.8.6 57 4.8 2>96% Sto.XSS: CVE-2025-32134
simple-tags:3.28.1 30 3.9 SQLi: CVE-2025-11972, Sto. XSS: CVE-2025-0627
ali-post-editor:6.9 85 5.2 attacker-planted plugin
HexArray-C url-shortify:1.8.6 60 49 >85% Sto.XSS: CVE-2025-32134
simple-tags:3.28.1 30 3.9 SQLi: CVE-2025-11972, Sto. XSS: CVE-2025-0627
theme:enjoymini 41 5.5 unrecognized theme
. ali-post-editor:6.9 95 5.2 attacker-planted plugin
>95%
GDPRInject ) chortify:1.8.6 61 49 Z%% S0, XSS: CVE-2025-32134
simple-tags:3.28.1 39 4.0 SQLi: CVE-2025-11972, Sto. XSS: CVE-2025-0627
SessHijack-A  theme:oceanwp:3.5.8 10 3.3 >10% Auth: CVE-2025-8944, Sto. XSS: CVE-2024-5647, CVE-2025-5524
SessHijack-B  sfwd-1ms:4.18.1 8 38 2>8% Auth: CVE-2025-24662
FadeRedirect  salient-core:1.0 7 1.2 >7% File: CVE-2024-3812, Refl. XSS: CVE-2023-48748, Sto. XSS: CVE-2023-48749
MultiC2 theme:diza:1.0.6 3 oo >3% File: CVE-2025-52729, CVE-2025-49261
JSFiretruck fusion-builder:1 5 1.2 >5% RCE: CVE-2024-13345, Sto. XSS: CVE-2024-12477, CVE-2025-1665, CVE-2025-6747, CVE-2025-49940
MalvertKit eventON:3.1 5 34 >5% Auth: CVE-2025-47565, CVE-2025-47564, Sto. XSS: CVE-2025-3527, Refl. XSS: CVE-2023-7200
Taglnject-A theme:puca:2.1 ;r4 10 4.6 >10% premium, not auditable
add-to-any:1.1 10 0.95 Host hdr CSRF to XSS, §4.6
TaglInject-B theme:puca:2.1.4 10 4.6 >10% premium, not auditable
CSSInject theme:astra:4.12.1 18 2.3 >18% Sto.XSS: CVE-2024-2347, CVE-2024-29768
woolentor-addons:3.3.17 6 3.6 CVE-2026-6287, §4.6
- 6% s
PolyClickFix o i cing:3.3.19 1 21 2% Auth: CVE-2023-2494, CVE-2023-2496, Sto. XSS: CVE-2023-2498
CookieLoader tablepress:1.9 100 o0 100% Sto. XSS: CVE-2024-9595, CVE-2025-2685, CVE-2025-5096, CVE-2025-9500, CVE-2025-12324
. download-monitor:5.1 48T 14 2.9 Sto. XSS and CSREF, §4.6
>14%
TDSRedirect  flayers-core:1.3.9 14 20 1% sio. XSS: CVE-2024-12163, CVE-2024-11357, Refl. XSS: CVE-2024-11200
WooBackdoor pixelyoursite-pro:2.1.3 11 2.1 >11% Sto.XSS: CVE-2023-2584
. facebook-pagelike-widget:1.0 50 3.2 Sto. XSS: CVE-2024-0973, CVE-2024-13207
OverlayInject X 100%
revslider:6.0 100 2.5 Auth: CVE-2025-10249, Sto. XSS: CVE-2024-8107, CVE-2024-37449, CVE-2024-4581

f Source-audited 0-day confirmed with a proof-of-vulnerability (Section 4.6).

which turns the prevalence-ratio ranking into a near-automatic
vulnerability-attribution pipeline covering Stored and Reflected
XSS, SQL injection, authentication and privilege weaknesses, re-
mote code execution, and file inclusion. Third, three candidates
that the enrichment step flagged turned out to have no match-
ing public CVE at all, and we audited their source code to char-
acterize them, finding 0-days in add-to-any: 1.1 (a host-header-
controlled CSRF-to-XSS chain used by Taglnject-A, Section 4.6),
in woolentor-addons:3.3.1 (a REST-API authenticated arbitrary
function call used by PolyClickFix, now published as CVE-2026-
6287 [43]), and in download-monitor:5.1.8 (a Stored XSS via
unescaped shortcode output together with a CSRF bypass where
nonce verification is called but its return value is never checked,
used by TDSRedirect).

The Cov. column translates directly into remediation guidance.
A high Cov. value (e.g., CookieLoader at 100% or HexArray-A at

>98%) means the campaign’s victims are concentrated on a single
fingerprintable component, so patching that one plugin or theme
plausibly protects most of the compromised population. A low Cov.
value (e.g., MultiC2 at >3%, JSFiretruck and MalvertKit at >5%)
indicates a more diverse victim install base, so external security
analysts need a longer remediation shortlist to cover the same
fraction of victims. Alternatively, low coverage may indicate that a
campaign spread through a vector other than a vulnerable plugin,
such as credential theft or a hosting-level compromise. Notably, Cov.
values follow a bimodal pattern across campaigns: either a single
component accounts for most victims (85-100%) or no component
dominates (3-18%), suggesting a categorical distinction between
plugin-exploiting and non-plugin-exploiting campaigns.

The HexArray and GDPRInject families present a distinct pat-
tern. Their top-ranked candidates, ali-post-editor:6.9, do not
appear in the WordPress.org directory, CodeCanyon, or any publicly
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Figure 2: CVE type distribution across campaigns; cells show
raw counts, with darker shading indicating higher within-
campaign proportions. YWXILoader is omitted because no
version-matched plugin CVEs remained after enrichment fil-
tering.(Sto. XSS = Stored XSS, Refl. XSS = Reflected XSS, SQLi
= SQL Injection, Auth/Priv. = Authentication/Privilege, CSRF
= Cross-Site Request Forgery, File U/I = File Upload/Inclu-
sion, RCE = Remote Code Execution, Info Disc. = Information
Disclosure, Path Trav. = Path Traversal, Other = Any vulner-
ability)

indexed mirror we searched. We classify these as attacker-planted
packages used for post-compromise persistence rather than as en-
try vectors, and their enrichment signal is carried almost entirely
by the compromised population, so their presence on any new site
is a strong indicator of compromise rather than of exposure.
Figure 2 shows the per-campaign CVE distribution across the 19
enrichment-eligible campaigns, and components with Stored XSS
CVEs co-occur with every displayed campaign (100%), providing the
direct mechanism for injecting persistent JavaScript. Components
with SQL injection CVEs co-occur with 13 of the 20 campaigns.
While SQLi does not directly inject JavaScript, SQL injection enables
database-level manipulation that produces the same observable
outcome. Components with authentication and privilege weakness
CVEs co-occur with 14 of the 20 campaigns, enabling attackers
to gain the authenticated context required to exploit lower-severity
XSS vulnerabilities or to modify site content via the WordPress
admin APIL This co-occurrence pattern is consistent with a multi-
stage attack model in which privilege weaknesses provide the access
needed to exploit injection paths. Campaigns lacking these CVE
types tend to have minimal plugin footprints (e.g., HexArray with
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two to five vulnerable components), suggesting either a different
initial access vector or fingerprinting limitations.

4.6 Validating Enrichment via Source Audit

Across 20 campaigns, our pipeline identifies more than 330 dis-
tinct plugins and themes as enriched components. For most, the
enrichment signal is adequately explained by known CVEs present
in vulnerability databases. A smaller set of components, however,
shows high enrichment without a known vulnerability explaining
their concentration on compromised sites, making them candi-
dates for deeper investigation. Three of the four components in
this pool have public source code on WordPress.org; the fourth
(theme:puca:2.1.4) is a commercial premium theme with no pub-
licly accessible source. We audited the public ones and produced

working proof-of-vulnerability exploits for each (" in Table 4).

add-to-any:1.1. AddToAny has two known CVEs (CVE-2021-24616
and CVE-2021-24568 for authenticated Stored XSS), but both re-
quire authenticated or network-level access. Our audit of v1.1 re-
vealed an unauthenticated CSRF-to-XSS chain that enables com-
plete site takeover without prior authentication. The vulnerability
was silently patched in v1.8.17, but no CVE was assigned. This case
illustrates how silent patches can leave older installations exposed
without any public signal to prompt updates.

woolentor-addons:3.3.1. No known CVE existed for this plugin,
distributed as ShopLentor (WooLentor), at the time of our study. Our
audit found that the plugin’s REST API endpoint accepts arbitrary
PHP function names from user input. We also found a Stored XSS
vulnerability in the same plugin through which a Contributor-level
user can steal an admin session and then exploit the REST endpoint,
creating a two-step Contributor-to-RCE attack chain. The vendor
patched the plugin after our report [13], and Wordfence published
the finding as CVE-2026-6287 [43].

download-monitor:5.1.8. Our audit found a Stored XSS via the
[download_data] shortcode, which returns download titles and
filenames without HTML escaping, and a CSRF bypass where nonce
verification is called but the return value is never checked. The devel-
opers reviewed our report and classified the issue as a configuration
issues. Site owners can close the exposure through configuration
alone. They should grant download editing rights only to fully
trusted users.

Together, these three audits show that enrichment-flagged com-
ponents without a matching public CVE correspond to real, ex-
ploitable vulnerabilities.

5 Discussion

The enrichment ratios in Table 4 raise a complementary question:
why do campaigns compromise only a fraction of the sites run-
ning a given vulnerable plugin? The vulnerability pre-conditions
observed in our source audits (Section 4.6) offer one explanation.
Most attributed CVEs require authenticated access. For example,
the woolentor-addons chain requires Contributor credentials, a
crafted post, and administrator interaction before the stored pay-
load escalates to RCE. Each pre-condition acts as a probabilistic
gate that narrows the effective attack surface below the total vulner-
able population. By contrast, the CSRF-to-XSS in add-to-any: 1.1
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requires no attacker credentials: the attacker only needs to lure an
administrator to a crafted URL, which silently forges an authenti-
cated request and injects the payload without any further action.
This removes the authentication gate present in multi-step chains.

Table 4 also shows that individual campaigns concentrate on
multiple plugins with independent vulnerability classes. HexArray
targets both url-shortify:1.8.6 (Stored XSS) and simple-tags:
3.28.1 (SQLi), two codebases with no shared code. The attacker ex-
ploits whichever vector succeeds on a given target, which explains
why several plugins appear enriched for the same campaign.

This multi-plugin targeting pattern has a direct defensive coun-
terpart in the Cov. column of Table 4. A high Cov. value indicates
that one component dominates the compromise surface, so a single-
plugin patch likely remediates the root cause for most victims even
when several components are enriched. A low Cov. value signals
that no single plugin covers the population, so site maintainers must
sequence patches across several components or deploy compensat-
ing controls such as WAF rules to achieve comparable coverage.

6 Limitations

Correlational attribution. All attribution signals are correlational.
Component co-occurrence does not establish that a specific vul-
nerability was the actual entry vector, and enrichment candidates
are best understood as prioritized remediation hypotheses rather
than confirmed exploitation paths. Crawl coverage: Our pipeline
observes only JavaScript present on unauthenticated landing pages,
so scripts gated behind logins, served through client-side routing
(e.g., single page SPA), or embedded on interior pages remain invis-
ible. The 2.5-day mean recrawl cadence does not capture injections
that are deployed and removed within a single window, and the
Common Crawl-derived watchlist may over-represent certain site
categories relative to the broader WordPress population. Detection
boundaries: The SRI allowlist is not exhaustive. Newly released
assets may generate false-positive deltas, and a trojanized resource
republished at a matching hash would pass the allowlist check
undetected. Our headful Chromium instance neutralizes headless-
detection cloaking, but campaigns that gate activation on geoloca-
tion, IP reputation, or interaction sequences beyond our synthetic
scroll-and-click pattern may not surface during behavioral trac-
ing. Single-observation campaigns fall into the HDBSCAN noise
class by construction and are surfaced only through manual review.
Version fingerprinting and enrichment: Version inference re-
lies on ?ver= query parameters and asset-hash matching against
the WordPress.org repository. Some assets expose module-internal
build identifiers rather than release versions, introducing noise
into CVE range checks. Ubiquitous plugins co-occur with many
campaigns as a base-rate artifact of market share rather than as an
attribution signal, a bias the prevalence-ratio enrichment corrects
for, though low-prevalence components on small victim sets can
still produce inflated enrichment scores. Scope: The study is scoped
to WordPress. The underlying methodology is platform-agnostic,
but applying it to Joomla, Drupal, or Shopify would require re-
building the fingerprinting conventions, SRI allowlists, and plugin
repository integrations for each target ecosystem.
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7 Related Work

Our work bridges three areas of security research, namely mali-
cious JavaScript detection, campaign attribution, and CMS ecosys-
tem security. Large-scale external crawling has been the dominant
approach to web malware detection since Moshchuk et al. [24] mea-
sured spyware prevalence through automated browsing and Provos
et al. [28] built Google’s infrastructure for identifying drive-by
download pages. EvilSeed [14] later introduced search-guided dis-
covery to scale this external vantage point efficiently. All three sys-
tems operate without backend access to monitored domains, a con-
straint our pipeline shares. Within this tradition, the detection tech-
niques for malicious JavaScript have matured over several genera-
tions. Early systems such as Zozzle [7] classified scripts based on Ab-
stract Syntax Tree (AST) features, while Prophiler [3] and Cujo [31]
combined page-level features with lightweight dynamic analysis.
Later work explicitly addressed evasion techniques. Rozzle [20] ex-
plored multiple execution paths to defeat environment-dependent
cloaking, and JaSt [9] detected obfuscated JavaScript through purely
syntactic analysis without requiring execution. More recent work
has shifted to dynamic behavioral analysis. VisibleV8 [16] enabled
large-scale in-browser API monitoring, WEBEHAVIOR [34] showed
that browser API call sequences form stable behavioral signatures
even when code representations diverge, Zafar et al. [44] character-
ized platform-dependent execution divergence, and Chen et al. [5]
focused on event-loop granularity for evasion detection.

On the attribution side, AdGraph [15] and JSgraph [22] trace
which scripts are responsible for observed page modifications, en-
abling reconstruction of attack sequences at the script level. Our
work extends this attribution one level higher, linking campaigns
not to the scripts that executed the attack but to the WordPress
plugins and themes that enabled attackers to inject those scripts,
producing concrete patch targets rather than a forensic audit trail.

Within CMS ecosystem security, YODA [17] performed a large-
scale longitudinal study of the WordPress plugin marketplace throu-
gh static analysis of marketplace code, while TARDIS [18] addressed
compromise remediation through server-side rollback and demon-
strated that root-cause identification of the vulnerable component
is essential to prevent reinfection. Our enrichment-normalized at-
tribution pursues the same remediation goal, but operates from
a purely external vantage point, enabling any analyst to monitor
sites at scale without site-owner cooperation or backend access.
Kondracki and Nikiforakis [21] characterized the accuracy of web
application fingerprinting, directly relevant to the version extrac-
tion limitations we discuss in Section 3.5, and other studies have
characterized supply chain risks [25] and vulnerable dependency
notification [37]. Our pipeline connects these threads by detect-
ing injections through longitudinal JavaScript delta monitoring
and behavioral clustering, then linking each confirmed campaign
to the frontend-fingerprintable ecosystem state of its victim sites,
producing the attribution context that prior work lacks.

8 Conclusion

We presented a measurement pipeline that bridges JavaScript injec-
tion detection and CMS ecosystem attribution across about 850,000
WordPress domains over an 84-day period. By combining behavioral
clustering with frontend fingerprinting and enrichment-normalized
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analysis, an external observer with no backend access can attribute
injection campaigns to specific vulnerable plugin:version pairs,
surface both known CVE-bearing entry vectors and previously
undisclosed vulnerabilities, and isolate attacker-planted artifacts
from legitimate components. External security analysts can there-
fore identify the likely root cause of the compromise, enabling
site maintainers to remediate the underlying vulnerable compo-
nent rather than only removing the visible payload. Together, these
results shift web malware monitoring from simple detection to ac-
tionable ecosystem intelligence, providing specific components to
report, CVEs to prioritize, and undisclosed vulnerability candidates
to investigate. As future work, extending the approach to other
CMS platforms and performing deeper validation of attribution
through backend access in collaboration with hosting providers are
promising directions.
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A Open Science

In accordance with the CCS 2026 open science policy, we commit to

releasing the artifacts that underpin the measurements and claims

in this paper so that independent researchers can reproduce, in-
spect, and extend our results. We make the paper artifacts available

through the repository at :

https://zenodo.org/records/22165590 and github.com/ucsb-seclab/From-
Payload-to-Plugin and commit to keeping this repository accessible

for the entire duration of the review process.

Released artifacts. Upon publication we will release (i) the crawler
and behavioral instrumentation harness used to collect the dataset,
(ii) the clustering and enrichment analysis pipeline that produces
the campaign attribution results in Sections 3 and 4, (iii) the heuris-
tic rule inventories in Appendix D together with the machine-
readable definitions consumed by the pipeline, (iv) the campaign
catalog metadata in Appendix F, and (v) the scripts that regenerate
every figure and table in the paper from the raw data.

Data release and redaction. We deliberately exclude three cate-
gories of sensitive material from the public artifact upon publication.
First, the malicious JavaScript payloads themselves are withheld
because redistributing live exploit code could enable reuse against
unpatched sites. Second, victim domain lists are withheld to avoid
directing attention to sites that may still be compromised. Third,
the full crawl corpus (>100 GB) is withheld because it contains live
URLs that presently serve attacker-controlled content and could
expose end users to harm.

B Ethical Considerations

Our crawling and behavioral tracing uses a standard browser that
performs synthetic interactions (scrolling and clicking at predeter-
mined coordinates) to trigger engagement-gated payloads. While
not passive in the strictest sense, these interactions are equivalent
to those of a normal user browsing a page and do not probe, exploit,
or modify any backend state. We sent no authentication attempts,
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vulnerability scans, or exploit payloads. The scanning infrastruc-
ture maintained a PTR record with a contact email for opt-out. We
acknowledge this is a limited mechanism and received no such
requests during the study period.

Published IOCs (C2 domains, exfiltration endpoints) were al-
ready publicly observable on compromised sites at the time of
collection. We recognize that detailed campaign descriptions (e.g.,
specific payload techniques, rogue usernames) could theoretically
aid attackers. We include these details because they are necessary
for external security analysts to identify active infections and for
site maintainers to remediate them.

We also considered notifying the 1,160 affected domains directly
and found it infeasible at this scale. Most of these domains hide
their registration records behind WHOIS privacy services, so the
operators are not identifiable from public data. The remaining do-
mains publish only generic role addresses such as support@ or
info@, which are typically read by non-technical staff, and send-
ing compromise or vulnerability details to such an address risks
exposing the information to unauthorized parties. We therefore no-
tified at the ecosystem level and released every extracted Indicator
of Compromise as public AlienVault OTX pulses [29], following
common practice for web compromise disclosure at scale. Hosting
providers, security vendors, and site operators can match these
indicators against their own inventories.

For the three previously undisclosed vulnerabilities uncovered
through the source-audit procedure of Section 4.6 (add-to-any: 1.1,
woolentor-addons:3.3.1,and download-monitor:5.1.8), we fol-
lowed coordinated disclosure. On April 2, 2026 we reported the
woolentor-addons and download-monitor findings to Wordfence,
the CVE Numbering Authority for the WordPress plugin and theme
ecosystem, each with a reproducible proof-of-vulnerability. The
add-to-any flaw needed no report because the vendor had already
fixed it silently in v1.8.17. Wordfence published the woolentor-
addons chain as CVE-2026-6287 on May 27, 2026, and the vendor
patched the plugin. The download-monitor developers classified
their finding as a configuration matter and will not patch it, so Sec-
tion 4.6 gives site owners hardening guidance rather than exploit
primitives. We keep the full exploit primitives out of the public ver-
sion of this paper because affected installations remain reachable
in the wild.

C Generative Al Usage

We used Claude [1] for editorial improvements to enhance the
clarity and readability of the manuscript. All Al-assisted suggestions
were reviewed, verified for accuracy, and edited by the authors.

D Heuristic Rule Inventories

This appendix covers the 70 heuristic rules (37 static and 33 behav-
ioral) used to prioritize clusters for manual review as described in
Section 3.4. The complete rule tables, giving each rule identifier,
weight, matching condition, and campaign coverage, are available
in our repository at github.com/ucsb-seclab/From-Payload-to-Plugin.
These rules are not deployed as a standalone classifier. Instead,
they serve as an empirical prioritization aid that ranks clusters by
suspiciousness so that analysts can focus their effort on the most
promising candidates first. Many rules target indicators that are
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well established in the malicious JavaScript detection literature,
including AST-level obfuscation signatures and suspicious API calls
identified by Zozzle [7] and JaSt [9], page-level entropy and packing
anomalies used by Prophiler [3] and Cujo [31], and runtime API-call
patterns studied by WEBEHAVIOR [34]. Unlike those systems, which
train classifiers to label individual scripts, our rules rank clusters
for manual review. Beyond these broadly shared indicators, 15 rules
(12 static and 3 behavioral) draw specifically on the obfuscation
taxonomy of Zhou et al. [45]. Domain-specific rules were seeded
from public threat intelligence reports on WordPress injection cam-
paigns [10, 30, 39], and the remaining rules emerged from manual
source-code analysis over the 24 crawl windows.

E CDP Instrumentation Hooks

The behavioral monitoring script injected via Page.addScriptTo
EvaluateOnNewDocument (Section 3.3) instruments 76 browser APIs
grouped into 14 categories, covering network I/O, DOM mutation,
script injection, navigation, storage, timers, deobfuscation, sensi-
tive data access, workers and messaging, observers, evasion, UI
manipulation, canvas and push, and error and lifecycle events. Each
interposed API emits a structured JSON event containing the event
type and a type-specific subset of parameters. The complete table
of hooked APIs is available in our repository at github.com/ucsb-
seclab/From-Payload-to-Plugin.

We compiled this list from three sources. First, we adopted the
instrumentation surfaces of prior in-browser monitoring and drive-
by detection systems, namely VisibleV8 [16], WeBehavior [34], and
Cujo [31]. Second, we added the APIs that public WordPress threat
intelligence reporting names in live injection campaigns, drawing
on Sucuri [39], Rapid7 [30], and Palo Alto Networks Unit 42 [26, 27].
Third, we manually analyzed the payloads captured during the first
three crawl windows and added the APIs those samples exercised
that neither of the first two sources covered. The first two sources
give coverage of behaviors already known to the literature and to
industry, and the third closes the gap toward the payloads that our
own measurement observed in the wild.

F Campaign Catalog

The full catalog of the 20 canonical campaigns introduced in Sec-
tion 4.2 is available in our repository at github.com/ucsb-seclab/From-
Payload-to-Plugin. For each campaign it lists the fingerprintable
indicators extracted by the pipeline (payload markers, C2 and exfil-
tration endpoints, injected file paths, and obfuscation signatures)
and the behavior the campaign produces on victims and site opera-
tors, together with the public threat intelligence reports that first
named the family, namely PolyClickFix [10, 12, 35, 40], MultiC2 [30],
TDSRedirect [11, 26], and JSFiretruck [19, 27]. Campaign variants
whose injection, C2 infrastructure, and behavior are otherwise iden-
tical are merged into a single entry (for example, HexArray-A/B/C
and GDPRInject).

G Heuristic Rule Evaluation

The heuristic rules serve as a cluster prioritization aid rather than
a standalone classifier (Section 3.4). To characterize their individ-
ual specificity, we evaluated all 70 rules against a human-verified
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ground truth corpus of 5,000 unique benign JavaScript files con-
structed during the study. Each file was drawn from WordPress sites
whose crawl snapshots contained no injected deltas across consec-
utive windows and whose page content was manually confirmed
as benign, then deduplicated by SHA-256 so that widely deployed
libraries appear only once. We evaluated both the static source code
and the corresponding execution trace of each file, so the static
and behavioral columns in the released heuristic-evaluation table
reflect the same population of scripts observed under both analysis
modalities. The full evaluation table, covering this benign corpus
and the 61 confirmed malicious campaign payloads, is available in
our repository at github.com/ucsb-seclab/From-Payload-to-Plugin.

Static rules exhibit a higher false positive rate (22.7%) because
legitimate WordPress JavaScript routinely triggers low-weight in-
dicators such as minified single-line code (48% of benign files),
insertBefore calls (26%), and createElement(’script’) (20%).
Because these patterns appear in nearly half of all benign files,
they receive low individual weights (1.0 to 2.0) so that no single
pattern alone can accumulate sufficient score to cross the detection
threshold. Behavioral rules achieve a false positive rate of 0.06%
(3 out of 5,000) because benign scripts in isolation rarely produce
the specific action combinations (external script injection, cookie
gating, beacon exfiltration) that the behavioral rules target.

The two rule sets are complementary. Static rules provide broad
recall (93.6%) at the cost of higher per-file false positives, while
behavioral rules provide precise confirmation (0.06% FPR) with
lower standalone recall (64.1%). The pipeline combines both scores
at the cluster level, where static scores flag candidates broadly and
behavioral scores confirm them precisely.

Setting every rule to equal weight, as reported in the released
evaluation table, reduces static recall from 93.6% to 43.6% and col-
lapses behavioral recall from 64.1% to 7.7%, because high-specificity
indicators (e.g., net_suspicious_domain at 0% FP and 39.7% TP)
are drowned out by frequently firing low-specificity rules. This
confirms that the weight calibration reflects empirical specificity
rather than arbitrary assignment.

H VirusTotal Detection Timeline
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Figure 3: VirusTotal detection gap. Diamonds (<): pipeline
first detection; circles (o): VT first non-zero detection. Dashed
lines: undetected at study end. Only MultiC2 received mean-
ingful coverage (23/61 engines, 16-day delay).
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