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Analysis of three commercial companies’ browser-fi ngerprinting code reveals the techniques that allow 
websites to track users without client-side identifi ers. Questionable practices include the circumvention 
of HTTP proxies to discover a user’s real IP address and the installation of intrusive browser plug-ins. In 
addition, commercial approaches can bypass user-agent-spoofi ng browser extensions.

S ince their inception, browser cookies have been 
the instrument of choice for user tracking—that 

is, linking users’ page visits across time. In some cases, 
users want to be tracked, for example, by a social net-
work, so they don’t need to sign back in every time they 
click a new link. However, in many cases, websites and 
third parties have used cookies to surreptitiously track 
users and their browsing habits. " e user community 
responded to this privacy threat in multiple ways. A 
2011 cookie-retention study by comScore showed that 
approximately one in three users deletes both # rst- and 
third-party cookies within a month a$ er visiting a web-
site.1 Also, multiple browser extensions are available 
that can reveal third-party tracking, such as Ghostery 
(www.ghostery.com), as well as “hidden” third-party 
a%  liations between sites, such as Lightbeam (www.
mozilla.org/en-US/lightbeam). In addition, modern 
browsers now have native support for the rejection of all 
third-party cookies, and some even enable it by default. 

Finally, a browser’s “private mode” lets users visit a set of 
sites without leaving traces on their machine.

" is general unavailability of cookies motivated 
advertisers and trackers to # nd new ways to link users 
to their browsing histories. Jonathan Mayer2 and Peter 
Eckersley3 showed that the features of a browser and 
its plug-ins can be # ngerprinted and used to track 
users without cookies. Today, a few commercial com-
panies use such methods to provide device identi# -
cation through Web-based # ngerprinting. According 
to Keaton Mowery and his colleagues’ classi# cation, 
# ngerprinting can be used either constructively or 
destructively.4 Constructively, a correctly identi# ed 
device can combat fraud, for example, by detecting that 
a user trying to log in is likely an a& acker using stolen 
credentials or cookies. Destructively, device identi# ca-
tion through # ngerprinting can be used to track users 
between sites without their knowledge and without a 
simple way to opt out. 

On the Workings and Current Practices of 
Web-Based Device Fingerprinting
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Companies o'ered #ngerprinting services as early as 
2009, and experts were already voicing concerns over 
their impact on user privacy.5 Even when #ngerprinting 
companies honor the recently proposed Do Not Track 
(DNT) header, users are still #ngerprinted for fraud 
detection, but companies promise not to use the infor-
mation for advertising purposes.6 Note that because the 
#ngerprinting scripts execute regardless of the DNT 
value, verifying this promise is much harder than verify-
ing DNT’s e'ects on stateful tracking, where the e'ects 
are visible at the client side, in a user’s cookies.7

In this article, we survey the current state of practice 
of Web-based device #ngerprinting. First, we analyze 
the #ngerprinting code of three large, commercial com-
panies, then we measure the adoption of #ngerprinting 
on the Internet, and #nally we examine and test browser 
extensions available for users who want to spoof their 
browser’s identity.

Background
Here, we provide a brief overview of Web #ngerprint-
ing, as presented in 2010 by Eckersley through Panop-
ticlick (an open source, Web-#ngerprinting tool),3 a 
method to store and use #ngerprints at the server side, 
and a list of possible #ngerprinting uses.

Panopticlick
"e goal of any #ngerprinting technique is to gather a 
set of a&ributes, which, when combined, provide a #n-
gerprint that, for all practical purposes, is unique to a 
speci#c browsing environment, for example, a speci#c 
user’s computer. "is #ngerprint can be used later to 
establish a user’s identity, regardless of the absence of 
cookies and regardless of who the user pretends to be.

In Panopticlick, most #ngerprinting used Java-
Script, a ubiquitous client-side language available in all 
modern browsers and turned on by default. Eckersley 
used JavaScript to obtain, among others, a user’s list of 
installed plug-ins, the browser’s user agent (that is, the 
browser’s type, version, and platform), and the user’s 
screen measurements. All these a&ributes are exposed 
by the browser to JavaScript through the Browser 
Object Model (BOM), speci#cally through the nav-
igator object, containing information about the 
browser, operating system, and installed plug-ins, and 
the screen object, containing information about the 
user’s screen.

Eckersley also utilized the H(P headers that 
browsers send voluntarily as part of their requests, such 
as the Accept header, which speci#es the media types 
the browser supports, and the User-Agent header, 
which, like the equivalent BOM property, reveals the 
browser type, version, and platform.

Finally, Eckersley used Flash and Java to obtain a 

list of fonts from the user’s machine. According to his 
experiment, fonts are one of the most identifying a&ri-
butes of a user’s browsing environment, second only to 
the list of plug-ins. Fonts tend to be machine speci#c 
because natively installed applications tend to use cus-
tom fonts that are usually made available systemwide, 
when the applications are installed.

Eckersley had to rely on third-party plug-in func-
tionality because there’s no standard way to obtain 
font information through JavaScript. Flash and Java, 
two popular third-party plug-ins, expose API methods 
for obtaining a list of fonts, presumably to allow for 
proper rendering of content for applications relying on 
less-standard font families. However, note that modern 
#ngerprinting techniques allow for the extraction of a 
partial list of fonts, without relying on third-party plug-
in functionality.

Overall, when all the aforementioned a&ributes are 
collected and combined, they form a device-speci#c #n-
gerprint that’s very revealing. Of the 500,000 users who 
participated in the Panopticlick experiment and had 
Flash or Java enabled, 94.2 percent were uniquely dis-
tinguishable. "is demonstrates the identifying power 
of properly chosen device a&ributes, making Web-based 
#ngerprinting an a&ractive tool for user identi#cation 
purposes, under the assumption that one device is used 
by a single user or a small number of them. Moreover, 
#ngerprinting’s identifying power is ampli#ed for web-
sites with smaller user populations, in which the prob-
ability of two users sharing the same #ngerprint is lower.

Server-Side Workings
Using an imaginary Web application, we present a pos-
sible way to store and use #ngerprints at the server side. 
Consider h&ps://www.safebank.com, a #ctitious bank 
website on which users can log in and perform various 
banking operations. Because of the sensitive nature of 
the data available to logged-in users, the bank com-
bines credentials with Web #ngerprinting to detect 
anomalies in users’ browsing environments. When 
a user requests the bank’s login page, a #ngerprinting 
script executes invisibly in the background, collects 
various a&ributes of the browsing environment, and 
sends the gathered data to the bank’s webserver. When 
a user types in his or her credentials and requests to log 
in, the bank’s back end #rst checks whether there’s a 
user with the exact username and password, as is done 
in traditional Web applications. If there’s a match, the 
server compares the recently gathered #ngerprint with 
#ngerprints from the user’s past sessions before giving 
access to the Web application.

Table 1 shows arti#cial data for three bank users—
Alice, Bob, and Carol. In our example, the a&ributes that 
the bank uses for constructing a user’s #ngerprint are
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