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Abstract. Malware continues to increase in prevalence and sophistica-
tion, posing significant challenges to cybersecurity. Leading cyber threat
intelligence sources such as AV-TEST and VirusTotal report the discov-
ery of over one million unique malicious files daily. Despite this staggering
volume, research shows that the majority of these samples are not fun-
damentally novel; rather, they are variants of previously observed mal-
ware families, often exhibiting shared codebases, behavioral patterns,
or structural features. In response, Artificial Intelligence (AI) models
are increasingly leveraged to enhance malware classification and reme-
diation efforts. However, while such models trained to classify malware
datasets often perform well in controlled environments, research increas-
ingly shows that conventional Al-based malware classifiers struggle to
generalize to real-world, highly diverse malware datasets.

We address these limitations by providing three unique contributions
to the field of malware family classification. (1) We release a new bench-
mark dataset called MABEL: M alware Analysis B Enchmark for AT and
Machine Learning. MABEL is a curated dataset containing over 82,000
labeled malware samples spanning 468 families, each described by 600+
structural, behavioral, and metadata features. (2) We introduce a novel
heterogeneous ensemble with a dynamic Classification Arbiter agent that
leverages the strengths of 61 diverse classifiers to improve accuracy, pre-
cision, and generalization. (3) Feedback and granular evaluation of model
performance is crucial for explainability and classification optimization.
This research provides enhanced classification reporting that identifies
which models and features are most effective in classifying specific mal-
ware families and highlights areas for targeted model optimization.

To our knowledge, this research represents one of the first to amass
such a large, feature-rich dataset with malware attributed to known fam-
ilies and a dynamic heterogeneous ensemble that outperforms existing
state-of-the-art models tested on the MABEL dataset. Furthermore, this
research introduces an enhanced ensemble paradigm that can be applied
to various classification domains.
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1 Introduction

Cybersecurity is increasingly challenged by the rapid advancement and prolif-
eration of malicious software (malware), i.e., software intentionally designed to
disrupt, damage, or exploit computers, networks, or digital devices [22,25]. Lead-
ing cyber threat intelligence agencies including AV-TEST and VirusTotal report
discovering over 1 million unique malicious files daily [4,27,28]. Despite this high
volume, research indicates that most new samples are not entirely novel but are
variants of previously identified malware families, often sharing code structures,
behavioral traits, or other intrinsic characteristics [6,10,24]. Malware family clas-
sification, i.e., malware family attribution, is the process of assigning samples
to known families based on these shared characteristics.

Accurate malware family attribution is essential for optimizing analysis and
remediation strategies, tracking the evolution of threat actors, and deploying tar-
geted defenses against malware campaigns. To support this process at scale, Arti-
ficial Intelligence (Al) is increasingly leveraged to enhance malware family attri-
bution. However, while Al-based malware classifiers often achieve strong perfor-
mance in experimental settings, they often fail to generalize to real-world, highly
diverse malware samples [16]. Signature-based detection techniques, dataset gen-
eration, and model training remain key challenges for effective real-world mal-
ware family attribution.

Signature-Based Detection Challenges. The increasing sophistication and
volume of new malware samples present a significant challenge to traditional
signature and heuristic-based detection methods. Signatures are sets of rules and
attributes designed to detect malware [3,23]. While signatures (commonly used
by antivirus products) can be effective in detecting known malware samples, they
often struggle to generalize and detect new, obfuscated malware samples [7,8,14].

Dataset Challenges. The sheer volume, diversity, and rapid evolution of eva-
sive malware make it difficult for models to consistently learn patterns that
generalize well across malware families. Second, obfuscation techniques includ-
ing packing, encryption, polymorphism, metamorphism, and other evasion tech-
niques significantly increase the complexity of accurate malware family attribu-
tion [21]. Third, publicly available datasets are often plagued by sparsity, out-
dated information, and redundant or noisy attributes, all of which can degrade
model performance and hinder generalization [16-18].

Modeling Challenges. A common approach in malware classification involves
using static, single-model architectures or homogeneous ensembles to classify
samples. Such approaches are considered static when the prediction strategy
remains fixed after training, with no adaptation during inference time based on
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input context or model confidence. These static approaches often lack adapt-
ability to accommodate the heterogeneity of real-world malware. This rigidity
in both representational learning and inference strategies limit model robust-
ness [17,18] and underscores the need for more dynamic, context-aware classi-
fication frameworks. These frameworks should incorporate heterogeneous archi-
tectures and adaptive inference mechanisms to improve generalization (principles
explored in depth throughout this paper.)

Research Contributions. Our research addresses these challenges through the
following key contributions. First, we introduce MABEL (M alware Analysis
BEnchmark for AT and Machine Learning), a curated dataset containing over
82,000 unique malware samples attributed to 468 distinct families. Each sam-
ple is characterized by 600+ extracted features capturing structural, behavioral,
and metadata attributes. Compared to existing datasets, MABEL establishes a
new benchmark for real-world malware classification research by offering greater
family diversity, deeper feature representation, and improved support for eval-
uating robust attribution models [19]. Second, we introduce a dynamic het-
erogeneous classification ensemble and a Classification Arbiter agent
that applies novel arbitration policies introduced in this research along with a
diverse set of evaluation metrics, including Macro F1-score, Matthews Correla-
tion Coefficient, and Hamming Loss, to dynamically select the most reliable pre-
diction per instance. This dynamic inference strategy capitalizes on the strengths
of individual models in the ensemble to improve generalization and robustness
across complex class distributions (e.g., malware families.) Third, we present an
enhanced classification reporting system that delivers fine-grained visibility into
per-class performance, identifies the models and feature modalities that are most
effective for each malware family, and flags areas of high uncertainty to guide
model optimization.

Results. Our approach demonstrates strong effectiveness in malware family
classification, consistently outperforming all baseline models and homogeneous
ensembles evaluated on the comprehensive MABEL dataset. We construct a
heterogeneous ensemble comprising 61 supervised Machine Learning (ML) mod-
els trained from scratch on distinct feature modalities extracted from MABEL.
These feature modalities include numeric metadata, disassembly code sum-
maries, API function call sequences, and raw strings. Guided by our conserva-
tive ensemble arbitration policy, the Classification Arbiter yields the highest
performance of all models evaluated in this research, attaining Micro F1-score
of 0.9620, Weighted F1l-score of 0.9613, and Macro Fl-score of 0.7278. In
contrast, ClamAV and the Light Gradient Boosting Machine (Light GBM) per-
formed very poorly to this dataset. ClamAV attained Micro F1-score of 0.2940,
Weighted F1-score of 0.3449, and Macro Fl-score of 0.1178 while the Light-
GBM model trained to the specifications outlined in the EMBER [2] and BOD-
MAS [30] research papers attained Micro F1-score of 0.2647, Weighted F1-score
of 0.2121, and Macro F1-score of 0.0348. These results highlight the benefits of
the feature diversity built into MABEL and the ensemble’s ability to deliver pre-
cise, balanced predictions across imbalanced class distributions. This affirms the
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value of dynamic arbitration and multi-modal feature integration for advancing
real-world malware family classification.

2 Background

This section provides a brief background regarding feature extraction methods
and malware classification techniques relevant to this research.

2.1 Windows Portable Executable (PE) Features

Executable files contain well defined sections that organize code, data, and meta-
data within specific regions. We parse these sections to extract a rich and diverse
set, of features for ML-based malware classification. Numeric features, sequential
Application Programming Interface (API) import function calls, and strings are
three primary feature modalities that we use to train our ensemble. Figure 1
depicts an overview of the Windows Portable Executable (PE) format and high-
lights where our specific feature modalities are derived.
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2.2 Ensemble Prediction Methods

Ensemble classifiers combine the predictions of multiple models to improve clas-
sification accuracy, robustness, and generalization [20]. This section provides a
brief background regarding ensemble classification strategies.

Static ensemble methods such as hard voting, soft voting, and weighted voting
aggregate predictions across models using majority-vote class selection, averaged
probabilities, or performance-weighted influence, respectively [20]. Other static
strategies include argmax/argmin and model selection, where an extremal score
or a single model dictates the final prediction [5]. Bagging ensemble techniques
reduce variance by training models on bootstrapped subsets and aggregating
their outputs. Boosting ensemble techniques, on the other hand, sequentially
build a strong learner by focusing on correcting the errors of prior models,
thereby reducing both bias and variance over successive iterations. Stacking
ensemble techniques train a meta-model that integrates the predictions of mul-
tiple base models, allowing the ensemble to capture relationships among model
outputs, often yielding greater generalization performance compared to individ-
ual models or more simple ensemble strategies [13]. While these approaches offer
improved robustness, they remain static at inference time and do not adjust
predictions per instance.

Dynamic ensemble selection strategies aim to improve classification perfor-
mance by adapting model selection at inference time, addressing the limitations
of static methods that apply the same models uniformly. Two key techniques are
Dynamic Classifier Selection (DCS), which selects the prediction from a single
most competent model per instance, and Dynamic Ensemble Selection (DES),
which selects a subset of models to jointly predict based on instance-specific
evaluation metrics [12]. Our proposed heterogeneous ensemble and Classifica-
tion Arbiter (detailed later in this paper) are instantiated from this dynamic
ensemble paradigm.

3 Methodology

We introduce a novel framework that unifies the construction of a large, real-
world malware dataset, the development of a dynamic heterogeneous classifi-
cation ensemble, and the design of a Classification Arbiter, culminating in
an enhanced classification report. Figure 2 illustrates the end-to-end workflow
corresponding to these three core components of our solution. The following
subsections outline the methodology used to develop our framework, tracing its
design from dataset construction to ensemble modeling and dynamic inference.

3.1 Creation of Malware Dataset (MABEL)

As highlighted in prior studies, a major challenge in advancing malware family
attribution models is the limited availability and relevance of existing malware
datasets. In this research, we introduce a comprehensive and updated dataset
that better captures the complexity and variety of modern, real-world malware.
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Amass Malware Corpus. Developing malware datasets like MABEL begins
with curating a comprehensive corpus of malware samples suitable for large-scale
analysis. Vx-Underground [29], Malware Bazaar [15], and VirusShare [26] are
top repositories providing large, up-to-date collections of malware for research
and analysis. For the purposes of this research, we exclusively select confirmed
malware samples attributed to malware families from Vx-Underground to con-
struct this first release of MABEL. This corpus contains verified malware family
ground-truth labels, which we annotate as family name within the MABEL
dataset.

Automate Malware Analysis and Feature Extraction. Once the corpus
is populated with malware, we develop an autonomous, multi-threaded agent
called the Binary Analysis Orchestrator (BAO) to systematically analyze
each binary, extract diverse features, and organize all raw artifacts into a cen-
tralized Knowledge Base (KB). Notably, BAO is designed to process both
malicious and benign software, enabling the creation of datasets suitable for a
variety of classification tasks including binary classification (e.g., malicious vs.
benign), multi-class classification (e.g., malware family attribution), and multi-
label classification (e.g., malware categorization.)

MABEL Dataset Construction. The File Descriptor (FD) agent plays a
central role in constructing the MABEL dataset. It extracts, standardizes, and
enriches features from artifact files stored within the KB. In addition to feature
extraction, the FD agent performs deep inspection of each sample’s disassem-
bly code to reconstruct program flow and generate structural artifacts, which
are incorporated into MABEL’s feature representation. We publicly release the
MABEL [19] dataset through our file-sharing repositories, ensuring the com-
munity has access to an up-to-date, feature-rich malware dataset designed for
Al-modeling. With the dataset established, the next step of our research is to
construct our heterogeneous ensemble to classify malware samples into their
respective families using the diverse features present in the MABEL dataset.
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3.2 Developing the Heterogeneous Classification Ensemble

State-of-the-art (SOTA) and traditional approaches to malware classification
often rely on a single model or homogeneous ensemble to make final predictions.
We find a key limitation of this strategy is its inability to consistently classify
highly diverse, real-world datasets with high accuracy across the majority of
labels in a dataset. This limitation motivates the development of our hetero-
geneous classification ensemble, which integrates multiple learning models
trained on diverse feature modalities to enhance classification accuracy, robust-
ness, and generalization.

Heterogeneous Ensemble Construction. Different malware families are
best distinguished by different representations. For example, certain samples
are most effectively classified using numeric metadata and opcode summaries
via tree-based ensembles (e.g., Random Forest, Gradient Boosted Trees), proba-
bilistic models (e.g., Naive Bayes), or generalized linear classifiers (e.g., Logistic
Regression, Support Vector Classifier (SVC), Perceptron.) Others are more accu-
rately identified through sorted or sequential API calls, or characteristic string
patterns modeled with Natural Language Processing (NLP) methods, sequence
models (e.g., Long Short-Term Memory (LSTM), temporal Convolutional Neural
Networks (CNN), Transformers), or graph-based learning. The MABEL dataset
integrates heterogeneous feature modalities making it suitable for diverse learn-
ing models. By aligning model classes with the strengths of each modality and
incorporating ensemble and dynamic selection strategies, we enable more accu-
rate family-level classification and improved robustness across complex malware
distributions.

As of this writing, the ensemble consists of 61 trained models, with approx-
imately 20 models dedicated to each of the three feature modalities. The core
of our heterogeneous ensemble includes a diverse set of the following classi-
fiers: Logistic Regression, Perceptron and Multilayer Perceptron (MLP), Naive
Bayesian Classifier (NBC), Stochastic Gradient Descent (SGD) Classifier in One-
vs-Rest (OvR) configuration, Support Vector Classifier (SVC), Bagging Classi-
fiers, Decision Trees, Random Forest, Extra Trees, AdaBoost, Passive-Aggressive
Classifier, and Ridge Classifier. Several models are instantiated with varied
hyperparameters to enable more specialized learning across the distinct feature
types present in MABEL.

The ensemble is intentionally designed to be extensible, supporting seamless
integration of new classifiers as malware behaviors evolve and detection meth-
ods advance. Most importantly, this ensemble architecture is domain-
agnostic, making it transferable to other complex classification tasks
beyond malware family attribution.

3.3 Developing the Classification Arbiter and Arbitration Policies

The Classification Arbiter agent is a key component of the heterogeneous
ensemble. This arbiter dynamically selects the most accurate prediction for each
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instance based on per-class evaluations of each model’s output. It is important
to note that the arbiter dynamically adapts its selection strategy on
a per-instance basis. In some cases, the most reliable prediction comes from a
single model (that may not always be the ensemble’s top performer overall) while
in other cases, the arbiter’s prediction is decided via consensus by selecting the
label with the highest agreement across models. This flexibility enables tailored
predictions for diverse malware family classes, enhancing attribution accuracy
and generalization.

We develop and implement ensemble arbitration policies to govern the
arbiter’s prediction selection process. By incorporating arbitration policies and
per-class evaluation metrics such as Macro F1-score, Precision, Hamming Loss,
etc., the arbiter ensures that its final decisions are informed by the strengths of
each model and the relevance of feature modalities. We define and evaluate three
distinct ensemble arbitration policies: electoral, objective, and conservative;
each governed by its own decision logic for resolving conflicting model predictions
and guiding the Classification Arbiter’s final output.

Electoral Arbitration Policy. This policy implements hard (majority) voting
across the entire ensemble to determine each prediction. Figure 6 in Appendix
1 illustrates the flow and decision rules guiding the arbiter’s evaluation process
according to this arbitration policy. The strength of this policy lies in its sim-
plicity and resilience to outlier predictions. By leveraging consensus from diverse
knowledge representations, this policy minimizes the impact of any single poorly
performing model and mitigates localized perturbations and adversarial manip-
ulations targeting classifier inconsistencies. Although this approach may struggle
with rare or underrepresented classes, it performs robustly across the majority
of well-represented classes.

Objective Arbitration Policy. This policy applies principles of Dynamic Clas-
sifier Selection (DCS), where the arbiter dynamically selects a single classifier
from the ensemble to make the final prediction for each instance. Selection relies
on per-class, model-specific evaluation scores e.g., Macro F1-score, captured dur-
ing training and validation. This approach prioritizes classifiers with specialized
strengths in certain labels, improving class-level precision. As shown in Fig.6
in Appendix 1, the decision logic aligns inference with model-specific expertise,
enabling more tailored predictions than global, one-size-fits-all strategies. How-
ever, performance may degrade if training metrics poorly reflect generalization
or when no classifier demonstrates strong competence for a given class.

Conservative Arbitration Policy. This policy leverages principles of
Dynamic Ensemble Selection (DES) by combining elements of both electoral and
objective strategies along with order-of-precedence rules. It first evaluates high-
confidence predictions and subsequently enforces ensemble consensus thresholds
to prioritize certainty and maximize accuracy. As shown in Fig. 7 in Appendix 2,
the arbiter integrates performance thresholds and agreement-based heuristics to
dynamically mediate between model-specific expertise and ensemble consensus,
resulting in more reliable and stable predictions.
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Even with dynamic selection policies, certain instances remain challenging
for ML-based classification. To address these cases, the conservative policy intro-
duces a user-defined distrust threshold, which establishes a minimum accept-
able evaluation score (e.g., Macro F1-score > 0.80) that models must achieve for
their predictions to be considered reliable. At inference, if no higher-order heuris-
tic is applicable and no model exceeds this threshold for its predicted label on a
given instance, the arbiter defaults to majority voting while simultaneously gen-
erating an alert to flag the prediction as low-confidence. These alerts highlight (1)
mislabeled or highly ambiguous samples and (2) potential novel malware that
significantly deviates from previously learned patterns, warranting additional
investigation and training.

4 Experimental Evaluation

In this section, we describe our experimental setup and rigorously evaluate the
performance of our heterogeneous classification framework and its arbitration
policies using the MABEL dataset. Models are assessed using a comprehensive
suite of evaluation metrics to enable a multidimensional analysis of classification
effectiveness, generalizability, and robustness.

4.1 Dataset and Model Training

MABEL is constructed from a real-world malware corpus containing 468 unique
families. As expected when dealing with real-world malware, the distribution
of samples per family is highly imbalanced: some families in MABEL include
thousands of unique samples, while others contain three or fewer samples. To
permit a stratified training/testing strategy, families with fewer than two unique
instances were excluded, resulting in 375 families used for training. The dataset is
partitioned into three distinct subsets according to feature modality: (1) numeric
metadata and opcode statistics, (2) sequential APT import function calls, and (3)
extracted string features. Numeric features are standardized per dimension to
mitigate bias and prevent any individual feature from disproportionately influ-
encing model learning. We employ stratified 3-fold cross-validation with an 80%-
15% train/validation split, while reserving 5% of the data as a hold-out test set
for final evaluation. Independent groups of models are trained on each parti-
tion enabling model specialization across feature modalities. A master perfor-
mance report is generated to annotate per-class performance across all models.
This master performance report supports the Classification Arbiter in dynami-
cally assessing per-class model strengths and guiding ensemble decision-making.
The 5% hold-out test set comprises 3,821 samples randomly selected from the
MABEL dataset, excluded from model training. These test instances span 251
unique malware families and are used to evaluate final model performance.

4.2 Optimal NLP N-Gram Specification

We implement a custom Natural Language Processing (NLP) pipeline incor-
porating tailored preprocessing, stemming, lemmatization, vectorization, and
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embedding techniques to clean and transform the sequential API function call
and raw string textual features for downstream malware family classification. We
use N-Grams, specifically unigrams, bigrams, and trigrams, to reduce the fea-
ture space of textual data to the most valuable and informative token sequences
for training. We conduct a validation study using the Extra Trees classification
model on API import function calls and string-based feature representations
to identify the optimal N-Gram configuration for training and evaluation. This
analysis allowed us to empirically assess the trade-off between model perfor-
mance and resource consumption as the textual feature space increases. Figure 8
in Appendix 3 illustrates the results of this evaluation. Based on these findings,
we selected 20,000 features for N-Gram(1,3) as the optimal parameters for
our NLP vectorization.

4.3 Classification Evaluation Metrics

We evaluate each model’s performance using several metrics that capture class
balance, confidence calibration, misclassification patterns, and alignment with
ground-truth labels. We apply Mean Absolute Correlation (MAC) to measure
how consistently each metric correlates with all others across the ensemble [1].
In this case, MAC helps to identify a representative evaluation metric for each
feature modality. This analysis is conducted at the conclusion of ensemble vali-
dation and informs the Classification Arbiter’s per-instance model selection by
ensuring it relies on the most representative metric for each feature modality.

Figure 3 presents MAC results for the numeric feature partition. We group
evaluation metrics into performance tiers based on these scores. In this analysis,
Tier 1 metrics include Fl-score, F2-Score, Specificity, False Positive Rate, Jac-
card Index, and Kappa Statistic. These metrics demonstrate the highest align-
ment within this partition and are best suited for guiding arbitration. Metrics in
Tiers 2-5, including Precision and False Discovery Rate, and Log Loss, exhibit
lower MAC scores, largely due to sensitivity to class imbalance or volatility
among rare classes. For this dataset, relying on metrics below Tier 1 to assess
model prediction robustness would yield less generalizable evaluations and could
degrade the Classification Arbiter’s decision-making process.
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Fig. 3. Mean Absolute Correlation of Evaluation Metrics

We repeat this process across the remaining two feature modalities. F1-score
consistently ranks in Tier 1 as the most representative evaluation metric. F1-
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score is therefore selected as the evaluation criterion for each feature modal-
ity during arbitration. This ensures that the Classification Arbiter is guided
by a stable and informative metric when making dynamic per-instance deci-
sions across the heterogeneous ensemble. MAC is a key process that should
be repeated when this framework is applied to different domains to
ensure the arbiter uses the most appropriate evaluation metric for
per-class model evaluation and decision-making.

4.4 Results

We benchmark the performance of our three ensemble arbitration policies—
electoral, objective, and conservative against two established baselines: the
state-of-the-art EMBER [2]/BODMAS [30] Light GBM malware classifier and
ClamAV, a widely used signature-based endpoint detection system.

To evaluate classifier robustness across varying class distributions, we conduct
nine experiments by incrementally increasing the minimum number of instances
per malware family in the test set (from 1 to 9.) This stratified analysis reveals
how performance scales with class representation and identifies conditions where
classifiers perform best or degrade. We use Macro F1-score as the primary eval-
uation metric. Macro Fl-score treats all classes equally, making it especially
suitable for imbalanced classification tasks.

Figure 4 reports Macro Fl-score performance across varying class frequency
thresholds. The conservative arbitration policy consistently outperforms
both the Light GBM model trained on MABEL and ClamAV’s signature-based
detection results.
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Fig. 4. Overall Model Performance

Table1 summarizes the average classification performance of each model
across Macro, Weighted, and Micro F1-scores. As revealed earlier, the heteroge-
neous ensemble implementing the conservative arbitration policy achieves
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the highest scores across all three metrics, with an average Macro F1-score of
0.73, Weighted F'1-score of 0.96, and Micro F1 of 0.96. This model outperforms
all baselines and other ensemble strategies tested on MABEL. Both the elec-
toral and objective ensemble policies perform competitively, though they fall
short of the conservative model. Their results reflect the trade-offs between
strict consensus-based voting and class-specialized model selection strategies.
In contrast, traditional solutions like ClamAV and the LightGBM bench-
marks perform very poorly across all metrics in this dataset, underscoring the
limitations of signature-based detection and boosting models in the context of
imbalanced, high-variance datasets.

Table 1. Mean Fl-score Summary Across Models

Model Mean Macro F1 Mean Weighted F1 Mean Micro F1
ensemble conservative0.7278 0.9613 0.9620
ensemble _ electoral 0.7020 0.9251 0.9308
ensemble objective 0.6948 0.8895 0.9090
clam_av 0.1178 0.3449 0.2940
benchmark LightGBM  |0.0348 0.2121 0.2647

Table 2 concretely shows the number of correct and incorrect classifications
across different models. Our top-performing conservative arbitration policy
highlights the value of an adaptive evaluation and selection strategy where the
combination of per-class expertise and model consensus yields higher and more
stable performance on the MABEL dataset.

Table 2. Number of correct/incorrect classifications by policy for 3,821 test set samples

Heterogeneous Ensemble |Correct Classifications Mis-Classifications |Correct %
Conservative Policy 3591 230 93.98%
Electoral Policy 3444 377 90.14%
Objective Policy 3385 436 88.58%

In summary, these results demonstrate the effectiveness of our heteroge-
neous ensemble on the MABEL dataset, with the conservative arbitration policy
achieving the highest overall performance. More broadly, our findings suggest
that dynamic, instance-specific ensemble strategies have the potential to enhance
both reliability and generalization, underscoring their value in addressing com-
plex classification tasks.
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4.5 Enhanced Classification Reporting

We develop an enhanced classification reporting system to provide fine-grained
insight into model performance across all classes in the dataset. This includes
tabular and visual summaries that identify top-performing classifiers per class
and highlight which feature modalities are most effective at classifying each mal-
ware family. Figure 5 visualizes an example of these per-class performance distri-
butions. This type of enhanced reporting improves interpretability by revealing
model specialization across feature modalities.
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Fig. 5. Enhanced Classification Reporting

The top-right chart in this figure shows that the Babadeda family is per-
fectly classified using strings, whereas the middle-right chart indicates that the
Icefrog family is most effectively detected via API function call sequences. Other
families are better classified using numeric metadata and opcode statistics as
illustrated in the figure. We apply the distrust metric (described in Sect. 3.3)
to flag classes of high uncertainty where model predictions are less reliable. Mal-
ware family classes exhibiting low detection confidence like * Dexbia * (located
at the bottom-right of this figure) are marked with an asterisk (‘*’) to prompt
targeted retraining, label refinement, or manual review. Overall, these results
demonstrate the complementary strengths of feature-specific models and their
collective reliability in robust malware family classification.

4.6 Case Study

We present a representative case study illustrating how the heterogeneous ensem-
ble, guided by the conservative arbitration policy, improves classification
accuracy through dynamic, instance-specific decision-making. The arbiter not
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only provides per-instance predictions but also generates interpretability feed-
back justifying each decision. Figure9 in Appendix 4 illustrates the arbiter’s
decision pathway for a specific sample belonging to the Grimplant malware fam-
ily. The figure also illustrates each model’s predicted label and per-class F1-score
corresponding to the predicted label, overall performance average, and ensemble
voting proportions—enabling a comprehensive breakdown of the arbiter’s ratio-
nale and model agreement for the selected instance. We can see that many
models incorrectly classify this instance belonging to the Koadic family. Koadic
and Grimplant malware families share several functional similarities: both are
Windows-based backdoor Remote Access Trojans (RATSs) designed to maintain
command-and-control (C2) channels, perform data exfiltration, and maintain
persistence often through Windows registry modifications. These overlapping
capabilities likely contribute to the observed misclassification, as many individ-
ual models may conflate behavioral features and structural artifacts common
to both families. However, the Classification Arbiter dynamically updates its
decision strategy, leveraging per-class performance in this case to correctly iden-
tify the instance as belonging to the Grimplant family despite conflicting model
predictions.

The arbiter’s decision process in this case unfolds in three steps: First, the
arbiter initially defaults to the prediction from the top-performing overall model,
Random Forest, which incorrectly classifies the sample as belonging to the
Koadic malware family. Next, the arbiter assesses the ensemble-wide vote distri-
bution. Koadic remains the majority-voted label, receiving 38% of model votes.
Finally, the arbiter overrides both the top-model and majority vote prediction
by selecting Grimplant (the correct ground-truth label) based on the recom-
mendation of a single Logistic Regression model in the ensemble. The arbiter’s
justification reveals why it diverged from the top overall performing model and
consensus. During validation, the Logistic Regression model previously achieved
a perfect Fl-score when classifying instances belonging to this specific mal-
ware family. Consequently, the heuristics of this policy guided the arbiter to
select the prediction from a single model, rather than relying on majority voting
or defaulting to the best overall-performing model.

Interestingly, although Logistic Regression performs poorly overall on
the MABEL dataset (mean F1 =~ 0.39), the arbiter leveraged this
model’s per-class strength and determined it exceeded the defined ACCEP-
TANCE THRESHOLD for Grimplant family prediction. Thus, the arbiter
returns Grimplant as the final disposition for this instance. This case exemplifies
the value of class-specific performance metrics and dynamic selection demon-
strating how even weak global models can contribute critical predictions when
appropriately contextualized.

5 Discussion

Malware family classification remains an inherently difficult task due to the large
number of families exhibiting overlapping structural and behavioral characteris-
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tics, the incompleteness of extracted features (often caused by anti-analysis tech-
niques), and the complexity of real-world multi-class classification where dataset
class imbalance and ground-truth mislabeling between similar families are com-
mon and expected. Within this context, we achieve a promising advancement in
scalable, multi-class malware family attribution using MABEL and employing a
heterogeneous classification ensemble guided by centralized arbitration. We com-
pared training and test Fl-scores to assess overfitting and found no evidence of
overfitting in our models. The heterogeneous ensemble capitalizes on diverse rep-
resentational strengths by integrating models trained on complementary feature
modalities. Arbitration policies mediate these specializations to produce stable,
accurate predictions across the highly imbalanced MABEL malware dataset.

Among the arbitration strategies tested, the conservative policy yielded
the highest classification performance, offering reliable instance-specific decision-
making. Its ability to override majority votes or top-model predictions in favor
of better performing class-specific recommendations highlights the utility of
dynamic ensemble arbitration with evaluation thresholds. This approach proves
especially valuable in high-risk settings where misattributions carry significant
operational costs.

We designed the ensemble to be both modular and extensible, enabling
broader applicability across domains characterized by class imbalance, noise,
and heterogeneous features, e.g., fraud detection, medical diagnostics, or net-
work intrusion classification. Our architecture supports flexible arbitration poli-
cies, validation-informed metric calibration, and dynamic distrust thresholds,
fostering interpretability and robust generalization. Recognizing the complexity
of coordinating 61 classifiers across diverse feature modalities, we designed a
streamlined training and evaluation workflow to ensure usability and facilitate
adoption by the research community. This workflow simplifies model retraining
and supports the straightforward addition, removal, and updating of constituent
models with minimal overhead. We will be sharing our pre-trained models for
community use. The Classification Arbiter is engineered to seamlessly inter-
face with an arbitrary number of classification models, providing both flexibility
and extensibility while preserving a consistent and efficient deployment pro-
cess. Moreover, the enhanced classification reporting system provides class level
transparency revealing which models and feature modalities contribute most
to performance and highlighting classes where models consistently misclassify
instances. The integrated distrust metric helps identify predictions with low
confidence, offering actionable insight for targeted retraining, expert review, or
label correction. Taken together, these contributions position our frame-
work as a general-purpose solution for ensemble-based classification
in challenging, high-stakes classification domains.

Although we employed stratified cross-validation, feature normalization, reg-
ularization, per-class evaluation metrics, and ensemble learning to mitigate
model bias, these measures are not expected to eliminate it entirely. Future work
will apply our ensemble to new domains and incorporate consensus labeling,
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additional bias-reduction techniques, enhanced model training strategies, and
expanded benchmarking to further improve the generalizability of this research.

6 Related Work

Several techniques and datasets have been developed to address the growing
complexity and diversity of malware. In this section, we discuss two exemplary
research publications that include release of new datasets and trained models
for malware detection.

BODMAS [30] introduced a large-scale, time-stamped malware dataset com-
prising 57,293 labeled malware samples across 581 malware families and 77,142
benign Windows PE files. BODMAS was designed to support malware fam-
ily attribution and temporal drift analysis. BODMAS adopts the same feature
schema as EMBER 2018, standardizing cross-dataset experimentation and evalu-
ation. Similar to EMBER 2017-2018 [2], the authors of BODMAS trained Light-
GBM models on the EMBER. 2017-2018 dataset and evaluated performance to
investigate generalization. Results revealed significant performance degradation,
highlighting the impact of concept drift and the limitations of static models.

EMBER 2017-2018 introduced a publicly available dataset containing over
1.5 million Windows PE files for training and evaluating malware classifica-
tion ML models [2]. EMBER 2024 [11] was recently released and significantly
expands the scale of the benchmark. Notably, EMBER’s malware family attri-
bution models achieved a Macro F1-score of 0.4371. Although MABEL and
EMBER are different datasets, the EMBER evaluation results corroborate the
difficulty of real-world malware family attribution yet highlights the potential
of our heterogeneous classification ensemble to these highly diverse datasets.
Instead of relying on fixed Light GBM classifiers trained on prior datasets, our
approach dynamically leverages multiple learners and diverse feature modalities
to enhance both generalization and instance-level adaptability. This highlights
our research novelty to the challenges of modern malware family classification.

7 Conclusion

In this work, we introduce the MABEL (M alware Analysis BEnchmark for
AT and Machine Learning) dataset. MABEL is an extensive, multi-modal mal-
ware benchmark curated to support rigorous evaluation of classification mod-
els across malware family attribution tasks. MABEL comprises over 82,000
labeled malware samples spanning hundreds of families and includes a rich set
of extracted features across numeric metadata, opcode summaries, API func-
tion call sequences, and raw strings. This dataset enables a more realistic and
challenging evaluation of classification performance under conditions of feature
heterogeneity and class imbalance common in real-world, operational malware
detection.

Building on this foundation, we introduce a novel heterogeneous ensemble
classification framework coordinated by a centralized Classification Arbiter.
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This arbiter agent dynamically selects the most appropriate prediction per
instance using validation-informed performance criteria and one of three ensem-
ble arbitration policies we introduce in this research: electoral, objective, or con-
servative. Extensive evaluation on the MABEL dataset shows our ensemble con-
sistently outperforms strong baselines, including the EMBER/BODMAS Light-
GBM classifier and ClamAV, a traditional signature-based detection engine. The
conservative arbitration policy yields the most reliable and accurate predic-
tions, illustrating the efficacy of dynamic decision-making in ensemble learning.
Our research contributes a modular and interpretable architecture suitable
for instance-specific classification domains. Our inclusion of a distrust metric and
enhanced classification reporting equips practitioners with actionable insights for
model optimization and human-in-the-loop validation. By uniting model diver-
sity, confidence-aware arbitration, and transparency, this research advances the
field of ensemble-based classification and introduces a robust foundation for
future adaptive learning systems in adversarial and high-stakes environments.
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Appendix 1: Electoral and Objective Arbitration Policies
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Appendix 4: Case Study Ensemble Decision Flow
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