CS 177 - Computer Security

UC Santa Barbara

* Instructor: Christopher Kruegel




CS 177 Information

UC Santa Barbara

Class home page (for slides)
http://www.cs.ucsb.edu/~chris/teaching/cs177/index.html

Piazza as the main channel for logistics and questions
— class page: hitps://piazza.com/ucsb/spring2023/cs177/home
— signup: https://piazza.com/ucsb/spring2023/cs177

We also plan to create a Slack channel for the class
— invites will go out soon to all students on Piazza

Class email: cs177@cs.ucsb.edu



http://www.cs.ucsb.edu/~chris/teaching/cs177/index.html
https://piazza.com/ucsb/spring2023/cs177/home
https://piazza.com/ucsb/spring2023/cs177
mailto:cs177@cs.ucsb.edu

Requirements

UC Santa Barbara

The course requirements include
— several projects
— a midterm and a final exam

The projects (and exams) are individual efforts

The final grade will be determined according to the following
weight

— projects: 50%

— exams: 50%




Lab Projects
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You will interact with remote services and have to solve challenges to
obtain flags

You can then submit these flags to prove to us that you solved a
challenge

Some Past Challenges

1.
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Get started with a simple network client

Craft ICMP packets to exploit a ping-of-death-style vulnerability
Exploit basic web application vulnerabilities

Exploit memory corruption vulnerabilities

Find and exploit a smart contract (Web3) vulnerability

Decrypt a variety of cipher texts and password hashes

Check TLS certificates and launch golden ticket attack against Kerberos-
style service

Launch a cryptanalysis attack
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Why Does Security Matter?




The Top 50

BIGGEST DATA

BREACHES

from 2004 - 2021

A data breach is an incident where protected information
is copied, stolen, or exposed to an unauthorized person.
The largest breach in recent times was the LinkedIn
breach of 2021 in which 700 million records were lost. The
visual on the right highlights the Top 50 known data

breaches from 2004 to 2021.
The Web sector was
impacted the most. 9.98
records were lost. The Tech
and Finance sectors were
also severly impacted, and
they lost 16B and 2.0B
records, respectively.
SECTORS - These are
industry sectors which the
companies belong to. There
are 10 in total.

Total number of
records lost

The number of records lost per sector is shown below:
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Circle Size = Records Lost

AOL | 92M
¥ /1) Maxx | 94M
Heartland | 130M
Sony Playstation Network | 77M
Rambler.ru | 98M
Court Ventures | 200M
Massive American business hack | 160M

Yahoo | 3.08

Ebay | 145M

Yahoo | SOOM

Anthem | 80M

Deep Root Analytics | 198M
Dailymetion | 85M

Friend Finder Network | 412M
Linkedin [ 117M

MySpace | 360M

VK T171IM

Equifax | 163M

River City Media | 1.4B

Spambot| 711M
-uw ase l 100M

Exactis 340M
Aadhaar | 11B

Marriott International | SO0M
Apolio | 200M

Twitter | 330M
MyHeritage | 92M
Quora | 100M
Capital One | 106M

First American Corporation | 885M
Zynga | 173M

ElasticSearch | 108M
OxyData | 380M
Airtel | 320M
Canva | 139M
Chinese resume leak | 202M
Dubsmash | 162M

Facebook | 419M

ndian citizens | 275M
Microsoft | 250M

Tetrad | 120M
Pakistani mobile operators | 115M
pad | 270M
Experian Brazil | 220M
Thailand visitors | 106M
Facebook | 533M

Syniverse | S00M
Linkedin | 700M
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Predicted Ransomware Damages 2015-2021
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The night is dark and full of terror
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Many worst-case prophecies by computer-security
researchers have become true.

It’s a uphill battle, and you
have to play your part.




Goal of this Class
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We will focus on
* Principles of computer security
« With many applications to the real-world

Technology changes very fast, basic security issues
remain the same.

Many security issues today due to lack of proper training
and education at all levels




Acquired Skills
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« Adversarial Thinking = What would happen if |

perform this one action the system designers have
not thought of?

* Requires creativity, out-of-the-box thinking, extremely
detailed understanding of both general principles as
well as specific technologies

After taking this class: You might not know all answers,
but you should know the questions!
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Computer Security

UC Santa Barbara
Operating Social Economics
Systems Sciences
Caman Psychology
Computer
Interaction Computer
Security
Law and policy
Networks

Crime science /
Computer Forensics

Architecture ]
Mathematics /

Machine Theoretical CS
Learning
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Topics

Security Principles

Network Security

Application Security

Web Security

Malware

Applied Cryptography

Secure Authentication and Passwords
Privacy

Web3 / Smart Contract Security

UC Santa Barbara
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The Evolution of Cybersecurity
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1990s 2000s 2010s
Breaking for fun Breaking for profit Breaking for intel

The term hacker used to have a positive connotation

Today, hacking is considered a tool for achieving economic,
social, or political objectives

Hacking for profit (Cybercrime)
— High volume, low sophistication
Hacking for intel/espionage

— APT - (State-sponsored) Advanced Persistent Threat actors
— High sophistication, highly targeted

13



Insecure Software

UC Santa Barbara

Or, why do good people write bad code?

« Technical factors
— complexity and composition

« Economic factors
— deadlines
— insufficient funding

BEWARE!

INSECURITY Ahead

« Human factors
— risk assessment
— mental models

14




Basic Security Definitions
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Policies and mechanisms for enforcing protection
properties over data and resources

We reason in terms of properties that we want to hold
— Security policies precisely specify those properties
Mechanisms enforce these properties

Always with respect to a threat model

Attackers exploit vulnerabilities to violate properties

15
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Security Properties

16



Security Properties
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* These properties form an essential framework for
thinking about security
— Confidentiality, integrity, availability (“CIA triad”)
— Authenticity, non-repudiation

* Many security problems can be cast in terms of one
or more of these properties

» Let's consider a hypothetical scenario where a
general gives the order “Aftack at dawn’

17



Confidentiality
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“Hey, we're going to attack at dawn”

« Data must only be released to authorized principals
« Temporal aspect, relation to difficulty or work factor

18



Integrity
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“Sir, we received an order to retreat at dawn”

« Data must not be modified (in an undetectable
manner)

« But what constitutes a modification?
— Malicious tampering
— Accidental modification
— Dropped, replayed, or reordered messages

19



Availability
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“We couldn’t make contact with command”

« Data and resources must be accessible when
required

» Related to integrity, but more concerned with denial-
of-service (DoS) attacks

* Relies on some asymmetric advantage for success

20




Authenticity
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“Someone told us to attack, but we don’t know who”

« Data must be bound to identity

* Authentication enables the ability to make trust
decisions

« Cryptographic origins (e.g., certificate authorities,
other trusted third parties)

21




Non-Repudiation
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“The general claims he never issued that order, sir”

* Non-repudiation prevents denial of authorship of a
message

* Not always a desirable property!
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Further Goal - Privacy
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* The right of an entity (normally a person), acting in its
own behalf, to determine the degree to which it will
Interact with its environment, including the degree to
which the entity is willing to share information about
itself with others.

« Often confused with confidentiality, but these are two
different concepts

23



UC Santa Barbara

Security Mechanisms
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Security Model
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Security models are mechanisms for specifying and
enforcing security policies (i.e., guaranteeing security
properties)

Access control is the central principle
— allows one to specify who can interact with what
— requires authentication as a building block

Principals Participants (users) in a system
Subjects (who) Entities that operate on behalf of principals
Objects (what) Resources acted upon by subjects

25




Authentication
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 Verification of a claim of identity made by a subject
on behalf of a principal

* |nvolves examination of factors or credentials
— Something you have

— Something you know
— Something you are

* Desirable properties

— unforgeable, unguessable, revocable

26



Authorization
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 Access control decision

—> statement in terms of different properties (e.g.,
spatial, temporal, history, trust relationships) of
subjects and objects

* Given that a principal is authenticated, one can
define what actions they are authorized to perform

27



Types of Access Control
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 Discretionary access control (DAC)
— subjects can change access control permissions
— typically used in modern operating systems

« Mandatory access control (MAC)

— system defines mandatory access control permissions

* Role-based access control (RBAC)

— principals are assigned to roles, and decisions are based on
role membership

28




Security Models
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Abstract models

— Access Control Matrix, Access Control Lists (ACLs),
Capabilities, Bell-LaPadula, Biba Integrity, Clark-Wilson,
Brewer-Nash, ...

Concrete models
— UNIX, Windows, Java, Web, Android, iOS

29



Security Models

* Access Control Matrix
— First formal access control model (Lampson, 71)
— Static description of entire system protection state
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Security Models
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Access Control List
— Access control matrices in another form
— Authorization checked against list of tuples

(subject, object, operation)

— Used pervasively in filesystems and networks
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Security Models
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« Capabilities
— Authorization < Possession of a capability
— Capability is an unforgeable and transferable token

¢ Systems
— EROS (1999), Capsicum (2010 for FreeBSD, Linux)

« Web

— bearer tokens, random URLSs, cookies, ...

32
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Threat Models and Vulnerabilities

33



Threat Model
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 Threat models describe what an attacker can do

* They also bound the capabilities of an attacker
— Common in cryptography
« Dolev-Yao, IND-CPA, IND-CCA, ...

— Equally important for systems, networks, and software

» passive network attacker, active network attacker, on-or off-
path network attacker, privileged local user, web attacker,
benign-but-buggy, insider threats, ...

« Sometimes implicit, but must always be taken into
consideration

34



Security Vulnerabilities
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Vulnerability: A flaw or weakness in a system's design,
implementation, or operation and management that could be
exploited to violate a security policy.

Zero-day vulnerability
— Vulnerability unknown to the vendor
Patch / security fix
— software change that removes vulnerability
Window of vulnerability
— time between the introduction and removal of a vulnerability
Exploit
— Piece of software leveraging a vulnerability

35



Vulnerability Markets
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ZERODIUM Payouts for Desktops/Servers’ on N

Up to Win RCE
B e
BEm Windows | RCE: Remote Code Execution R
. macOS LPE: Local Privilege Escalation
I Linux/BSD | SBX: Sandbox Escape or Bypass
= Any 0OS VME:Virtual Machine Escape adn
Upto Chrome
$500,000 RCE+LPE
5001 A
Up to MS Outlook
$250,000
Up to
$200,000
004 5003
Up to Edge Firefox Word/Excel
$100,000 RCE+LPE RCE+LPE RCE+LPE RCE
Mac Win Win
5006 6003
Upto Adobe PDF WinRAR Windows
$80,000 RCE+SBX RCE LPE/SBX
2001 h | 5007
Up to Antivirus WinZip
RCE RCE
Up to Antivirus Roundcube
$10,000 LPE RCE
* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/01 © zerodium.com
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Vulnerability Markets
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ZERODIUM Payouts for Mobiles’ v N

Up to Android FCP
$2,500,000 Zero Click
FCP: Full Chain with Persistence . i0S s
RCE: Remote Code Execution I Android 1002 A
LPE: Local Privilege Escalation M. Any OS .
Up to SBX: Sandbox Escape or Bypass i0S FCP
$2,000,000 Zero Click
108
2,00 2002
upe R
$1500,000 Zero Click
Up to SMS/MMS
$1,000,000 RCE+LPE RCE+LPE
108 /Androkd 10S/Androkd
3.001 . 2008 2007 N 2.008 X N 4002
Up to Porsisionce WeChat iMessage FB Messenger Signal Email App Chrome Safari
$500,000 RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
10S /Androkd 108 10S/Androld 108 /Androld Androk 108
8001 Al E 2 40 4,006 b |
Up to Baseband LPE to Media Files Chrome RCE SBX Safari RCE
RCE+LPE Kernel /Root RCE+LPE RCE+LPE for Chrome w/o SBX for Safari w/o SBX
108 /Androld 10S/Androld 10S /Androkd Androld 108
7000 Al 2001 2002 8,003
Up to Code Signing iFi Informa PIN Passcode Touch ID
Disclosure Bypass Bypass Bypass
10S /Androkd Androld
* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/09 © zerodium.com
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Vulnerability Databases
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Demo (Cloud) Demo (Emotet) 2020 Roadmap OEM Tracking MITRE OKRs Sprint Trackr NTA Customers DT (Detection) Jira User Manual ~Zendesk Active POVs Weekly Dashboard

CVE - Common Vulnerabilities and Exposures (CVE)

— NVD
Go to for:
CVSS Scores
® CPE Info
Common Vulnerabilities and Exposures

Advanced Search

Search CVE List Download CVE Data Feeds Request CVE IDs Update a CVE Entry

TOTAL CVE Entries: 132473

CVE® is a list of entries—each containing an identification number, a

description, and at least one public reference—for publicly known cybersecurity vulnerabilities.

CVE Entries are used in numerous cybersecurity products and services from around the world,

including the U.S. National Vulnerability Database (NVD).

Latest CVE News Become a CNA Newest CVE Entries

CVE Numbering_Authorities, - e .
GitHub (Products Only) Added as CVE Numbering Authority (CNA) or "CNAs,” are essential to Total CNAs: 116 | Total Countries: 21 Tweets by @CVEnew 6)
the CVE Program’s success
More News >> and every CVE Entry is added

to the CVE List by a CNA.

CVE
CVE Blog Join today!

CNA Rules, Version 3.0 Now in Effect Business benefits ® :

CVE-2019-20491 cPanel before 82.0.18
allows attackers to leverage virtual mail

4 accounts in order to bypass account
Version 3.0, a major update of the CVE Numbering Authorities (CNA) + Mo fee or contract ' suspensions (SEC-508). cve.mitre.org/ogi-
Rules, took effect on March 5, 2020. The CNA Rules are the policies ° Mm bin/cvenam...
and processes for managing the CNA Program, and were revised with e Easy to join

significant input from the CNA community ...

Read More >>

Learn How to Become a CNA >>>

Watch CNA Onboarding_Videos >> Follow @CVEnew >>

Page Last Updated or Reviewed: March 11, 2020

Contact Us | Terms of Use | Privacy Policy | Site Map | Search this Site | Follow CVE u m o

Use of the Common Vulnerabilities and Exposures (CVE®) List and the associated references from this website are subject to the terms of use. CVE is sponsored by the U.S. Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA). Copyright © 1999-
2020, The MITRE Corporation. CVE and the CVE logo are registered trademarks of The MITRE Corporation.
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Security Approaches and Principles
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General Security Approaches
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Avoidance
— Prevent introduction of vulnerabilities in design/development

— Integration of security models into design

» Secure development practices
* Preemptive identification and removal of vulnerabilities

Detection
— monitor deployed systems to identify attacks at run-time
* Intrusion detection systems (IDS)
* Anti-virus (AV)
« Malware analysis sandboxes
« Signature vs. anomaly-based approaches

40




General Security Approaches

UC Santa Barbara

* Prevention
— Interdict attacks at run-time
— Related to avoidance, but operates at run-time

— Usually focused on mitigating specific classes of attacks
« Buffer overflows, code injection, XSS, ...

* Recovery
— Continuity of service during and after exploitation
— Concedes that attacks will occur
— Focuses on integrity guarantees

41



Security Principles
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We have seen some basic properties, policies,
mechanisms, models, and approaches to security

But designing secure systems, as well as breaking
them, remains as much art as science

Security principles serve as guidelines to help bridge
the gap between art and science

Initial set introduced by Saltzer and Schroeder (1975)

42



Economy of Mechanism
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Simplicity of design implies a smaller attack surface

* Design should be as simple as possible
— KISS -- keep it simple, stupid
— Brian W. Kernighan: “Debugging is twice as hard as writing
the code in the first place. Therefore, if you write the code as

cleverly as possible, you are, by definition, not smart enough
to debug it.”

— Correctness of protection mechanisms is critical

— We need to be able to reason about security mechanisms in
order to trust them
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Defense in Depth
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Do not depend on a single protection mechanism, since
they are apt to fail

« Even very simple or formally verified defenses fail

« Layering defenses increases the difficulty for
attackers

* When does layering make sense? When does it not?

44




Fail-safe Defaults
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Absence of explicit permission means no permission

« Systems should be secure out of the box
— deny as default action
— grant access only on explicit permission
— users should have to opt-in to less-secure configurations
— in case of mistake, access denied (noticed quickly)
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Complete Mediation
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Every access to every object must be authorized

« Complete access control

— check every access to every object

— include all aspects (normal operation, initialization,
maintenance, ..)

— caching of checks is dangerous
— identification of source of action (authentication) is crucial

* Incomplete mediation implies a path exists to bypass
a security mechanism
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Open Design
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The design must not be secret

« Kerckhoff's Principle: A cryptosystem should be
secure even if everything about the system, except
the key, is public knowledge

« (Generalization: A system should be secure even if
the adversary knows everything about its design (but
not necessarily all run-time parameters)

« Contrast with “security through obscurity”

47




Separation of Privilege
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Privilege should be distributed so as to avoid central
points of failure

« Spreading privileges among multiple principals
avoids single-point compromises

* Requiring multiple parties to mutually agree on a
course of action lessens likelihood of security failures

— for example, two keys are required to access a resource
 launch of nuclear weapons requires two people
* bank safe

48




Least Privilege
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Subjects should possess only that authority that is
required to operate successfully

* Subjects should have the least privilege necessary to
perform a task

 |f a compromise occurs, the potential damage is
(hopefully) limited

« Can minimize privilege as well as time privileges are
held

49




Separation
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Separate data and control

« Failed separation is reason for many security
vulnerabilities

— distinction between control information and data has to be
clear

— examples buffer overflows, macro viruses, JavaScript, ...
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Psychological Acceptability
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Make things easy and intuitive for users

« Easy-to-use human interface
— easy to apply security mechanisms routinely
— easy to apply security mechanisms correctly
— interface has to support mental model
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Work Factor
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Allow defenders to scale difficulty of mounting attacks

« Attacks only get better

 Introducing a work factor allows defenses to scale to
future threats without wholesale replacement
— Often entails the introduction of hidden non-determinism
aka, make keys longer
— Related to ideas of adaptive defense and artificial diversity
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