
Connectivity for IoT
Enabling Communication Technologies for IoT



Learning Objectives

Upon completion of this chapter, the student should understand:
• The main attributes of the major competing wireless technologies
• How to interpret Physical/link layer specifications
• How to compare two radio modules
• The common impairments affecting radio performance
• How to select a suitable radio technology
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Outline

• Motivation
• Wireless Behaviour
• The Main Wireless Standards
◦ Cellular, WiFi, ZigBee, Bluetooth, many others

• Selection of Suitable Technology for a given Application
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The Protocol Stack
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The Internet ..
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Frequency Allocation (Spectrum)

• Some frequencies are 
allocated to specific uses
◦ Cellular phones, analog 

television/radio broadcasting, 
DVB-T, radar, emergency 
services, radio astronomy, ..

• Particularly interesting: ISM 
bands (“Industrial, scientific, 
medicine”) – license-free 
operation
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Challenges on Physical Layer
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Challenges on Link Layer
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The picture can't be displayed.

Topologies for Wireless Networks
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Characteristics of wireless networks

• Number of nodes: number of all devices in the network, like routers, gateways, or hosts. 
The larger the number of nodes in a network, the more difficult it is to manage the network.

• Mobility: This key refers to mobile nodes in the network, for example mobile routers and 
mobile clients. A network with a higher degree of mobility usually exposes a higher dynamic 
topology.

• Hop-Count: number of hops between a source and destination. A high hop count is likely 
to increase the latency of transmissions and decrease the throughput of a network.

• Self-Organization: degree of human interaction required by a network, e.g., for 
configuration and management. Thus a network with a higher degree of self-organization is 
a network which demands less human interaction.

• Energy-Awareness: energy sensitivity of a network. A network has to be more energy-
aware if the energy resource is finite.

• Universality: Characterizes whether the network is tailored to a specific application. A 
network is more universal if it can be used for more applications.

• Data rate: user-perceived throughput, for example the quality of a connection from a 
source to a destination. Usually, the higher the data rate, the better the connection 
throughput. However, this key has to be used carefully, since a wireless link may show low 
quality due to interference even with high data rates.
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Enabling Technologies: Number of connected 
devices/things by technology worldwide

Source: Berg Insight; ID 626323
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WPAN: Wireless Personal Area Network
WLAN: Wireless Local Area Network
LPWA(N): Low Power Wide Area (Network)

http://www.statista.com/statistics/626323/connected-iot-devices-things-worldwide-by-technology/


Connectivity Technology Considerations
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Main Technologies for IoT
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Main Characteristics of Short Range 
Communication (ZigBee, 6LowPAN, Z-Wave, BLE, Bluetooth)
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ZigBee, 6LowPAN

178



ZigBee, 6LowPAN
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Z-Wave
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Z-Wave
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Bluetooth Low Energy, Classic Bluetooth
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Bluetooth Low Energy, Classic Bluetooth
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Near Field Communication (NFC)
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Selection of Suitable Technique 
for a planned IoT Application



Key Strengths and Weaknesses of Different 
Types of Connectivity Technologies
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Design Constraints on the Technical Level: 
Data Rate vs Coverage
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Design Constraints on the Technical Level:
Data Rate vs Coverage vs Energy Consumption
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Trade-offs on the Commercial Level:
QoS vs Scalability vs. Cost

Main cost components of an 
IoT Device
• Connectivity module
• Sensors
• Battery
• Processor
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Spider Diagrams
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Characteristics of Wireless Networks (1)
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Characteristics of Wireless Networks (2)
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Suitability for Application Areas
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Takeaways

• Rich landscape of technologies
• Selection of one or more technologies is a fundamental decision 

for the realization of an IoT application

194


