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I. ABSTRACT

Data privacy is becoming one of the major challenges
faced by the database community today. Industries such as
Facebook [1] and Google [2] are fined millions to billions
of dollars for violating user data privacy, creating an urgent
need to build systems that provide data privacy. When we
think of data privacy, data encryption is the first solution
that comes to mind. But many works [12], [13], [9], [17]
have shown the inefficiency of mere data encryption in
preserving data privacy. These works show that just by
observing the data access patterns, an adversary can infer
non-trivial information about the data or the user. These type
of inference attacks are termed access pattern attacks.

Solutions such as Oblivious RAM (ORAM) [7], [16], [5],
[15], [14] and Private Information Retrieval (PIR) [6], [18],
[10] provide mechanisms that hide access patterns. Most of
these works assume trusted clients who host their data on
untrusted servers, typically managed by third party cloud
providers. ORAM solutions achieve access pattern oblivi-
ousness by shuffling the physical locations of the data stored
on the untrusted server after every access. While some PIR
schemes support writing data [5], [11], most PIR schemes
focus on retrieving or reading a data item without revealing
the identity of the retrieved item to the external server.
More recently, Pancake [8] proposed frequency smoothing to
obfuscate access patterns wherein the access frequencies to
all entries in the database are smoothed so that an adversary
cannot infer any non-trivial insights on the data. Albeit
using a less stringent but realistic security model, Pancake’s
frequency smoothing is shown to be highly pragmatic, with
significantly better performance than ORAM based solutions.

In general, the access pattern obliviousness in the above
schemes consists of two aspects: (i) hiding the exact data
item, or rather the exact physical location of the data item
accessed by a client; (ii) hiding the type of access, i.e. a
read vs a write, requested by a client. To our knowledge,
most existing solutions for access pattern obliviousness focus
on proposing novel ways to solve aspect (i); whereas for
aspect (ii), the most commonly [16], [15], [8], [14] adapted
solution is to always perform a read followed by a write,
irrespective of the type of client’s request. Always reading
followed by writing to hide the type of access incurs two
sequential rounds of accesses between the clients and the
external server resulting in significant overhead; eliminating
this additional overhead is the focus of this proposed idea.

Contrasting oblivious datastores with their trusted, non-
privacy-preserving datastores, many of these real world

databases such as MongoDB [3] and Redis [4] read and write
(or get and put) data in a single round. Low performance of
oblivious datastores is a major reason for its low adoption
rate in the industry. Hence, by proposing a technique that
allows oblivious datastores to read/write data in a single
round trip, we aim to bridge some of the gaps prevalent
in commercializing oblivious datastores.

Given this motivation, the goal of this proposed project
is to provide a one round solution to read or write the data
stored on an external server without revealing the type of
access. This work does not focus on hiding what physical
locations are accessed by the clients, which is orthogonal to
hiding the type of access. By proposing a novel one-round-
trip oblivious access protocol, we reduce the communication
rounds by half. This reduction in one round of communica-
tion not only reduces the bandwidth cost but also plays a
vital role in reducing end-to-end latency, especially in geo-
distributed settings.

The proposed idea – to read or write in one round while
hiding the type of operation – can be easily integrated
with Pancake [8] to reduce Pancake’s communication rounds
by half. Further, the proposed idea can be leveraged to
create a novel ORAM solution that both hides the type of
access and the specific item accessed in a single round of
communication between a trusted proxy and an untrusted
storage server. These potential applications across various
solutions that preserve obliviousness highlight the relevance
and adaptability of the proposed idea.
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